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What is the AWS SDK for C++ Developer Guide?

Welcome to the AWS SDK for C++ Developer Guide.

The AWS SDK for C++ provides a modern C++ (version C++ 11 or later) interface for Amazon
Web Services (AWS). It provides both high-level and low-level APIs for nearly all AWS features,
minimizing dependencies and providing platform portability on Windows, macOS, Linux, and
mobile.

Getting started with the AWS SDK for C++

® Note

The AWS loT SDKs and the aws-iot-device-sdk-cpp are separate from this SDK. The
AWS |oT Device SDK for C++ v2 is available at aws-iot-device-sdk-cpp-v2 on GitHub.
For more information about AWS IoT, see What is AWS loT in the AWS loT Developer Guide.

Additional documentation and resources

In addition to this guide, the following are valuable online resources for AWS SDK for C++
developers:

« AWS SDKs and Tools Reference Guide: Contains settings, features, and other foundational

concepts common amongst AWS SDKs.
« GitHub:

» SDK source

« SDK issues

o AWS SDK for C++ API Reference

o AWS C++ Developer Blog

o The AWS Code Sample Catalog

» SDK License
« Video: Introducing the AWS SDK for C++ from AWS re:invent 2015

Additional documentation and resources 1


https://github.com/aws/aws-iot-device-sdk-cpp-v2
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/sdkref/latest/guide/
https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-cpp/issues
https://docs.aws.amazon.com/sdk-for-cpp/latest/api/root/html/
https://aws.amazon.com/blogs/developer/category/cpp/
https://docs.aws.amazon.com/code-samples/latest/catalog
https://aws.amazon.com/apache2.0/
https://www.youtube.com/watch?v=fm4Aa3Whwos&amp;list=PLhr1KZpdzuke5pqzTvI2ZxwP8-NwLACuU&amp;index=9
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Maintenance and support for SDK major versions

For information about maintenance and support for SDK major versions and their underlying
dependencies, see the following in the AWS SDKs and Tools Reference Guide:

o AWS SDKs and tools maintenance policy

« AWS SDKs and tools version support matrix

Maintenance and support for SDK major versions 2


https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
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Getting started with the AWS SDK for C++

AWS SDK for C++ is a modularized, cross-platform, open-source library you can use to connect to
Amazon Web Services.

The AWS SDK for C++ uses CMake to support multiple platforms over multiple domains, including
video games, systems, mobile, and embedded devices. CMake is a build tool that you can use

to manage your application’s dependencies and to create makefiles suitable for the platform
you're building on. CMake removes the parts of the build that are not used for your platform or
application.

Before you run code to access AWS resources, you must establish how your code authenticates with
AWS.

» Authenticating with AWS using AWS SDK for C++

To use the AWS SDK for C++ in your code, obtain the SDK executables by building the SDK source
directly or by using a package manager.

» Getting the AWS SDK for C++ from source code

o Getting the AWS SDK for C++ from a package manager

If you run into build issues regarding CMake, see Troubleshooting AWS SDK for C++ build issues.

Authenticating with AWS using AWS SDK for C++

You must establish how your code authenticates with AWS when developing with AWS services.
You can configure programmatic access to AWS resources in different ways depending on

the environment and the AWS access available to you. For choices on all primary methods of
authentication, and guidance on configuring it for the SDK, see Authentication and access in the
AWS SDKs and Tools Reference Guide.

We recommend that new users who are developing locally and are not given a method of
authentication by their employer should set up AWS IAM Identity Center. This method includes
installing the AWS CLI for ease of configuration and for regularly signing in to the AWS access
portal.
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If you choose this method, complete the procedure for IAM Identity Center authentication in the
AWS SDKs and Tools Reference Guide. Afterwards, your environment should contain the following
elements:

o The AWS CLI, which you use to start an AWS access portal session before you run your
application.

« Ashared AWSconfig file having a [default] profile with a set of configuration values that can
be referenced from the SDK. To find the location of this file, see Location of the shared files in
the AWS SDKs and Tools Reference Guide.

« The shared config file sets the region setting. This sets the default AWS Region that the SDK
uses for AWS requests. This Region is used for SDK service requests that aren't specified with a
Region to use.

» The SDK uses the profile's SSO token provider configuration to acquire credentials before
sending requests to AWS. The sso_role_name value, which is an IAM role connected to an IAM
Identity Center permission set, should allow access to the AWS services used in your application.

The following sample config file shows a default profile set up with SSO token provider
configuration. The profile's sso_session setting refers to the named sso-session section.
The sso-session section contains settings to initiate an AWS access portal session.

[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

The AWS SDK for C++ does not need additional packages (such as SSO and SSO0IDC) to be added
to your application to use IAM Identity Center authentication.
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Start an AWS access portal session

Before running an application that accesses AWS services, you need an active AWS access portal
session for the SDK to use IAM Identity Center authentication to resolve credentials. Depending on
your configured session lengths, your access will eventually expire and the SDK will encounter an
authentication error. To sign in to the AWS access portal, run the following command in the AWS
CLI.

aws sso login

Since you have a default profile setup, you do not need to call the command with a --profile
option. If your SSO token provider configuration is using a named profile, the command is aws
sso login --profile named-profile.

To test if you already have an active session, run the following AWS CLI command.

aws sts get-caller-identity

The response to this command should report the IAM Identity Center account and permission set
configured in the shared config file.

® Note

If you already have an active AWS access portal session and run aws sso login, you will
not be required to provide credentials.

The sign-in process might prompt you to allow the AWS CLI access to your data. Because
the AWS CLI is built on top of the SDK for Python, permission messages may contain
variations of the botocore name.

More authentication information

Human users, also known as human identities, are the people, administrators, developers,
operators, and consumers of your applications. They must have an identity to access your AWS
environments and applications. Human users that are members of your organization are also
known as workforce identities, that means you, the developer. Use temporary credentials when
accessing AWS. You can use an identity provider for your human users to provide federated access
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to AWS accounts by assuming roles, which provide temporary credentials. For centralized access
management, we recommend that you use AWS IAM Identity Center (IAM Identity Center) to
manage access to your accounts and permissions within those accounts. For more alternatives, see
the following:

« To learn more about best practices, see Security best practices in IAM in the /AM User Guide.

« To create short-term AWS credentials, see Temporary Security Credentials in the IAM User Guide.

« To learn about other AWS SDK for C++ credential providers, see Standardized credential
providers in the AWS SDKs and Tools Reference Guide.

Getting the AWS SDK for C++ from source code

You can use the AWS SDK for C++ from your code by first building the SDK from source and then
installing it locally.

Process overview

General process Detailed process
Build and install the SDK source First build the SDK from source and install it.

1. Use CMake to generate build files for the  Building on Windows

SDK. « Building on Linux/macOS
2. Build the SDK.

3. Install the SDK.

Build your application using the SDK Then develop your own application using the

SDK.
1.  Write your own code to use the SDK or

use a sample application, and add the « Creating a simple application
AWSSDK package to your cmake file.

2. Use CMake to generate build files for your
application.

Build your application.

4. Run your application.
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Building the AWS SDK for C++ on Windows

To set up the AWS SDK for C++, you can either build the SDK yourself directly from the source or
download the libraries using a package manager.

The SDK source is separated into individual packages by service. Installing the entire SDK can take
up to an hour. Installing only the specific subset of services that your program uses decreases
installation time and also reduces size on disk. To choose which services to install, you need

to know the package name of each service your program uses. You can see the list of package
directories at aws/aws -sdk-cpp on GitHub. The package name is the suffix of the directory name

for the service.

aws-sdk-cpp\aws-cpp-sdk-<packageName> # Repo directory name and packageName
aws-sdk-cpp\aws-cpp-sdk-s3 # Example: Package name is s3

Prerequisites

You need a minimum of 4 GB of RAM to build some of the larger AWS clients. The SDK might fail
to build on Amazon EC2 instance types t2.micro, t2.small, and other small instance types due to
insufficient memory.

To use the AWS SDK for C++, you need one of the following:

« Microsoft Visual Studio 2015 or later,
« GNU Compiler Collection (GCC) 4.9 or later, or
« Clang 3.3 or later.

Building the SDK for Windows with curl

On Windows, the SDK is built with WinHTTP as the default HTTP client. However, WinHTTP 1.0
does not support HTTP/2 bidirectional streaming, which is required for some AWS services such as
Amazon Transcribe and Amazon Lex. Thus, it is sometimes necessary to build curl support with the
SDK. To view all available curl download options, see curl Releases and Downloads. One method

for building the SDK with curl support is the following:
To build the SDK with curl library support included

1. Navigate to curl for Windows and download the curl binary package for Microsoft Windows.
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2. Unpack the package to a folder on your computer, for example, C:\curl.

3. Navigate to CA certificates extracted from Mozilla and download the cacert. pem file. This
Privacy Enhanced Mail (PEM) file contains a bundle of valid digital certificates that are used
to verify the authenticity of secure websites. The certificates are distributed by certificate

authority (CA) companies such as GlobalSign and Verisign.

4. Move the cacert.pem file to the bin subfolder that you unpacked in a previous step, for
example, C:\curl\bin. Rename the file as curl-ca-bundle.crt.

Also, the Microsoft Build Engine (MSBuild) must be able to locate the curl d11 in the procedure
that follows. Therefore, you should add the curl bin folder path to your Windows PATH
environment variable, for example, set PATH=%PATH%; C:\curl\bin. You must add this

each time you open a new command prompt to build the SDK. Alternatively, you can set the
environment variable globally in your Windows system settings so that the setting is remembered.

When Building the SDK from source in the procedure that follows, see Step 5 (Generate build files)
for required command syntax to build curl into your SDK.

When writing your code, you must set caFile in the Configuring AWS SDK for C++ service clients

in code to the location of your certificate file. For an example using Amazon Transcribe, see
transcribe-streaming in the AWS Code Examples Repository on GitHub.

Building the SDK from source

You can build the SDK from source using command-line tools. Using this method, you can

customize your SDK build. For information about available options, see CMake Parameters. There
are three main steps. First, you build the files using CMake. Second, you use MSBuild to build the
SDK binaries that work with your operating system and build toolchain. Third, you install or copy

the binaries into the correct location on the development machine.
To build the SDK from source

1. Install CMake (minimum version 3.13) and the relevant build tools for your platform. It is
recommended to add cmake to your PATH. To check your version of CMake, open a command
prompt and run command cmake --version

2. Inacommand prompt, navigate to a folder where you want to store the SDK.

3. Get the latest source code.
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Version 1.11 uses git submodules to wrap external dependencies. This includes the CRT
libraries described in the AWS SDKs and Tools Reference Guide.

Download or clone the SDK source from aws /aws-sdk-cpp on GitHub:

e Clone with Git: HTTPS

git clone --recurse-submodules https://github.com/aws/aws-sdk-cpp

+ Clone with Git: SSH

git clone --recurse-submodules git@github.com:aws/aws-sdk-cpp.git

4. We recommend you store the generated build files outside of the SDK source directory. Create
a new directory to store the build files in and navigate to that folder.

mkdir sdk_build
cd sdk_build

5. Generate the build files by running cmake. Specify on the cmake command line whether to
build a Debug or Release version. Choose Debug throughout this procedure to run a debug
configuration of your application code. Choose Release throughout this procedure to run
a release configuration of your application code. For Windows, the SDK install location is
typically \Program Files (x86)\aws-cpp-sdk-all\. Command syntax:

{path to cmake if not in PATH} {path to source location of aws-sdk-
cpp} -DCMAKE_BUILD_TYPE=[Debug | Release] -DCMAKE_PREFIX_PATH={path to
install destination}

For more ways to modify the build output, see CMake Parameters.

To generate the build files, do one of the following:

« Generate build files (all AWS services): To build the entire SDK, run cmake, specifying
whether to build a Debug or Release version. For example:

cmake "..\aws-sdk-cpp" -DCMAKE_BUILD_TYPE=Debug -DCMAKE_PREFIX_PATH="C:\Program
Files (x86)\aws-cpp-sdk-all"
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» Generate build files (subset AWS services): To build only a particular service or services
package(s) for the SDK, add the CMake BUILD_ONLY parameter, with the service names
separated by semicolons. The following example builds only the Amazon S3 service package:

cmake ..\aws-sdk-cpp -DCMAKE_BUILD_TYPE=Debug -DBUILD_ONLY="s3" -
DCMAKE_PREFIX_PATH="C:\Program Files (x86)\aws-cpp-sdk-all"

» Generate build files (with curl): After completing the curl prerequisites, three additional
cmake command line options are required to include curl support in the SDK: FORCE_CURL,
CURL_INCLUDE_DIR, and CURL_LIBRARY. For example:

cmake ..\aws-sdk-cpp -DCMAKE_BUILD_TYPE=Debug -DFORCE_CURL=0ON -
DCURL_INCLUDE_DIR='C:/curl/include'

-DCURL_LIBRARY='C:/curl/1lib/libcurl.dll.a' -DCMAKE_PREFIX_PATH="C:\Program
Files (x86)\aws-cpp-sdk-all"

(® Note

If you get an error Failed to build third-party libraries, check your version of CMake by
running cmake --version. You must use CMake minimum version 3.13.

6. Build the SDK binaries. If you're building the entire SDK, this step can take one hour or longer.
Command syntax:

{path to cmake if not in PATH} --build . --config=[Debug | Release]
cmake --build . --config=Debug
(® Note

If you encounter the error The code execution cannot proceed ... dll not found.
Reinstalling the program may fix this problem.", retry the cmake command again.

7. Open a command prompt with administrator privileges to install the SDK in the location
specified earlier using the CMAKE_PREFIX_PATH parameter. Command syntax:

{path to cmake if not in PATH} --install . --config=[Debug | Release]
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cmake --install . --config=Debug

Building for Android on Windows

To build for Android, add -DTARGET_ARCH=ANDROID to your cmake command line. The AWS SDK
for C++ includes a CMake toolchain file that includes what you need by referencing the appropriate
environment variables (ANDROID_NDK).

To build the SDK for Android on Windows, you need to run cmake from a Visual Studio (2015 or
later) developer command prompt. You'll also need NMAKE NMAKEinstalled and the commands
git and patch in your path. If you have git installed on a Windows system, you'll most likely find
patch in asibling directory (. ../Git/usr/bin/). Once you've verified these requirements, your

cmake command line will change slightly to use NMAKE.

cmake -G "NMake Makefiles" *-DTARGET_ARCH=ANDROID" <other options> ..

NMAKE builds serially. To build more quickly, we recommend you install JOM as an alternative to
NMAKE, and then change the cmake invocation as follows:

cmake -G "NMake Makefiles JOM" " -DTARGET_ARCH=ANDROID® <other options> ..

For an example application, see Setting up an Android application with AWS SDK for C++

Building the AWS SDK for C++ on Linux/macOS

To set up the AWS SDK for C++, you can either build the SDK yourself directly from the source or
download the libraries using a package manager.

The SDK source is separated into individual packages by service. Installing the entire SDK can take
up to an hour. Installing only the specific subset of services that your program uses decreases
installation time and also reduces size on disk. To choose which services to install, you need

to know the package name of each service your program uses. You can see the list of package
directories at aws/aws -sdk-cpp on GitHub. The package name is the suffix of the directory name
for the service.

aws-sdk-cpp\aws-cpp-sdk-<packageName> # Repo directory name and packageName
aws-sdk-cpp\aws-cpp-sdk-s3 # Example: Package name is s3
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Prerequisites

You need a minimum of 4 GB of RAM to build some of the larger AWS clients. The SDK might fail
to build on Amazon EC2 instance types t2.micro, t2.small, and other small instance types due to
insufficient memory.

To use the AWS SDK for C++, you need one of the following:

» GNU Compiler Collection (GCC) 4.9 or later, or
« Clang 3.3 or later.

Additional Requirements for Linux Systems

You must have the header files (-dev packages) for 1ibcurl, 1ibopenssl, 1libuuid, z1ib, and,
optionally, 1ibpulse for Amazon Polly support. You can find the packages by using your system'’s
package manager.

To install the packages on Debian/Ubuntu-based systems

sudo apt-get install libcurl4-openssl-dev libssl-dev uuid-dev zliblg-dev libpulse-
dev

To install the packages on Amazon Linux/Redhat/Fedora/CentOS-based systems

sudo yum install libcurl-devel openssl-devel libuuid-devel pulseaudio-libs-devel

Building the SDK from Source

You can build the SDK from source using command-line tools as an alternative to using vcpkg.
Using this method, you can customize your SDK build. For information about available options, see
CMake Parameters.

To build the SDK from source

1. Install CMake (minimum version 3.13) and the relevant build tools for your platform. It is
recommended to add cmake to your PATH. To check your version of CMake, open a command
prompt and run command cmake --version

Building on Linux/macOS 12


https://cmake.org/

AWS SDK for C++ Developer Guide

2. Inacommand prompt, navigate to a folder where you want to store the SDK.

3. Get the latest source code.

Version 1.11 uses git submodules to wrap external dependencies. This includes the CRT
libraries described in the AWS SDKs and Tools Reference Guide.

Download or clone the SDK source from aws/aws-sdk-cpp on GitHub:

e Clone with Git: HTTPS

git clone --recurse-submodules https://github.com/aws/aws-sdk-cpp

+ Clone with Git: SSH

git clone --recurse-submodules git@github.com:aws/aws-sdk-cpp.git

4. We recommend you store the generated build files outside of the SDK source directory. Create
a new directory to store the build files in and navigate to that folder.

mkdir sdk_build
cd sdk_build

5. Generate the build files by running cmake. Specify on the cmake command line whether to
build a Debug or Release version. Choose Debug throughout this procedure to run a debug
configuration of your application code. Choose Release throughout this procedure to run a
release configuration of your application code. Command syntax:

{path to cmake if not in PATH} {path to source location of aws-sdk-
cpp} -DCMAKE_BUILD_TYPE=[Debug | Release] -DCMAKE_PREFIX_PATH={path to
install} -DCMAKE_INSTALL_PREFIX={path to install}

For more ways to modify the build output, see CMake Parameters.

(® Note

When building on a Mac with a case-insensitive filesystem, check the output of the pwd
command in the directory where you run the build. Make sure that the pwd output uses
mixed case for directory names such as /Users and Documents.
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To generate the build files, do one of the following:

» Generate build files (all AWS services): To build the entire SDK, run cmake, specifying
whether to build a Debug or Release version. For example:

cmake ../aws-sdk-cpp -DCMAKE_BUILD_TYPE=Debug -DCMAKE_PREFIX_PATH=/usr/local/ -
DCMAKE_INSTALL_PREFIX=/usr/local/

» Generate build files (subset AWS services): To build only a particular service or services
package(s) for the SDK, add the CMake BUILD_ONLY parameter, with the service names
separated by semicolons. The following example builds only the Amazon S3 service package:

cmake ../aws-sdk-cpp -DCMAKE_BUILD_TYPE=Debug -DCMAKE_PREFIX_PATH=/usr/local/ -
DCMAKE_INSTALL_PREFIX=/usr/local/ -DBUILD_ONLY="s3"

(® Note

If you get an error Failed to build third-party libraries, check your version of CMake by
running cmake --version. You must use CMake minimum version 3.13.

6. Build the SDK binaries. If you're building the entire SDK, the operation can take one hour or
longer.

make

7. Install the SDK. You may need to escalate privileges depending on the location you chose to
install to.

make install

Building for Android on Linux

To build for Android, add -DTARGET_ARCH=ANDROID to your cmake command line. The AWS SDK
for C++ includes a CMake toolchain file that includes what you need by referencing the appropriate
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environment variables (ANDROID_NDK). For an example application, see Setting up an Android
application with AWS SDK for C++

Creating a simple application using the AWS SDK for C++

CMake is a build tool that you use to manage your application’s dependencies and to create
makefiles suitable for the platform you're building on. You can use CMake to create and build
projects using the AWS SDK for C++.

This example reports the Amazon S3 buckets you own. Having an Amazon S3 bucket in your AWS
account is not required for this example, but it will be far more interesting if you have at least one.
See Create a Bucket in the Amazon Simple Storage Service User Guide if you don't already have one.

Step 1: Write the code

This example consists of one folder containing one source file (hello_s3.cpp) and one
CMakeLists.txt file. The program uses Amazon S3 to report storage bucket information. This
code is also available in the AWS Code Examples Repository on GitHub.

You can set many options in a CMakeLists. txt build configuration file. For more information,
see the CMake tutorial on the CMake website.

® Note

Deep Dive: Setting CMAKE_PREFIX_PATH

By default, the AWS SDK for C++ on macOS, Linux, Android and other non-Windows
platforms is installed into /usr/local and on Windows is installed into \Program Files
(x86)\aws-cpp-sdk-all.

CMake needs to know where to find several resources that result from building the SDK
(Windows, Linux/macQS):

« the file AWSSDKConfig.cmake so that it can properly resolve the AWS SDK libraries that
your application uses.

 (for version 1.8 and earlier) the location of dependencies: aws-c-event-stream, aws-
c-common, aws-checksums
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® Note

Deep Dive: Windows Runtime Libraries

To run your program, several DLLs are required in your program's executable location:
aws-c-common.dll, aws-c-event-stream.dll, aws-checksums.dll, aws-cpp-
sdk-core.dll, as well as any specific DLLs based on the components of your program
(this example also requires aws-cpp-sdk-s3 because it uses Amazon S3). The second

if statement in the CMakelLists. txt file copies these libraries from the installation
location to the executable location to satisfy this requirement. AWSSDK_CPY_DYN_LIBS

is @ macro defined by AWS SDK for C++ that copies the SDK's DLLs from the installation
location to the executable location of your program. If these DLLs are not in the executable
location then runtime exceptions of 'file not found' occur. Review this portion of the
CMakelLists.txt file for necessary changes for your unique environment if you encounter
these errors.

To create the folder and source files

1. Createa hello_s3 directory and/or project to hold your source files.

(® Note

To complete this example in Visual Studio: choose Create New Project and then
choose CMake Project. Name the project hello_s3. This project name is used in the
CMakeLists.txt file.

2. Within that folder, add a hello_s3. cpp file that includes the following code, which reports
the Amazon S3 buckets you own.

#include <aws/core/Aws.h>

#include <aws/s3/S3Client.h>

#include <iostream>

#include <aws/core/auth/AWSCredentialsProviderChain.h>
using namespace Aws;

using namespace Aws::Auth;

/*
* A "Hello S3" starter application which initializes an Amazon Simple Storage
Service (Amazon S3) client

Creating a simple application 16



AWS SDK for C++

Developer Guide

* and lists the Amazon S3 buckets in the selected region.

* main function

* Usage: 'hello_s3'

*

*/

int main(int argc, char **argv) {

Aws

: :SDKOptions options;

// Optionally change the log level for debugging.
// options.loggingOptions.loglLevel = Utils::Logging::LoglLevel: :Debug;

Aws

::InitAPI(options); // Should only be called once.

int result = 0;

{

Aws: :Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

// You don't normally have to test that you are authenticated. But the S3

service permits anonymous requests, thus the s3Client will return "success" and 0
buckets even if you are unauthenticated, which can be confusing to a new user.

tag");

auto provider = Aws::MakeShared<DefaultAwWSCredentialsProviderChain>("alloc-

auto creds = provider->GetAWSCredentials();
if (creds.IsEmpty()) {
std::cerr << "Failed authentication" << std::endl;

Aws::S3::S3Client s3Client(clientConfig);
auto outcome = s3Client.ListBuckets();

if (!outcome.IsSuccess()) {
std::cerr << "Failed with error: " << outcome.GetError() << std::endl;
result = 1;
} else {
std::cout << "Found " << outcome.GetResult().GetBuckets().size()
<< " buckets\n";
for (auto &bucket: outcome.GetResult().GetBuckets()) {
std: :cout << bucket.GetName() << std::endl;
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Aws: :ShutdownAPI(options); // Should only be called once.
return result;

3. Adda(CMakelLists.txt file that specifies your project’'s name, executables, source files, and
linked libraries.

# Set the minimum required version of CMake for this project.
cmake_minimum_required(VERSION 3.13)

# Set the AWS service components used by this project.
set (SERVICE_COMPONENTS s3)

# Set this project's name.
project("hello_s3")

# Set the C++ standard to use to build this target.
# At least C++ 11 is required for the AWS SDK for C++.
set (CMAKE_CXX_STANDARD 11)

# Use the MSVC variable to determine if this is a Windows build.
set (WINDOWS_BUILD ${MSVC})

if (WINDOWS_BUILD) # Set the location where CMake can find the installed libraries
for the AWS SDK.
string(REPLACE ";" "/aws-cpp-sdk-all;" SYSTEM_MODULE_PATH
"¢ {CMAKE_SYSTEM_PREFIX_PATH}/aws-cpp-sdk-all")
1list (APPEND CMAKE_PREFIX_PATH ${SYSTEM_MODULE_PATH})
endif ()

# Find the AWS SDK for C++ package.
find_package (AWSSDK REQUIRED COMPONENTS ${SERVICE_COMPONENTS})

if (WINDOWS_BUILD AND AWSSDK_INSTALL_AS_SHARED_LIBS)
# Copy relevant AWS SDK for C++ libraries into the current binary directory for
running and debugging.

# set(BIN_SUB_DIR "/Debug") # if you are building from the command line you may
need to uncomment this
# and set the proper subdirectory to the executables' location.

AWSSDK_CPY_DYN_LIBS(SERVICE_COMPONENTS "*"
${CMAKE_CURRENT_BINARY_DIR}${BIN_SUB_DIR})
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endif ()

add_executable(${PROJECT_NAME}
hello_s3.cpp)

target_link_libraries(${PROJECT_NAME}
${AWSSDK_LINK_LIBRARIES})

Step 2: Build with CMake

CMake uses the information in CMakeLists.txt to build an executable program.
We recommend building the application following standard practices for your IDE.
To build the application from the command line

1. Create a directory where cmake will build your application.

mkdir my_project_build

2. Change to the build directory and run cmake using the path to your project’s source
directory.

cd my_project_build
cmake ../

3. After cmake generates your build directory, you can use make (or nmake on Windows), or
MSBUILD (msbuild ALL_BUILD.vcxproj or cmake --build . --config=Debug) to
build your application.

Step 3: Run

When you run this application, it displays console output that lists the total number of Amazon S3
buckets and the name of each bucket.

We recommend running the application following standard practices for your IDE.
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® Note

Remember to sign in! If you are using IAM Identity Center to authenticate, remember to
sign in using the AWS CLI aws sso login command.

To run the program via command line

1. Change to the Debug directory where the result of the build was generated.

2. Run the program using the name of the executable.

hello_s3

For additional examples using the AWS SDK for C++, see Guided examples for calling AWS services
using the AWS SDK for C++,

Getting the AWS SDK for C++ from a package manager

/A Important

If you are using a package manager like homebrew or vcpkg:
After updating the SDK for C++ to a new version, you must recompile any library or
executable that depends on the SDK.

To set up the AWS SDK for C++, you can either build the SDK yourself directly from the source or
download the libraries using a package manager.

The SDK source is separated into individual packages by service. Installing the entire SDK can take
up to an hour. Installing only the specific subset of services that your program uses decreases
installation time and also reduces size on disk. To choose which services to install, you need

to know the package name of each service your program uses. You can see the list of package
directories at aws /aws-sdk-cpp on GitHub. The package name is the suffix of the directory name
for the service.

aws-sdk-cpp\aws-cpp-sdk-<packageName> # Repo directory name and packageName
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aws-sdk-cpp\aws-cpp-sdk-s3 # Example: Package name is s3

Prerequisites

You need a minimum of 4 GB of RAM to build some of the larger AWS clients. The SDK might fail
to build on Amazon EC2 instance types t2.micro, t2.small, and other small instance types due to
insufficient memory.

Linux/macOS
To use the AWS SDK for C++ on Linux/macOS, you need one of the following:

« GNU Compiler Collection (GCC) 4.9 or later, or
« Clang 3.3 or later.

Windows
To use the AWS SDK for C++ on Windows, you need one of the following:

« Microsoft Visual Studio 2015 or later,
» GNU Compiler Collection (GCC) 4.9 or later, or
« Clang 3.3 or later.

Get the SDK using vcpkg

/A Important

The available vcpkg distribution is supported by external contributors and is not provided
through AWS. The most recent version is always available through installing from source.

vcpkg is a package manager updated and maintained by external contributors. Note that this
package manager is not provided through AWS and may not reflect the latest available version
for the AWS SDK for C++. There is a delay between when a version is released by AWS and when
it is available through an external package manager. The most recent version is always available
through installing from source.

You must install vcpkg on your system.
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« Download and bootstrap vcpkg by following the instructions on the vcpkg GitHub Readme,
substituting the following options when prompted:

As part of those instructions, you are guided to enter:

\vcpkg\vcpkg install [packages to install]

To install the entire SDK, enter .\vcpkg\vcpkg install "aws-sdk-cpp[*]" --recurse
or indicate only specific services of the SDK to install by appending a package name in
brackets, for example, .\vcpkg\vcpkg install "aws-sdk-cpp[s3, ec2]" --recurse

The output displays a messages including the following:

CMake projects should use: "-DCMAKE_TOOLCHAIN_FILE=C:/dev/vcpkg/vcpkg/scripts/
buildsystems/vcpkg.cmake"

» Copy the complete -DCMAKE_TOOLCHAIN_FILE command to use for CMake later. The vcpkg
GitHub Readme also instructs on where to use this for your toolset.

» You may also need to note the build configuration type that you installed via vcpkg. The console
output shows the build configuration and the version of the SDK. The following example output
indicates the build configuration is "x86-windows" and the AWS SDK for C++ version installed is
1.8.

The following packages will be built and installed:
aws-sdk-cpp[core,dynamodb, kinesis, s3] :x86-windows -> 1.8.126#6

After you install the AWS SDK for C++, you can develop your own application using the SDK. The
example shown in Creating a simple application reports the Amazon S3 buckets you own.

Troubleshooting AWS SDK for C++ build issues

When building the AWS SDK for C++ from source, some of the following common build issues
might arise.

Topics

« CMake Error: Could not find a package configuration file provided by "AWSSDK"

o CMake Error: Could not find load file (and you're on SDK version 1.8)
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o CMake Error: Could not find load file

» Runtime Error: cannot proceed because aws-*.dll was not found

CMake Error: Could not find a package configuration file provided by
"AWSSDK"

CMake raises the following error if it cannot find the installed SDK.

1> [CMake] CMake Error at C:\CodeRepos\CMakeProjectl\CMakelLists.txt:4 (find_package):
1> [CMake] Could not find a package configuration file provided by "AWSSDK" with any
1> [CMake] of the following names:

1> [CMake]
1> [CMake] AWSSDKConfig.cmake
1> [CMake] awssdk-config.cmake
1> [CMake]

1> [CMake] Add the installation prefix of "AWSSDK" to CMAKE_PREFIX_PATH or set

1> [CMake] "AWSSDK_DIR" to a directory containing one of the above files. If
"AWSSDK"

1> [CMake] provides a separate development package or SDK, be sure it has been

1> [CMake] installed.

To resolve this error, tell CMake where to find the installed SDK (e.g. the folder that was generated
as a result of the SDK install (Windows, Linux/macQS). Insert the following command before your
first call to find_package() in your CMakelLists. txt file. See ??? for an example.

1ist(APPEND CMAKE_PREFIX_PATH "C:\\Program Files (x86)\\aws-cpp-sdk-all\\1lib\\cmake")

CMake Error: Could not find load file (and you're on SDK version 1.8)

CMake raises the following error if it cannot find the installed libraries.

1> [CMake] include could not find load file:

1> [CMake]

1> [CMake] C:/Program Files (x86)/aws-cpp-sdk-all/lib/aws-c-common/cmake/static/
aws-c-common-targets.cmake

1> [CMake] include could not find load file:

1> [CMake]

1> [CMake] C:/Program Files (x86)/aws-cpp-sdk-all/lib/aws-checksums/cmake/static/
aws-checksums-targets.cmake
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1> [CMake] include could not find load file:

1> [CMake]

1> [CMake] C:/Program Files (x86)/aws-cpp-sdk-all/lib/aws-checksums/cmake/static/
aws-checksums-targets.cmake

To resolve this error, tell CMake where to find the installed SDK (e.g. the folder that was generated
as a result of the SDK install (Windows, Linux/macOS). Insert the following commands before your
first call to find_package() in your CMakelLists. txt file. See ??? for an example.

#Set the location of where Windows can find the installed libraries of the SDK.
if(MSVC)
string(REPLACE ";" "/aws-cpp-sdk-all;" SYSTEM_MODULE_PATH
"${CMAKE_SYSTEM_PREFIX_PATH}/aws-cpp-sdk-all")
1list (APPEND CMAKE_PREFIX_PATH ${SYSTEM_MODULE_PATH})
endif()

This solution is only for v1.8 of the SDK because these dependencies are handled differently in
later versions. Version 1.9 addresses these issues by introducing an intermediate layer between
the aws-sdk-cpp and aws-c-* libraries. This new layer is called aws-crt-cpp, and is a git
submodule of the SDK for C++. aws-crt-cpp also has the aws-c-* libraries (including aws-c-
common, aws-checksums, aws-c-event-stream, etc.) as its own git submodules. This allows
the SDK for C++ to get all CRT libraries recursively and improves the build process.

CMake Error: Could not find load file

CMake raises the following error if it cannot find the installed libraries.

CMake Error at C:/Program Files (x86)/aws-cpp-sdk-all/lib/aws-c-auth/cmake/aws-c-auth-
config.cmake:11

(include): include could not find load file:

C:/Program Files (x86)/aws-cpp-sdk-all/lib/aws-c-auth/cmake/static/aws-c-auth-
targets.cmake

To resolve this error, tell CMake to build shared libraries. Insert the following command before your
first call to find_package() in your CMakelLists. txt file. See ??? for an example.

set(BUILD_SHARED_LIBS ON CACHE STRING "Link to shared libraries by default.")
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Runtime Error: cannot proceed because aws-*.d11 was not found

CMake raises an error similar to the following if it cannot find a required DLL.

The code execution cannot proceed because aws-cpp-sdk-[dynamodb].dll was not found.
Reinstalling the program may fix this problem.

This error occurs because the required libraries or executables for the SDK for C++ are not available
in the same folder as your application executables. To resolve this error, copy the SDK build output
in your executable location. The specific DLL filename of the error will vary depending on which
AWS services you are using. Do one of the following:

» Copy the contents of the /bin folder of the AWS SDK for C++ install to your application's build
folder.

e Inyour CMakelLists.txt file, use macro AWSSDK_CPY_DYN_LIBS to copy these for you.

Add a call to either AWSSDK_CPY_DYN_LIBS(SERVICE_LIST ""
${CMAKE_CURRENT_BINARY_DIR}) or AWSSDK_CPY_DYN_LIBS(SERVICE_LIST ""
${CMAKE_CURRENT_BINARY_DIR}/${CMAKE_BUILD_TYPE}) to your CMakeLists.txt file to
use this macro to do the copying for you. See ??? for an example.

Choose the correct copy path for your build environment. Building via command line frequently
puts the build output into a subfolder (/Debug), but Visual Studio and other IDEs often do not.
Verify where your output executables are, and ensure the macro is copying to that location.
When making these types of changes, it is good practice to delete the contents of your build
output directory so that you get a clean starting point for the next build.
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Configuring service clients in the AWS SDK for C++

To programmatically access AWS services, the AWS SDK for C++ uses a client class for each AWS
service. For example, if your application needs to access Amazon EC2, your application creates an
Amazon EC2 client object to interface with that service. You then use the service client to make
requests to that AWS service.

To make a request to an AWS service, you must first create a service client. For each AWS service
your code uses, it has its own library and its own dedicated type for interacting with it. The client
exposes one method for each API operation exposed by the service.

There are many alternative ways to configure SDK behavior, but ultimately everything has to do
with the behavior of service clients. Any configuration has no effect until a service client that is
created from them is used.

You must establish how your code authenticates with AWS when you develop with AWS services.
You must also set the AWS Region you want to use.

The AWS SDKs and Tools Reference Guide also contains settings, features, and other foundational
concepts common among many of the AWS SDKs.

Topics

» General configuration using Aws::SDKOptions in the AWS SDK for C++

» Configuring AWS SDK for C++ service clients externally

» Configuring AWS SDK for C++ service clients in code

» Setting the AWS Region for the AWS SDK for C++

» Using AWS SDK for C++ credential providers

« CMake parameters for building the AWS SDK for C++

» Configuring and using logging in the AWS SDK for C++

o Overriding your HTTP client in the AWS SDK for C++

» Controlling iostreams used by the HttpClient and the AWSClient in the AWS SDK for C++

» Using a custom libcrypto library in the AWS SDK for C++
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General configuration using Aws : : SDKOptions in the AWS
SDK for C++

The Aws : : SDKOptions struct contains SDK configuration options. Aws : : SDKOptions focuses on

general SDK configuration, whereas the ClientConfiguration struct focuses on configuration
of communicating with AWS services.

An instance of Aws: : SDKOptions is passed to the Aws: : InitAPI and Aws: : ShutdownAPI
methods. The same instance should be sent to both methods.

The following samples demonstrate some of the available options.

« Turn logging on using the default logger

Aws: :SDKOptions options;
options.loggingOptions.loglLevel = Aws::Utils::Logging::LoglLevel: :Info;
Aws::InitAPI(options);
{
// make your SDK calls here.

}
Aws : : ShutdownAPI(options);

« Override the default HTTP client factory

Aws: :SDKOptions options;
options.httpOptions.httpClientFactory_create_fn = [J(){
return Aws::MakeShared<MyCustomHttpClientFactory>(
"ALLOC_TAG", argl);

};
Aws::InitAPI(options);
{

// make your SDK calls here.
}

Aws : : ShutdownAPI(options);

(@ Note

httpOptions takes a closure (also called an anonymous function or lambda expression)
rather than a std: :shared_ptr. Each of the SDK factory functions operates in this
manner because at the time at which the factory memory allocation occurs, the memory
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manager has not yet been installed. By passing a closure to the method, the memory
manager will be called to perform the memory allocation when it is safe to do so. A
simple technique to accomplish this procedure is by using a Lambda expression.

« Use a global STIGPIPE handler

If you build the SDK for C++ with curl and OpenSSL, you must specify a signal handler. If you
don't use your own custom signal handler, set installSigPipeHandler to true.

Aws: :SDKOptions options;
options.httpOptions.installSigPipeHandler = true;
Aws: :InitAPI(options);
{

// make your SDK calls here.

}
Aws: : ShutdownAPI(options);

When installSigPipeHandler is true, the SDK for C++ uses a handler that ignores SIGPIPE
signals. For more information on SIGPIPE, see Operation Error Signals on the GNU Operating
System website. For more information on the curl handler, see CURLOPT_NOSIGNAL explained
on the curl website.

The underlying libraries of curl and OpenSSL can send a SIGPIPE signal to notify when the
remote side closes a connection. These signals must be handled by the application. For more
information this curl functionality, see libcurl thread safety on the curl website. This behavior is

not automatically built-in to the SDK because signal handlers are global for each application and
the library is a dependency for the SDK.

Configuring AWS SDK for C++ service clients externally

Many configuration settings can be handled outside of your code. When configuration is handled
externally, the configuration is applied across all of your applications. Most configuration
settings can be set as either environment variables or in a separate shared AWS config file. The
shared config file can maintain separate sets of settings, called profiles, to provide different
configurations for different environments or tests.
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Environment variables and shared config file settings are standardized and shared across AWS
SDKs and tools to support consistent functionality across different programming languages and
applications.

See the AWS SDKs and Tools Reference Guide to learn about configuring your application through
these methods, plus details on each cross-sdk setting. To see all the all settings that the SDK can
resolve from the environment variables or configuration files, see the Settings reference in the AWS
SDKs and Tools Reference Guide.

To make a request to an AWS service, you first instantiate a client for that service. You can
configure common settings for service clients such as timeouts, the HTTP client, and retry
configuration.

Each service client requires an AWS Region and a credential provider. The SDK uses these values
to send requests to the correct Region for your resources and to sign requests with the correct
credentials. You can specify these values programmatically in code or have them automatically
loaded from the environment.

The SDK has a series of places (or sources) that it checks in order to find a value for configuration
settings.

1. Any explicit setting set in the code or on a service client itself takes precedence over anything
else.
2. Environment variables

» For details on setting environment variables, see environment variables in the AWS SDKs and
Tools Reference Guide.

« Note that you can configure environment variables for a shell at different levels of scope:
system-wide, user-wide, and for a specific terminal session.

3. Shared config and credentials files

» For details on setting up these files, see the Shared config and credentials files in the
AWS SDKs and Tools Reference Guide.

4. Any default value provided by the SDK source code itself is used last.

« Some properties, such as Region, don't have a default. You must specify them either explicitly
in code, in an environment setting, or in the shared config file. If the SDK can't resolve
required configuration, API requests can fail at runtime.
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® Note

To see all the all settings that the SDK can resolve from the environment variables or
configuration files, see the Settings reference in the AWS SDKs and Tools Reference Guide.

Configuring AWS SDK for C++ service clients in code

When configuration is handled directly in code, the configuration scope is limited to the application
that uses that code. Within that application, there are options for the global configuration of all
service clients, the configuration to all clients of a certain AWS service type, or the configuration to
a specific service client instance.

The AWS SDK for C++ includes AWS service client classes that provide functionality for interacting
with the AWS services that you use in your application. In the SDK for C++, you can change the
default client configuration, which is helpful when you want to do things like:

« Connect to the Internet through proxy
« Change HTTP transport settings, such as connection timeout and request retries

» Specify TCP socket buffer size hints

ClientConfigurationis a structure in the SDK for C++ that you can instantiate and utilize in
your code. The following snippet illustrates using this class to access Amazon S3 through a proxy.

Aws::Client::ClientConfiguration clientConfig;
clientConfig.proxyHost = "localhost";
clientConfig.proxyPort = 1234;
clientConfig.proxyScheme = Aws::Http::Scheme::HTTPS;
Aws::S3::S3Client(clientConfig);

The ClientConfiguration declaration contains member variables such as the following. See
latest at Aws: :Client::ClientConfiguration in the AWS SDK for C++ API Reference (also
includes "Member Data" descriptions further down the page):

Aws: :String userAgent;
Aws: :Http::Scheme scheme;
Aws::String region;

bool useDualStack = false;
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bool useFIPS = false;

unsigned maxConnections = 25;

long httpRequestTimeoutMs = 0;

long requestTimeoutMs = 0;

long connectTimeoutMs = 1000;

bool enableTcpKeepAlive = true;

unsigned long tcpKeepAliveIntervalMs = 30000;
unsigned long lowSpeedLimit = 1;

std::shared_ptr<RetryStrategy> retryStrategy = nullptr;

Aws: :String endpointOverride;

bool allowSystemProxy = false;
Aws: :Http::Scheme proxyScheme;
Aws: :String proxyHost;

unsigned proxyPort = 0;

Aws: :String proxyUserName;
Aws::String proxyPassword;
Aws::String proxySSLCertPath;
Aws::String proxySSLCertType;
Aws::String proxySSLKeyPath;
Aws::String proxySSLKeyType;
Aws: :String proxySSLKeyPassword;
Aws::Utils::Array<Aws::String> nonProxyHosts;

std::shared_ptr<Aws::Utils::Threading::Executor> executor = nullptr;

bool verifySSL = true;
Aws::String caPath;
Aws::String proxyCaPath;
Aws::String caFile;
Aws::String proxyCaFile;

std::shared_ptr<Aws::Utils::RatelLimits::RatelLimiterInterface>

writeRatelLimiter = nullptr;
std::shared_ptr<Aws::Utils::RatelLimits::RatelLimiterInterface>

readRatelLimiter = nullptr;

Aws: :Http::TransferLibType httpLibOverride;

Aws: :Http::TransferLibPerformanceMode httpLibPerfMode

Http::TransferLibPerformanceMode: : LOW_LATENCY;

FollowRedirectsPolicy followRedirects;

bool disableExpectHeader = false;

bool enableClockSkewAdjustment = true;

Client configuration in code
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bool enableHostPrefixInjection = true;

Aws::Crt::0ptional<bool> enableEndpointDiscovery;

bool enableHttpClientTrace = false;

Aws: :String profileName;

Aws::Client: :RequestCompressionConfig requestCompressionConfig;

bool disableIMDS = false;

Aws: :Http::Version version = Http::Version::HTTP_VERSION_2TLS;

bool disableImdsVl = false;

Aws::String appld;

struct {

RequestChecksumCalculation requestChecksumCalculation =
RequestChecksumCalculation: :WHEN_SUPPORTED;
ResponseChecksumValidation responseChecksumValidation =

ResponseChecksumValidation: :WHEN_SUPPORTED;

} checksumConfig;

static Aws::String LoadConfigFromEnvOrProfile(const Aws::String& envKey,
const Aws::String& profile,

const Aws::String&
profileProperty, const Aws::Vector<Aws::String>& allowedValues,
const Aws::String&

defaultValue);

std::shared_ptr<smithy::components::tracing::TelemetryProvider>
telemetryProvider;

struct WinHTTPOptions {
bool useAnonymousAuth = false;
} winHTTPOptions;
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Configuration Variables

userAgent

For internal use only. Do not change the setting of this variable.

scheme

Specifies the URI addressing scheme, either HTTP or HTTPS. The default scheme is HTTPS.

region

Specifies the AWS Region to use, such as us-east-1. By default, the Region used is the default
Region configured in the applicable AWS credentials.

useDualStack

Controls whether to use dual stack IPv4 and IPv6 endpoints. Note that not all AWS services
support IPv6 in all Regions.

maxConnections

Specifies the maximum number of HTTP connections to a single server. The default value is 25.
No maximum allowed value exists other than what your bandwidth can reasonably support.

requestTimeoutMs and connectTimeoutMs

Specifies the amount of time in milliseconds to wait before timing out an HTTP request. For
example, consider increasing these times when transferring large files.

enableTcpKeepAlive

Controls whether to send TCP keep-alive packets. The default setting is true. Use in conjunction
with the tcpKeepAliveIntervalMs variable. This variable is not applicable for WinINet and
the IXMLHTTPRequest2 client.

tcpKeepAlivelntervalMs

Specifies the time interval in milliseconds at which to send a keep-alive packet over a TCP
connection. The default interval is 30 seconds. The minimum setting is 15 seconds. This variable
is not applicable for WinINet and the IXMLHTTPRequest2 client.

lowSpeedLimit

Specifies the minimum allowed transfer speed in bytes per second. If the transfer speed falls
below the specified speed, the transfer operation is aborted. The default setting is 1 byte/
second. This variable is applicable only for CURL clients.
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retryStrategy

References the implementation of the retry strategy. The default strategy implements an
exponential backoff policy. To perform a different strategy, implement a subclass of the
RetryStrategy class and assign an instance to this variable.

endpointOverride

Specifies an overriding HTTP endpoint with which to communicate with a service.

proxyScheme, proxyHost, proxyPort, proxyUserName, and proxyPassword

Used to set up and configure a proxy for all communications with AWS. Examples of when this
functionality might be useful include debugging in conjunction with the Burp suite, or using a
proxy to connect to the Internet.

executor

References the implementation of the asynchronous Executor handler. The default behavior is
to create and detach a thread for each async call. To change this behavior, implement a subclass
of the Executor class and assign an instance to this variable.

verifySSL

Controls whether to verify SSL certificates. By default SSL certificates are verified. To disable
verification, set the variable to false.

caPath, caFile

Instructs the HTTP client where to find your SSL certificate trust store. An example trust store
might be a directory prepared with the OpenSSL c_rehash utility. These variables should
not need to be set unless your environment uses symlinks. These variables have no effect on
Windows and macOS systems.

writeRateLimiter and readRateLimiter

References to the implementations of read and write rate limiters which are used to throttle the
bandwidth used by the transport layer. By default, the read and write rates are not throttled.

To introduce throttling, implement a subclass of the RateLimiterInterface and assign an
instance to these variables.

httpLibOverride

Specifies the HTTP implementation returned by the default HTTP factory. The default HTTP
client for Windows is WinHTTP. The default HTTP client for all other platforms is CURL.
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followRedirects

Controls the behavior when handling HTTP 300 redirect codes.
disableExpectHeader

Applicable only for CURL HTTP clients. By default, CURL adds an “Expect: 100-Continue” header
in an HTTP request to avoid sending the HTTP payload in situations where the server responds
with an error immediately after receiving the header. This behavior can save a round-trip and is
useful in situations where the payload is small and network latency is relevant. The variable’s
default setting is false. If set to true, CURL is instructed to send both the HTTP request header
and body payload together.

enableClockSkewAdjustment

Controls whether clock skew is adjusted after each HTTP attempt. The default setting is false.

enableHostPrefixInjection

Controls whether the HTTP host adds a “data-" prefix to Discoverlnstances requests. By default,
this behavior is enabled. To disable it, set the variable to false.

enableEndpointDiscovery

Controls whether endpoint discovery is used. By default, regional or overridden endpoints are
used. To enable endpoint discovery, set the variable to true.

Setting the AWS Region for the AWS SDK for C++

You can access AWS services that operate in a specific geographic area by using AWS Regions. This
can be useful both for redundancy and to keep your data and applications running close to where
you and your users access them.

/A Important

Most resources reside in a specific AWS Region and you must supply the correct Region for
the resource when using the SDK.

For examples on how to set the default region through the shared AWS config file or
environment variables, see AWS Region in the AWS SDKs and Tools Reference Guide.
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You must set a default AWS Region for the AWS SDK for C++ to use for AWS requests. This default
is used for any SDK service method calls that aren't specified with a Region. In the SDK for C++, you
can also set the default region using the Client configuration in code.

Using AWS SDK for C++ credential providers

All requests to AWS must be cryptographically signed by using credentials issued by AWS. At
runtime, the SDK retrieves configuration values for credentials by checking several locations.

Authentication with AWS can be handled outside of your codebase. Many authentication methods
can be automatically detected, used, and refreshed by the SDK using the credential provider chain.

For guided options for getting started on AWS authentication for your project, see Authentication
and access in the AWS SDKs and Tools Reference Guide.

The credential provider chain

If you don't explicitly specify a credential provider when constructing a client, the SDK for C++ uses
a credential provider chain that checks a series of places where you can supply credentials. Once
the SDK finds credentials in one of these locations, the search stops.

Credential retrieval order

All SDKs have a series of places (or sources) that they check in order to get valid credentials to use
to make a request to an AWS service. After valid credentials are found, the search is stopped. This
systematic search is called the credential provider chain.

For each step in the chain, there are different ways to set the values. Setting values directly in code
always takes precedence, followed by setting as environment variables, and then in the shared AWS
config file. For more information, see Precedence of settings in the AWS SDKs and Tools Reference
Guide.

The SDK attempts to load credentials from the [default] profile in the shared AWS config
and credentials files. You can use the AWS_PROFILE environment variable to choose a named
profile you want the SDK to load instead of using [default]. The config and credentials
files are shared by AWS SDKs and tools. The AWS SDKs and Tools Reference Guide has information
on SDK configuration settings used by all AWS SDKs and the AWS CLI. To learn more about how
to configure the SDK through the shared AWS config file, see Shared config and credentials
files. To learn more about how to configure the SDK through setting environment variables, see

Environment variables support.
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To authenticate with AWS, the SDK for C++ checks the credential providers in the following order.

1. AWS access keys (temporary and long-term credentials)

The SDK attempts to load credentials from the AWS_ACCESS_KEY_ID and
AWS_SECRET_ACCESS_KEY, and AWS_SESSION_TOKEN environment variables, or from the
shared AWS credentials file.

» For guidance on configuring this provider, see AWS access keys in the AWS SDKs and Tools
Reference Guide.

 For details on SDK configuration properties for this provider, see AWS access keys in the AWS
SDKs and Tools Reference Guide.

2. AWS STS web identity

When creating mobile applications or client-based web applications that require access to
AWS, AWS Security Token Service (AWS STS) returns a set of temporary security credentials for
federated users who are authenticated through a public identity provider (IdP).

« When you specify this in a profile, the SDK or tool attempts to retrieve temporary credentials
using AWS STS AssumeRoleWithWebIdentity APl method. For details on this method, see
AssumeRoleWithWebldentity in the AWS Security Token Service API Reference.

» For guidance on configuring this provider, see Federate with web identity or OpenID Connect
in the AWS SDKs and Tools Reference Guide.

 For details on SDK configuration properties for this provider, see Assume role credential
provider in the AWS SDKs and Tools Reference Guide.

3. IAM Identity Center

If you use IAM ldentity Center to authenticate, this is when the SDK for C++ uses the single sign-
on token that was set up by running AWS CLI command aws sso login. The SDK uses the
temporary credentials that the IAM Identity Center exchanged for a valid token. The SDK then
uses the temporary credentials when it calls AWS services. For detailed information about this
process, see Understand SDK credential resolution for AWS services in the AWS SDKs and Tools
Reference Guide.

» For guidance on configuring this provider, see IAM Identity Center authentication in the AWS
SDKs and Tools Reference Guide.

» For details on SDK configuration properties for this provider, see IAM Identity Center
credential provider in the AWS SDKs and Tools Reference Guide.

4. External process provider
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This provider can be used to provide custom implementations, such as retrieving credentials
from an on-premises credentials store or integrating with your on-premises identify provider.

» For guidance on one way to configure this provider, see IAM Roles Anywhere in the AWS SDKs

and Tools Reference Guide.

» For details on SDK configuration properties for this provider, see Process credential provider in
the AWS SDKs and Tools Reference Guide.

5. Amazon ECS and Amazon EKS container credentials

Your Amazon Elastic Container Service tasks and Kubernetes service accounts can have an
IAM role associated with them. The permissions granted in the IAM role are assumed by the
containers running in the task or containers of the pod. This role allows your SDK for C++
application code (on the container) to use other AWS services.

The SDK attempts to retrieve credentials from the
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI or
AWS_CONTAINER_CREDENTIALS_FULL_URI environment variables, which can be set
automatically by Amazon ECS and Amazon EKS.

» For details on setting up this role for Amazon ECS, see Amazon ECS task IAM role in the

Amazon Elastic Container Service Developer Guide.

» For Amazon EKS setup information, see Setting up the Amazon EKS Pod Identity Agent in the
Amazon EKS User Guide.

» For details on SDK configuration properties for this provider, see Container credential provider
in the AWS SDKs and Tools Reference Guide.

6. Amazon EC2 Instance Metadata Service

Create an IAM role and attach it to your instance. The SDK for C++ application on the instance
attempts to retrieve the credentials provided by the role from the instance metadata.

» For details on setting up this role and using metadata, IAM roles for Amazon EC2 and Work

with instance metadata in the Amazon EC2 User Guide.

» For details on SDK configuration properties for this provider, see IMDS credential provider in
the AWS SDKs and Tools Reference Guide.

The credential provider chain can be reviewed at AWSCredentialsProviderChain in the AWS
SDK for C++ source code on GitHub.
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If you followed the recommended approach for new users to get started, you set up AWS IAM
Identity Center authentication during Authenticating with AWS using AWS SDK for C++ of the
Getting started topic. Other authentication methods are useful for different situations. To avoid

security risks, we recommend always using short-term credentials. For other authentication
method procedures, see Authentication and access in the AWS SDKs and Tools Reference Guide.

Explicit credential provider

Instead of relying on the credential provider chain to detect your authentication method, you
can specify a specific credential provider that the SDK should use. You can do this by providing
credentials in your service client's constructor.

The following example creates an Amazon Simple Storage Service client by directly providing
temporary access credentials instead of using the chain.

SDKOptions options;
Aws::InitAPI(options);
{

const auto cred_provider =
Aws: :MakeShared<Auth: :SimpleAwWSCredentialsProvider>("TestAllocationTag",
"awsAccessKeyId",
"awsSecretKey",
"sessionToken");
S3Client client{cred_provider};

}
Aws: :ShutdownAPI(options);

Identity caching

The SDK will cache credentials and other identity types such as SSO tokens. By default, the SDK
uses a lazy cache implementation that loads credentials upon first request, caches them, and then
attempts to refresh them during another request when they are close to expiring. Clients created
from the same Aws: :Client::ClientConfiguration share a cache.

CMake parameters for building the AWS SDK for C++

Use the CMake parameters listed in this section to customize how your SDK builds.

You can set these options with CMake GUI tools or the command line by using -D. For example:
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General CMake Variables and Options

The following are general cmake variables and options that affect the build process of the SDK

cmake -DENABLE_UNIT