Computer Systems
A Programmer’s Per spective, Second Edition *

TATER L

N R
L7552
"““"“"‘t‘.%fz'i?f"?

Randal E. Bryant
David R. O’Hallaron

January 13, 2010

1Copyright(®© 2010, R. E. Bryant, D. R. O’Hallaron. All rights reserved.






Contents

Preface

1 A Tour of Computer Systems
1.1 InformationIsBits+ Context . . . . . . . . . . . e e e
1.2 Programs Are Translated by Other Programs into Diffdrfenms . . . . . . .. ... ...
1.3 It Pays to Understand How Compilation Systems Work . . ...... . . .. ... ... ..
1.4 Processors Read and Interpret Instructions Storedimdde. . . . . . . . ... ... ...
1.4.1 Hardware Organization ofaSystem . . . . .. ... ... .. ... ......
1.4.2 Runningthéael | o Program . . . . . . ... ... ... .. ... .. .. ....
1.5 CachesMatter . . . . . . . . . e e
1.6 Storage Devices FormaHierarchy . . . . .. ... ... ... .. ... ... ...,
1.7 The Operating System Manages the Hardware . . . . . . . . ... ... ... .....
1.7.1 PrOCESSES . . . . . o o e
172 Threads . . . . . . . . e
1.7.3 VirtualMemory . . . . . . . . e e e
174 Files. . . o o e e
1.8 Systems Communicate with Other Systems Using Networks. . . . . . . ... ... ..
1.9 Important Themes . . . . . . . . . . e e
1.9.1 Concurrency and Parallelism . . . . ... ... ... .. .. ..
1.9.2 The Importance of Abstractions in Computer Systems. . . . . ... ... ...

1.10 Summary . . .. e e e e

| Program Structure and Execution

2 Representing and Manipulating I nformation

XV

25

29



2.1

2.2

2.3

2.4

CONTENTS
Information Storage . . . . . . ... e e e e e 32
2.1.1 Hexadecimal Notation . . . . . . . . . . . . . ... . 32
2.1.2 WOrds . . . . . e 36
2.1.3 DataSizes. . . . . . . e e 36
2.1.4 Addressingand Byte Ordering . . . . . . . . . . . . e 37
2.1.5 Representing Strings . . . . . . ... e 43
2.1.6 RepresentingCode . . . . . . . . . ... e 44
2.1.7 Introductionto Boolean Algebra . . . . . . . . ... ... .. ... ... 45
2.1.8 Bit-Level OperationsinC . . . . .. .. .. . .. .. ... e, 47
2.1.9 Logical OperationsinC . . . . . . . . . . . . e 50
2.1.10 ShiftOperationsinC . . . . . . . . . . . e e e 51
Integer Representations . . . . . . . . ... e 52
221 IntegralData Types . . . . . . . i i e e e e e e 52
2.2.2 Unsigned Encodings . . . . . . . . . e e e 54
2.2.3 Two's-ComplementEncodings . . . . . . . . . . . . ... e 55
2.2.4 Conversions Between Signedand Unsigned . . . . . .. ... ... ...... 60
2.25 Signedvs.UnsignedinC . . . . . . .. . . . . . ... e 64
2.2.6 Expanding the Bit Representation ofaNumber . . . .. ... ... ...... 66
2.2.7 Truncating Numbers . . . . . . . . . . . e 70
2.2.8 AdviceonSignedvs.Unsigned . .. ... ... ... ... . ... 0. 71
Integer Arithmetic . . . . . . . . . . . e e e 74
2.3.1 Unsigned Addition . . . . . . . ... e e 74
2.3.2 Two's-Complement Addition . . . . . . . . .. ... .. .. ... ae .. 78
2.3.3 Two's-Complement Negation . . . .. .. ... ... .. ... iuu.eo... 82
2.3.4 Unsigned Multiplication . . . . . . . . . .. ... e 83
2.3.5 Two's-Complement Multiplication . . . . . .. .. ... .. .. ......... 83
2.3.6 MultiplyingbyConstants . . . . . . . .. .. ... ... e 87
2.3.7 Dividingby Powersof Two . . . . . ... .. . .. .. . ... .. 89
2.3.8 Final Thoughts on Integer Arithmetic . . . . ... ... ... ... ....... 92
Floating Point . . . . . . . . . . e e e 93
2.4.1 Fractional Binary Numbers . . . . . . . . . . . ... e 94
2.4.2 |EEE Floating-Point Representation . . . . . . . .. .. . .............. 96

2.4.3 Example Numbers . . . . . . . . ... 99



CONTENTS iii

244 Rounding . . . . . o . 104
2.4.5 Floating-Point Operations . . . . . . . . . . . . . i e 106
24.6 FloatingPointinC . . . . . . . . . . . .. e e 107
2.5 SUMMANY . . . o e e e e e 110
3 Machine-Level Representation of Programs 145
3.1 AHistorical Perspective . . . . . . . . . . e 147
3.2 Program ENncodings . . . . . . ... e e 150
3.2.1 Machine-Level Code . . . . . . . . . . L e 151
3.22 CodeExamples . . . . . . . . e e 152
3.2.3 NotesonFormatting . . . . . . . . . . . . ... e 155
3.3 DataFormats . . . . . . . . e e 157
3.4 Accessing Information . . . .. ... e e 158
3.4.1 Operand Specifiers . . . . . . . .. e 159
3.4.2 DataMovementInstructions . . . . . . . . . . ... e 160
3.4.3 DataMovementExample. . . . . . . . . . .. e 164
3.5 Arithmetic and Logical Operations . . . . . . . . . . . . . . . ... 166
3.5.1 LoadEffective Address . . . . . . . . . . e 167
3.5.2 Unary and Binary Operations . . . . . . . . . . . . . . .. 168
3.5.3 ShiftOperations . . . . . . . . . . e 168
3.5.4 DISCUSSION . . . . . . e 169
3.5.5 Special Arithmetic Operations . . . . . . . . . . . . . . u .. 171
3.6 Control . . .. e e e 173
3.6.1 ConditionCodes . . . . . . . . . . 174
3.6.2 Accessingthe ConditionCodes . . . . . ... ... .. .. .. .. 175
3.6.3 Jump Instructions and Their Encodings . . . . . . . ... ... .. ...... 177
3.6.4 Translating Conditional Branches . . . . . . . ... ... .. .......... 181
3.6.5 LOOPS . . . . e e e 184
3.6.6 Conditional Move Instructions . . . . . . .. .. ... . 195
3.6.7 Switch Statements . . . . . . . .. e 201
3.7 Procedures. . . . . .. 207
3.7.1 Stack Frame Structure . . . . . . . ... 207

3.7.2 Transferring Control . . . . . . . . . ... .. 209



iv
3.7.3 Register Usage Conventions . . . . . . . . . . i vt i 211
3.7.4 Procedure Example . . . . . . .. e 212
3.7.5 Recursive Procedures . . . . . . . . e 217
3.8 Array Allocation and ACCESS . . . . . . . . . e e e 219
3.8.1 BasicPrinciples. . . . . . . . e e 219
3.8.2 Pointer Arithmetic . . . . . . . . . . . e 221
3.8.3 Nested Arrays. . . . . . . o e e e 222
3.8.4 Fixed-Size Arrays . . . . . . e e e e e 223
3.8.,5 \Variable-Size Arrays . . . . . .. e e 225
3.9 Heterogeneous Data Structures . . . . . . . . . . .. e e e 227
3.9.1 SHUCIUreS . . . . . . e e e e 227
3.9.2 Unions . . . . . . . e e 231
3.9.3 DataAlignment. . . . . . . .. e e e 234
3.10 Putting It Together: Understanding Pointers . . . . . ...... . . . .. ... ... .... 237
3.11 Life in the Real World: Using theps Debugger . . . . . . . . .. ... ... ... .... 239
3.12 Out-of-Bounds Memory References and Buffer Overflow..... . . . . .. .. ... ... 241
3.12.1 Thwarting Buffer Overflow Attacks . . . . . . . . . . .. .. ... .. .. ... 246
3.13 x86-64: Extending IA32t0 64 Bits . . . . . . . . .. e 251
3.13.1 History and Motivation for x86-64 . . . . . . . . . . . . .. .. ... 252
3.13.2 AnOverview of x86-64 . . . . . . . . ... e e 254
3.13.3 Accessing Information . . . . .. ... e e 257
3.13.4 Control . . . . . . e 263
3.13.5 Data Structures . . . . . . . . e 273
3.13.6 Concluding Observations about x86-64 . . . . . . ... .0 .o oo ... 274
3.14 Machine-Level Representations of Floating-PoingRams . . . . . . . .. ... ... ... 274
315 Summary ... e e e e e 275
4 Processor Architecture 317
4.1 The Y86 Instruction Set Architecture . . . . . . . . . . ... ... 319
4.1.1 Programmer-Visible State . . . . . . ... e 320
4.1.2 Y86Instructions . . . . . ... 320
4.1.3 Instruction Encoding . . . . . . . . ... e e 322

CONTENTS

4.1.4 YBBEXCeptions . . . . . . .. e e e 327



CONTENTS %

4.2

4.3

4.4

4.5

4.6

4.1.5 Y86 Programs . . . ... e e e e 328
4.1.6 Some Y86 Instruction Details . . . . ... ... ... ... ... .. 332
Logic Design and the Hardware Control Language HCL . . ...... . ... ... ... .334
421 LogicGates . . . . . . . e 334
4.2.2 Combinational Circuits and HCL Boolean Expressions... . . . .. .. .. ... 335
4.2.3 Word-Level Combinational Circuits and HCL IntegempEsssions . . . . . . . . .. 337
424 SetMembership . . .. . . . . . . e 341
425 MemoryandClocking . . . . . . . . . . . . e 342
Sequential Y86 Implementations . . . . . . . .. ... e e 344
4.3.1 Organizing Processinginto Stages . . . . . . . . . . . wu oo 344
4.3.2 SEQHardware Structure . . . . . . . . . e 354
433 SEQTIMING . . . . . . . . 358
4.3.4 SEQ Stage Implementations . . . . . . . . ... ... e 361
General Principles of Pipelining . . . . . . . . . . . . . ... o 369
4.4.1 Computational Pipelines . . . . . . . . . . . e 369
4.4.2 A Detailed Look at Pipeline Operation. . . . . ... ... . ... ... ..... 371
4.4.3 Limitations of Pipelining . . . . . . . . . . . . . . .. . e 373
4.4.4 Pipelining a System with Feedback . . . .. ... ... ... ... ..... 375
Pipelined Y86 Implementations . . . . . . . . . . . . ... e 376
4.5.1 SEQ+: Rearranging the Computation Stages . . . . . . ... ... .. .... 376
45.2 Inserting Pipeline Registers . . . . . . . . . . . ... 381
4.5.3 Rearranging and Relabeling Signals . . . . . . ... .. . ... ... ... 382
454 NextPCPrediction . . . . . . . . . . . . e 383
455 PipelineHazards . . . .. . . . . . ... e 385
45.6 Avoiding Data Hazards by Stalling . . . . . .. .. ... ... .......... 390
4.5.7 Avoiding Data Hazards by Forwarding . . . . . . . . ... . . ... .. ..... 392
458 Load/UseDataHazards . .. ... ... ... ... . ...t 396
459 ExceptionHandling . .. ... ... ... ... e 400
4.5.10 PIPE Stage Implementations . . . . . . . . . . . . . .. 402
4.5.11 Pipeline Control Logic . . . . . . . . . . . . e 409
4.5.12 Performance Analysis . . . . . . . . .. e 421
4.5.13 Unfinished Business . . . . . . . . . . . . e e 423

SUMMANY . . . o e e e e e e e e e e e e 426



Vi CONTENTS
4.6.1 Y86SIimulators . . . . . .. 427
5 Optimizing Program Performance 449
5.1 Capabilities and Limitations of Optimizing Compilers . . . . . . . .. .. .. .. .... 451
5.2 Expressing Program Performance . . . . . . . . . . . . . . . aa e 454
5.3 Program Example . . . . . . . e e 457
5.4 Eliminating Loop Inefficiencies. . . . . . . . . . . ... e 460
5.5 Reducing Procedure Calls. . . . . . . . . . . . . . e e 466
5.6 Eliminating Unneeded Memory References . . . . . .. .. . .. ... 466
5.7 Understanding Modern ProCessors . . . . . . . . . . o v i i i e e e e e 470
5.7.1 OverallOperation. . . . . . . . . . . . e e 471
5.7.2 Functional Unit Performance . . . . . . . . . . . .. . . e 474
5.7.3 An Abstract Model of Processor Operation . . . . . ... ...... ... ..... 476
5.8 LoopUnrolling . . . . . . . . . . e 481
5.9 Enhancing Parallelism . . . . . . . . . e e 486
5.9.1 Multiple Accumulators . . . . . . . ... e 486
5.9.2 Reassociation Transformation . . . . . . . .. ... ... oo 491
5.10 Summary of Results for Optimizing CombiningCode . . ...... . . ... ... ... ..497
5.11 Some Limiting Factors . . . . . . . . . .. e e 498
5.11.1 Register Spilling . . . . . . . . . .. 499
5.11.2 Branch Prediction and Misprediction Penalties . 500
5.12 Understanding Memory Performance . . . . . . . . . . . . . . oo 503
5.12.1 Load Performance . . . . . . . . . . . e e 504
5.12.2 Store Performance . . . . . . . . . . . e 505
5.13 Life in the Real World: Performance Improvement Teghas . . . . . ... ... ... .. 511
5.14 Identifying and Eliminating Performance Bottlenecks . . . . . . . . .. ... ... ... 512
5.14.1 Program Profiling . . . . . . . . . . ... e 512
5.14.2 Using a Profiler to Guide Optimization . . . ... ... ... ... ....... 514
5143 Amdahl'sLaw . . . . . . . . . e 518
5.15 Summary . . . . e e e 519
6 TheMemory Hierarchy 531
6.1 Storage Technologies . . . . . . . . . . . e e 532



CONTENTS vii
6.1.1 Random-Access Memory . . . . . . . . e e 532
6.1.2 DiskStorage . . . . . . . .. e 539
6.1.3 Solid State Disks . . . . . . . . . e 551
6.1.4 Storage Technology Trends . . . . . . . . . . . .. . ... ... 553

6.2 Locality . . . . . . e e 556
6.2.1 Locality of Referencesto ProgramData . . . . . . ... . .. ..... ... .... 556
6.2.2 Locality of Instruction Fetches . . . . . . . .. .. ... ... .. ... ..., 558
6.2.3 Summaryoflocality . . . ... ... ... ... e 558

6.3 The Memory Hierarchy . . . . . . . . . . . . . . . e e 559
6.3.1 Cachinginthe Memory Hierarchy . . . . . . . . .. .. ... . . ... .... 562
6.3.2 Summary of Memory Hierarchy Concepts . . . . . . . ... . ... ..., 565

6.4 Cache Memories . . . . . . . . . . . e e 565
6.4.1 Generic Cache Memory Organization . . . . .. .. .. ... ... .. 566
6.4.2 Direct-Mapped Caches . . . . . . . . . . . . .. . e 568
6.4.3 SetAssociative Caches . . . . . . .. ... 575
6.4.4 Fully Associative Caches . . . . . . . . . . . ... .. e 578
6.4.5 IssueswithWrites . . . . . . . . . . . . . . . . e 581
6.4.6 Anatomy of a Real Cache Hierarchy . . . .. .. .. ... ... ... ..... 581
6.4.7 Performance Impact of Cache Parameters . . . . .. .. .. ..........582

6.5 Writing Cache-friendly Code . . . . . . . . . . . . . ... e 584

6.6 Putting it Together: The Impact of Caches on ProgranoRegnce . . . . ... ... ... 589
6.6.1 TheMemoryMountain . . . . .. .. .. ... ... ... .. e 589
6.6.2 Rearranging Loops to Increase Spatial Locality . . ...... . .. ... ......593
6.6.3 Exploiting Locality in Your Programs . . . . . . . . . . .. .. ... 597

6.7 SUMMANY . . . . . e e e e e e 598

I Running Programson a System 619

7 Linking 623

7.1 Compiler Drivers . . . . . . . e e e e e e 624

7.2 StaticLinking . . . . . . . e e 625

7.3 ObjectFiles . . . . . . . e 626

7.4 Relocatable ObjectFiles . . . . . . . . . . . e e 627



viii

CONTENTS
7.5 Symbolsand Symbol Tables . . . . . . . . .. . .. .. . 628
7.6 SymbolResolution . . . . . . . . ... e e 631
7.6.1 How Linkers Resolve Multiply Defined Global Symbols . . . . . ... ... .. 632
7.6.2 Linking with Static Libraries . . . . . . . . . . ... ... . 635
7.6.3 How Linkers Use Static Libraries to Resolve Reference . . . . . .. ... ... 638
7.7 Relocation . . . . . . . e 640
7.7.1 Relocation Entries . . . . . . . .. e 640
7.7.2 Relocating Symbol References . . . . . . . . . . . . .. ... e 641
7.8 Executable ObjectFiles . . . . . . . . . . . . . . e e 645
7.9 Loading Executable ObjectFiles . . . . . . . . . . . . . . . 646
7.10 Dynamic Linking with Shared Libraries . . . .. .. .. .. . ... ... ....... 648
7.11 Loading and Linking Shared Libraries from Applicason . . . . . . . ... .. ... ... 650
7.12 *Position-Independent Code (PIC) . . . . . . . . . . . . 653
7.13 Tools for Manipulating ObjectFiles . . . . . . . . . . . .. . ... ... .. .. ... 656
T.14 SUMMATY . . . o e e s e e e e e e e e e e e 656
Exceptional Control Flow 667
8.1 EXCEPLONS . . . . . . e e e 668
8.1.1 ExceptionHandling . .. ... ... . . ... ... e 670
8.1.2 Classes of EXceptions . . . . . . . . . . . . . e e 671
8.1.3 Exceptions in Linux/IA32 Systems . . . . . . . . ... e 673
8.2 Processes . . . . .. e 677
8.2.1 Logical Control Flow . . . . . . . . . . . . . e 677
8.22 Concurrent FIows . . . . . . . . . e 678
8.2.3 Private Address Space . . . . . . . ... e 679
8.2.4 Userand KernelModes . . . . . . . . . . . e 679
8.25 ContextSwitches . . . . . . . . . . .. e 681
8.3 System CallErrorHandling. . . . . . . . . . . . .. ... 682
8.4 Process Control . . . . . . . e 683
8.4.1 Obtaining ProcessIDs . . . . . . . . . . . e e 683
8.4.2 Creating and Terminating Processes . . . . . . . . . . . ... .. ... .. 684
8.4.3 Reaping Child Processes . . . . . . . . . . . . . . i 688

8.4.4 Putting ProcessestoSleep . . . . . . . . . e e 694



CONTENTS iX
8.4.5 Loading and Running Programs . . . . . . . . . . . . e 695
8.4.6 Usingf or k andexecveto RunPrograms . . . . . .. ... .. ... ....... 697

8.5 Signals. . . . . .. e 701
8.5.1 Signal Terminology . . . . . . . . . . . . .. 701
8.5.2 SendingSignals. . . . . . ... e e 703
8.5.3 ReceivingSignals. . . . . . . . .. e 708
8.5.4 SignalHandlinglIssues . . . . . . . . . . . . e 710
8.5.5 Portable SignalHandling . . . . . .. .. ... ... .. .. .. e 716
8.5.6 Explicitly Blocking and Unblocking Signals . . . . . . ... .. .. ... ..... 717
8.5.7 Synchronizing Flows to Avoid Nasty Concurrency Bugs ... . . . .. .. .. .. 719

8.6 Nonlocal Jumps . . . . . . . . e e e e 721

8.7 Tools for Manipulating Processes . . . . . . . . . . 0 i e e e 727

8.8 Summary . ... e e e e 727

9 Virtual Memory 741

9.1 Physical and Virtual Addressing . . . . . . . . .. e 742

9.2 AdAreSS SPacCes . . . . . . i e 743

9.3 VMasaToolforCaching. . . . . ... .. . . .. . . . e 744
9.3.1 DRAM Cache Organization . . ... ... ... . . .. .. mmn.. 745
9.3.2 PageTables . . . . . . . . ... 745
9.3.3 PageHits . . . . .. .. e 746
9.3.4 PageFaults . . . . . . . . e 747
9.3.5 AllocatingPages . . . . . . . . . ... e 748
9.3.6 Localitytothe Rescue Again. . . . . . . .. . . . . . . ium . 749

9.4 VM asa Tool for Memory Management . . . . . . . . .. . . ... uui..... 749

9.5 VMasaTool for Memory Protection . . . . . . ... ... ... ... .......... 751

9.6 Address Translation . . . . . . . . . . . e 752
9.6.1 Integrating CachesandVM . . . . . . . . . . . .. ... ... e 755
9.6.2 Speeding up Address TranslationwithaTLB . ... ... ...... ... .....755
9.6.3 MultiLevelPage Tables . . . . . . . . . . . . . .. . ima 756
9.6.4 Putting it Together: End-to-end Address Translation . . . . .. ... ... ... 759

9.7 Case Study: The Intel Core i7/Linux Memory System . . . ...... . .. ... ......763
9.7.1 Corei7 Address Translation . . . . ... ... .. ... .. ... ... 763



9.8

9.9

9.10

9.11

CONTENTS

9.7.2 Linux Virtual Memory System . . . . . . . ... e e 768
Memory Mapping . . . . . . . . . e e e 771
9.8.1 Shared Objects Revisited . . . . . . . . . . . . . . . e 771
9.8.2 Thefork Function Revisited . . . . . .. . ... ... 773
9.8.3 Theexecve FunctionRevisited . . . . . . . . . .. . ... o 774
9.8.4 User-level Memory Mapping with tmevap Function . . . ... ... ... .... 775
Dynamic Memory Allocation . . . . . . . . . . . . e e e 776
9.9.1 ThemallocandfreeFunctions. . . ... ... ... ... ... ......... 778
9.9.2 Why Dynamic Memory Allocation? . . . . . . . .. .. . .. ... eu..... 779
9.9.3 Allocator Requirementsand Goals . . . . .. .. .. .. .. .. ....... 781
9.9.4 Fragmentation . . . . . . . . . .. e 783
9.9.5 Implementation Issues . . . . . . . . . . .. e 784
9.9.6 ImplicitFreeLists . . . . . . . . . . . . . e e 784
9.9.7 Placing AllocatedBlocks . . . . . . . . . . ... .. e 786
9.9.8 Splitting FreeBlocks . . . . . . . . . . e 786
9.9.9 Getting Additional HeapMemory . . . . . . . . . . . . .. . 0o 787
9.9.10 Coalescing FreeBlocks. . . . . . . . . . . .. . .. . 787
9.9.11 CoalescingwithBoundary Tags . . . . . . . . . . . v i i i i tiiien e e e e o 788
9.9.12 Putting it Together: Implementing a Simple Allocata . . . . . . ... ... ... 790
9.9.13 Explicit Free Lists . . . . . . . . . e 798
9.9.14 Segregated Free Lists . . . . . . . . . . . e 799
Garbage Collection . . . . . . . . . .. e e 801
9.10.1 Garbage CollectorBasiCs . . . . . . . . . . . 0 e e e 802
9.10.2 Mark&Sweep Garbage Collectors . . . . . . . . . . . . .. oo 803
9.10.3 Conservative Mark&Sweep forCPrograms . . . . . . . . oo o o oL 805
Common Memory-Related Bugsin CPrograms . . . . . . . . cuu oo 806
9.11.1 Dereferencing Bad Pointers . . . . . . . .. ... 806
9.11.2 Reading Uninitialized Memory . . . . . . . . . . . . ... ... 806
9.11.3 Allowing Stack Buffer Overflows . . . . . .. ... ... . .. .. ...... 807
9.11.4 Assuming that Pointers and the Objects they Pointéal#e Same Size . . . . . . . 807
9.11.5 Making Off-by-One Errors . . . . . . . . . . . . . . .. . . . 808
9.11.6 Referencing a Pointer Instead of the ObjectitPdiats . . . . . . ... ... ... 808

9.11.7 Misunderstanding Pointer Arithmetic . . . . . . . .. . ... ... ... .... 809



CONTENTS Xi

10

11

9.11.8 Referencing Nonexistent Variables . . . . . . . .. .. ... . ... ..... 809
9.11.9 Referencing Datain Free HeapBlocks. . . . . . .. ... ... ... ..... 809
9.11.10 Introducing Memory Leaks . . . . . . . . . . . e e 810
9.12 SUMMAIY . . . . o e e e e e 810
I nteraction and Communication Between Programs 821
System-Level 1/0 825
10.1 Unix /O . . . o 826
10.2 Openingand Closing Files . . . . . . . . . . . . . . . . e 826
10.3 Readingand Writing Files . . . . . . . . . . . e e 828
10.4 Robust Reading and Writing with thedRPackage . . . .. ... ... ... ... ..... 830
10.4.1 Ro Unbuffered Input and Output Functions . . . .. ... ...........830
10.4.2 Ro Buffered InputFunctions . . . . . ... . ... ... ... ... . .. ... 831
10.5 Reading File Metadata . . . . . . . . . . . . . . . .. e e 834
10.6 Sharing Files . . . . . . . . e 839
10.7 IO Redirection . . . . . . . . e e e 842
10.8 Standard /O . . . . . . . e 843
10.9 Putting It Together: Which I/O Functions Should IUse?. ... . . ... ... ... .... 844
10.20SUMMArY . . . . o e e e e e e e e e 845
Network Programming 849
11.1 The Client-Server Programming Model . . . . . . . . . . . . . ... ... ... .... 849
11.2 Networks . . . . o e 850
11.3 The Global IP Internet . . . . . . . . . . . e e 855
11.3.1 IPAAAresSses . . . . . . i e 856
11.3.2 Internet Domain Names . . . . . . . . . . . e 858
11.3.3 Internet CoNNeCtioNs . . . . . . . . . . e 862
11.4 The Sockets Interface . . . . . . . . . . . e 863
11.4.1 Socket Address Structures . . . . . . . . . . . . e 863
11.4.2 Thesocket Function . . . . . . . . . . . . 864
11.4.3 Theconnect Function . . . . . . . . . . . . . 865

11.4.4 TheopenclientfdFunction. . ... ... ... ... ... .. ... ...... 866



Xii

115

11.6
11.7

11.45 TheindFunction . . ... ... ... . ... ... ......
1146 ThdistenFunction . . ... .. ... ... ..........
11.4.7 Theopen.istenfdFunction. . ... .............
11.4.8 Theaccept Function . . . . . ... ... ... .. .......
11.4.9 Example Echo Clientand Server . . . .. .. ... ... ....
Web Servers . . . . . .
11.5.1 WebBasics . . . . . . . . o i e
1152 WebContent . . . . .. .. ... ...
11.5.3 HTTPTransactions . . . . . . . . . . . . .. ...
11.5.4 Serving DynamicContent . . . .. ... ... ... ......
Putting it Together: Theilly Web Server . . . . . .. ... ... ....
SUMMArY . . . . e e e e e e

12 Concurrent Programming

12.1

12.2

12.3

12.4

Concurrent Programming With Processes . . . . . .. ... ... ..

12.1.1 A Concurrent Server Based on Processes

12.1.2 Prosand ConsofProcesses. . . . .. ... .. ... .....
Concurrent Programming With I/O Multiplexing . . . . . .. .. ...

12.2.1 A Concurrent Event-Driven Server Based on I/O Mldijng

12.2.2 Pros and Cons of I/O Multiplexing . . . . . ... ... .....
Concurrent Programming With Threads . . . . . .. ... .. .. ... .
12.3.1 Thread ExecutionModel . . . . . ... ... ... ... ....
12.3.2 PosixThreads . . . . . . .. ... ... .. .. ...
12.3.3 CreatingThreads . . . . . ... ... ... ... ... .....
12.3.4 TerminatingThreads . . . . .. ... ... ... ........
12.3.5 Reaping Terminated Threads . . . . . .. ... ... ......
12.3.6 DetachingThreads . . ... .. ... ... ... ........
12.3.7 Initializing Threads . . . . . . . . . ... . ... ... ......
12.3.8 A Concurrent Server Basedon Threads . . . . ... ... ..
Shared Variables in Threaded Programs . . . . .. .. ... .....
12.4.1 Threads MemoryModel . . ... ... ... ... .......
12.4.2 Mapping VariablestoMemory . . . . . . ... ... ... ...
12.4.3 Shared Variables . . . . ... ... ... ... .. ... ... .

CONTENTS



CONTENTS Xiii

12.5 Synchronizing Threads with Semaphores . . . . . . .. . . ... ... ... ..... 918
12.5.1 Progress Graphs . . . . . . . . . . . 921
12.5.2 Semaphores . . . . . . . . e e 923
12.5.3 Using Semaphores for Mutual Exclusion . . . . .. ... .............. 924
12.5.4 Using Semaphores to Schedule Shared Resources . . . . . . .. .. ... .. 926
12.5.5 Putting It Together: A Concurrent Server Based othR¥ading . . . . . . ... .. 930

12.6 Using Threads for Parallelism . . . . . . . .. . . . . . . . . i 931

12.7 Other Concurrency ISSUES . . . . . . . . o o i i e e e e e e e e 938
12.7.1 Thread Safety . . . . . . . . . . . e e 938
12.7.2 ReentranCy . . . . . . . . . . 0 e e e e 940
12.7.3 Using Existing Library Functions in Threaded Pragga. . . . . . ... ... ... 941
12.7.4 RACES . . . . . e e e e 942
12.7.5 Deadlocks . . . . . . .. e 944

12.8 Summary . . . . . e e e e e e 947

A Error Handling 959

A.1 Error Handling in Unix Systems . . . . . . . . . . . . . .. e 959

A.2 Error-Handling Wrappers . . . . . . . . . . e e 961



