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ol PROFESSIONAL

[ 1paKTuKa Posggres

OpraHu3oBaTh paboTy TakuM 00pa3oM, UTOObI OFHU M0J/Ib30BaTeIn
MMeJIU TOJIHBIM AOCTYII K Tab/MijaM, a Apyrye MOIJIM TOJILKO
3arpallrBaTh, HO He U3MeHsITh UH(hOPMaLIUIO.

1.
2.

U1

Co3pnatb 0a3y gaHHbeix DB11 u aBe ponu: writer u reader.

Oto3Barthk y ponu public Bce mpuBWieruu Ha cxemy public,
BbIJIaThb 3TU TIPUBU/IETUU POJIA WTiter ¥ TOJIbKO usage — poJiv reader.

HacTpouthb npuBU/Ieruu 1o yMo/adyaHuio Tak, uToObl posib reader
o/iydasa JJOCTYIl Ha UTeHUe K TabauiiaM, IpUHaAIeXKalluM writer
B cxeMe public.

Co3parh rmonmb3oBare/iss wl B rpyrrie writer v rl B rpyrirne reader.
ITon monb30BaTesieM writer co3ath TabULLY.

Ybenuthbcs, uto rl uMeeT JOCTYII TOJABLKO Ha UTeHue, a wl nmeeT
TMTOTHBIN TOCTYII K Tab/iviie, BK/IIOYasl yaaaeHue.



ol PROFESSIONAL

Tembl Posygres

HNoctyn K oobekTam B/1
Busl ipyuBuieru Ajsi pa3HbIX 00ObEKTOB

Bbl,qaqa N OT3bIB HPI/IBI/IHEFI/Iﬁ 1 I1pABO I1epeBbIAd4HA

IpyBUMIErUY MO0 YMOJTYAHUIO

[ I[pocMOTp npUBUJIETHUN

IpriMeph! yripaBieHus 40CTYIIOM


http://www.postgresql.org/docs/current/static/user-manag.html

ol PROFESSIONAL

JloCTyn K o6beKkTam b/l Posggres

Bnagemnel; o0bekTa

POJib, CO3/IaBIlIasi 0ObEKT
MOJKeT ObITh U3MeHeH (ALTER OBJECT OWNER TO new_role)
pOJIY, BK/IFOUEHHbIe B POJIb BJiajle/blia

ITocTyT K 00beKTy UMEeIOT

CyTIepIio/ib30BaTe /b — T10/IHbIN
Bajiesiel] 00beKTa — IMOJIHbIM, HO MOXKeT ObITh OrpaHUUeH
pyrve PoJii — B PaMKax BbIJJAHHBIX [TPUBUJIETUU

[IpaBO BbIIaUM ¥ OT3bIBA IIPUBWUJIETUU UMEIOT

CyIepIriojib30BaTe/ib
BJIafieiel]
pOJIb, TTOTyYMBIIIAs TIPUBWIETUIO C YKa3aHueM with grant option


http://www.postgresql.org/docs/current/static/ddl-priv.html

ol PROFESSIONAL

Buabl npuBunernn Pos{gres

I Tab/uL]

SELECT
INSERT
UPDATE
DELETE
TRUNCATE
REFERENCES
TRIGGER

I171s1 ipeicTaB/IeHUM

SELECT
TRIGGER

st QyHKUMH

EXECUTE

yTeHUe JaHHbIX

BCTaBKa CTPOK

H3MeHeHHe CTPOK

yJajieHre CTPOK

OUMCTKA TaOJIULILI

CCBIJIKA Ha TabO/IMIy BO BHEIIIHEM K/IHOUe
co3/laHue TPUITepOB Ha Tab/uile

yTeHUe JaHHbIX
CO3/laHMe TPUITepPOB Ha Ipe/ICTaB/IeHHu!

BBITTIO/IHEHHE


http://www.postgresql.org/docs/current/static/sql-grant.html

ol PROFESSIONAL

Buabl npuBunernn Pos{gres

I1J1s1 T1I0C/1IeI0BaTe/IbHOCTEN

SELECT HCIIOJ/Ib30BaHue currval
UPDATE HCIIOJIb30BaHMe nextval u setval
USAGE HMCIIO/Ib30BaHue currval u nextval

st TaOJIMYHBIX TIPOCTPAHCTB
CREATE co3gaHue 00LeKTOB B TaO/IMUHOM ITPOCTPAHCTBE

IInsa 6a3 faHHBIX

CREATE co37laHue cxeM B 0a3e JaHHbBIX

CONNECT ITOAK/IFOUeHue

TEMPORARY CO3/laHKe BPEeMEHHBIX Tab/uIl
g cxem

CREATE co3/laHue 0OLEKTOB B CXeMe

USAGE NOCTYM K 00beKTaM B CXeme



ol PROFESSIONAL

Bbigaya v 0T3bIB NPUBUIETNN Pogzgres

I Ipumep BbigauM

GRANT SELECT, UPDATE ON [TABLE] tbl TO role;
pa3peIInTh UTeHue U u3MeHeHue Tabauiibl tbl ans ponu role

GRANT EXECUTE ON ALL FUNCTIONS IN SCHEMA scm TO role;
pa3pelInTb BBITIOJTHEHHE BCeX (DYHKIMK B CXeMe SCM /11 POJIU role

IIpumep OT3bIBa

REVOKE SELECT,UPDATE ON [TABLE] tbl FROM role;
3alpeTUTh UTeHUe 1 u3MeHeHHe Tabauiibl tbl aast ponu role

REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA scm FROM role;
3alPeTUTh BBITIOJIHEHKE BCeX (DYHKIMK B CXeMe SCM [/ POJIU role


http://www.postgresql.org/docs/current/static/sql-grant.html
http://www.postgresql.org/docs/current/static/sql-revoke.html

ol PROFESSIONAL

[lpuBuNernn ansa rpynnol Pos{gres

PoJib 110/1y4aeT rpuBuiIeruv

HeroCpe/ICTBEHHO (B TOM UHCJIe Kak Biajiesiel)
yepe3 rPyIOBbIe POJIY, B KOTOPbIE OHA BXOJUT
yepe3 MCeBA0POJIb public, B KOTOPYH BXOAAT BCE POJIH

[TonyyeHue pyUBU/IeTUM 3aBUCUT OT aTpuOyTa inherit

CREATE ROLE role [INHERIT]; aBTOMaTUUeCKU J00aB/IAIOTCS
MIpHUBU/IETMH, KOTOPBLIMU 00/1a/1aeT
T'PYIIIIOBasi POJIb

CREATE ROLE role NOINHERIT; TIPUBWIETUH TPYIIIbI JOCTYITHbI
TOJIBKO TIPU SIBHOM Te€pPEK/IHOYeHUN:
SET ROLE group;



Bonpoc Po&ﬁ?@g

Ecmm rolel BeIMOTHUT
REVOKE SELECT, UPDATE ON t FROM role2,
KaKuve MPUBUJIETUM OCTAHYTCH y role2?

selecton T
ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff Yoo
public
( group
rolel select, update on T [ role2 ‘
update on T f




OTBeT Pogzgi%g

Eciu rolel BBIITO/THUT
REVOKE SELECT, UPDATE ON t FROM roleZ,
y role2 Bce paBHO OCTaHYTCs1 00e IPHBUJIETUH.

selecton T

rolel

10



ol PROFESSIONAL

[lepenada npasa Pos{gres

Bbl,qaqa ITIpPUBWIET'NHY C IIPABOM IIepeBbIJad4H
rolel: GRANT SELECT ON tbl TO role2 WITH GRANT OPTION;
Ternepb U role2 MoXkeT nepeaBarh IpaBa

role2: GRANT SELECT ON tbl TO role3 WITH GRANT OPTION;
role2: GRANT SELECT ON tbl TO role4 WITH GRANT OPTION;

. » role3
gelect O
rolel selectontbl% role2 <
Select opy th] >

role4

OpHa U Ta ke IpUBUIErHs MOXKeT ObITh He3aBHCUMO BbllaHa
HeCKOJIbKUMH POJISIMHA

11


http://www.postgresql.org/docs/current/static/sql-grant.html

OT3bIB N0 nepapxmn poézaﬁs%

select O tbl % role3
rolel —Setecton bl pole2 <
Select opy tb] ﬂ role4

OT3bIB CaMOU TIPHUBUJIETUN
rolel: REVOKE SELECT ON tbl FROM role2 CASCADE;

OT3bIB IIpdBa I1€peBbIAdYHA

rolel: REVOKE GRANT OPTION FOR
SELECT ON tbl FROM role2 CASCADE;

Ecu posib nepeBbijlaBasia MPUBUIETHIO APYTHM POJISIM,
yKa3zaHue CASCADE 00s13aTe/IbHO

12


http://www.postgresql.org/docs/current/static/sql-revoke.html

Bonpoc Po&ﬁ?@g

Ecnu rolel BLINOMHUT
REVOKE SELECT, UPDATE ON t FROM role3,
KaKye TIPUBHJIETUM OCTaHYTCs y role3?

selecton T
2
public
1 T
rolel select, update on >‘ role2 } update on T ﬁ role3 ‘
A
select, update on T




OTBeT POQESFF&E“&

Eciu rolel BBIITO/THUT
REVOKE SELECT, UPDATE ON t FROM roleS,
y role3 Bce paBHO OCTaHyTCs1 00e IPHBUJIETUH.

selecton T
|
Y
public
select, update on T dat T
| P » role2 Hpedte o » role3

14



ol PROFESSIONAL

[lpyBUNErN NO YMONYAHUKD  Posigres

ITo ymomuanuro posb public monyuaeT psif mpUBUIEr M

nst 6a3 JaHHBIX CONNECT (TIOAK/THOUeHUe)
TEMPORARY (C031aH1e BpeMeHHbIX TabJInIT)

17151 cxembl public CREATE (co3maHue 00beKTOB)
USAGE (J0CTyTI K 00beKTam)

s cxem pg_catalog USAGE (OCTYII K 0OBbeKTaM)
u information_schema

s QyHKLIMH EXECUTE (BBIIIO/JHEHHE)

,Z[OHOJ'IHI/ITEJ'IBHBIE IIpUBWUJIET'MH 110 YMOJ/IUdHHWIO

ALTER DEFAULT PRIVILEGES
\ddp

15


http://www.postgresql.org/docs/current/static/sql-grant.html
http://www.postgresql.org/docs/current/static/ddl-schemas.html#DDL-SCHEMAS-PRIV
http://www.postgresql.org/docs/current/static/sql-alterdefaultprivileges.html

OOOOOOOOOOOO

[eMOoHCTpauuns Pos{gres

p

$ psql
postgres=#

16
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[1pnmep 1 Pos}gres

kolya

create, usage
kolya ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ge select

vasya

—T |

semsem

ﬂ ___Create, usage semsem

17



[Tpnmep 2

a Inventory N

kladovkin

dostavkin

bigboss

kopeikina

roublev

\ financials /

inv

fin

Poddgias

select on all tables

auditor

select on all tables

18



VITOTU POQESFF&E“&

PaccmoTpeny npyuBUIeruy Kak CpeCTBO MPpel0CTaB/IeHUS
NOCTyTIa

Y3Hanu, Kak BblIaBaTh U OT3bIBaTh [IPUBUJIETUU,
B TOM UMCJIe TIpaBo IepeBblIaun

Hay‘—II/IJ'II/ICb IIPOCMATPHUBATL BbIAdHHBIE IIDUBUJICT' A

PaccMmoTpenn HeCKOJIBKO TIPUMEPOB YIIpaB/IeHHs J0CTYTIOM

19



ol PROFESSIONAL

[ 1paKTuKa Posggres

OpraHu3oBaTh paboTy TakuM 00pa3oM, UTOObI OFHU M0J/Ib30BaTeIn
MMeJIU TOJIHBIM AOCTYII K Tab/MijaM, a Apyrye MOIJIM TOJILKO
3arpallrBaTh, HO He U3MeHsITh UH(hOPMaLIUIO.

1.
2.

U1

Co3pnatb 0a3y gaHHbeix DB11 u aBe ponu: writer u reader.

Oto3Barthk y ponu public Bce mpuBWieruu Ha cxemy public,
BbIJIaThb 3TU TIPUBU/IETUU POJIA WTiter ¥ TOJIbKO usage — poJiv reader.

HacTpouthb npuBU/Ieruu 1o yMo/adyaHuio Tak, uToObl posib reader
o/iydasa JJOCTYIl Ha UTeHUe K TabauiiaM, IpUHaAIeXKalluM writer
B cxeMe public.

Co3parh rmonmb3oBare/iss wl B rpyrrie writer v rl B rpyrirne reader.
ITon monb30BaTesieM writer co3ath TabULLY.

Ybenuthbcs, uto rl uMeeT JOCTYII TOJABLKO Ha UTeHue, a wl nmeeT
TMTOTHBIN TOCTYII K Tab/iviie, BK/IIOYasl yaaaeHue.

20



o PROFESSIONAL

" Pos gres

ABTOpCKue npaBsa

Kypc «AamuHucTpupoBaHme PostgreSQL 9.4. ba3oBblil Kypc» pa3paboTtaH
B komnaHuu Postgres Professional (2015 ropg).

ABTOpbLI: Erop Poros, NaBen JlyzaHoB

Mcnonb3oBaHue maTtepuasnioB Kypca

Hekommepueckoe 1crnosib3oBaHne MareprasioB Kypca (npeseHtaunn,
AEeMOHCTpaunn) paspeLluaetcsa 6e3 orpaHMYeHnin. Kommepyeckoe
MCNO/Ib30BaHNE BO3MOXHO TO/IbKO C MUCbMEHHOIO paspeLleHns KoMnaHum
Postgres Professional. 3anpeliaercs BHeECEHNE U3MEHEHNI B MaTepuabl

Kypca.

OGpaTtHas cBA3b
OT3bIBbl, 3aMeYaHus 1 NPeaIoXeHNa HanpasnanTe no agpecy:
edu@postgrespro.ru

OTKa3 oT OTBETCTBEHHOCTU

KomnaHus Postgres Professional He HeceT HMKakKol OTBETCTBEHHOCTHM 3a
No6ble NOBpPeXAeHUs U YObITK/, BK/IOYasA NOTEPI0 A0X04a, HAHECEHHble
NPAMbIM WX HENPSAMBIM, CreLmaibHbIM UAN CrlyvyalriHbiM UCMNOb30BaHNEM
maTepuasnioB kypca. KomnaHusa Postgres Professional He npepoctasnseT
Kakmx-1mbo rapaHTuii Ha matepuasibl Kypca. Matepuasbl Kypca
NPeAoCTaB/SATCA Ha OCHOBE NPUHLMNA «Kak eCTb» M KOMNaHus Postgres
Professional He 06a3aHa NpeaoCcTaBNATbL COMPOBOXAEHNE, NOALEPXKKY,
0OHOB/IEHNA, pacLLUMPEHNSA N U3MEHEHUA.



o] PROFESSIONAL

[1pakTuka Pos{gres

Opranu3oBatb paboTy Takum 00pa3oM, UToObI OHY T0/Ib30BaTe/H
VIMeJTH TIOJTHBIM IOCTYTI K TabmiiaMm, a Ipyrue MOITIA TOJTBKO
3arpalmBaTh, HO He U3MEeHSTb UH(OPMaLUIO.

1.
2.

o

Co3patb 6a3y manHeix DB11 u 1Be posu: writer u reader.

Oro3Batb y ponu public Bce mprBuieruu Ha cxemy public,
BbIJJaTh 3T MPUBUJIETUH POJIM Writer U TObKO usage — po/iu reader.

HactpouTs NpyBUIErUU 10 YMOTUaHUIO TaK, 4T00ObI posb reader
Trojlyyasia JOCTyT Ha UTeHue K TabyuiaM, TIpPUHaZ/IeXalluM writer
B cxeMme public.

Co3patb nosib3oBaresist wl B rpyrre writer v rl B rpyrre reader.
[Tog mosib30BaTesieM writer co3aTh TabMITY.

Ybenuthcs, uTo rl UMeeT AOCTYN TOMBLKO Ha UTeHue, a wl umeeT
TIOJTHBIM JOCTYTI K Tabnuile, BK/ItOUasi yianeHue.



o] PROFESSIONAL

Tembl Posigres

Hoctyn kK o6bektam B/1

Buzibl mpuBUIeryid A7isi pa3HbIX 0OBEKTOB

Bbiziaua ¥ OT3bIB IPUBMWJIErMI U MIPABO TepeBbIjaun
[IpuBuieruu 1o yMo4aHuro

[IpocMOTp nipyUBUIETUM

[Ipvmeps! yripaByieHus JOCTYIIOM

http://www.postgresqgl.org/docs/current/static/user-manag.html



o] PROFESSIONAL

[ocTtyn kK o6bekTam B/1 Posggres

Bnagener; obbekra

POJib, CO3aBlIadA 00BLeKT
MOyKeT ObITh U3MeHeH (ALTER OBJECT OWNER TO new_role)
POJ/iM, BK/IFOYE€HHbIE€ B POJIb B/Id€/IbLid

Moctym K 06beKTy UMEeoT

CyTiepIrio/ib30BaTe/ib — MOJTHBIN
Brajienel] 00beKTa — MOJIHBIM, HO MOXKET ObITh OrpaHUYeH
JPyTHe PO/ — B paMKaX BbIZIAHHBIX TTPUBUIET U

HpaBo BbIJd4YH 1 OT3ELIBd HpI/IBI/IHEFI/Iﬁ NMEIOT

CyIepIio/ib30Bare/ib
Br1ajiesel}
pOJib, MOJTyuMBLLIasi IPUBUJIETHIO C YKazaHueM with grant option

I3Ha4yasiIbHO MOJHBLIA [OCTYN K 00 bEKTY UMEET Bnajesel, 3Toro obbekra u
cynepnonb3osaresib (ponb, co3gaHHaa ¢ atpubyTomM superuser).

Bnagenew, — 3T0 posib, CO37aBLUast 0ObEKT, XOTSA B Aa/ibHENLLeM
BNnaAenbLa MoXHO nepeonpeaenuts. MNpaBamu Blagesbla Ha 06bEKT
06/124a10T 1 PO, BK/IIOYEHHbIE B PO/b Briagesbla.

Cynepnonb3oBaresb BCerga MMeeT MnoJsiHblin 4oCcTyn. JocTyn Blajensua
MOXET ObITb orpaHnyeH. Kpome Toro, OCTYN K 06bEKTY MOXHO BblAaThb
Kakom-n1Mb0o posiv C NOMOLLbI0 MexaHuU3Ma npuBuIernii.

MpaBo Bblgaun 1 0T3bIBa NPUBUIETNIA UMEIOT BRageney, u
cynepnosib3oBaresib (3To NPaBo He MOXET ObITb OrpaHnyeHo). Ecnu ponu
ObI/11 Bbl4aHbl NpUBUAErK ¢ npasom nepesblgadn (with grant option —
noxoxe Ha with admin option, pacCMOTpeHHbIn B Teme «Posnn»), To Takas
PO/Ib MOXET BblfaTb aHa/I0rMYHy0 NPUBUAETNIO OPYTON PO,

http://www.postgresqgl.org/docs/current/static/ddI-priv.html



o] PROFESSIONAL

Buabl npuBunernm Pos{gres

[171s1 Tabuit
SELECT YTeHHe JIAHHBIX
INSERT BCTaBKa CTPOK
UPDATE M3MeHeHHe CTPOK
DELETE yZajieHre CTPOK
TRUNCATE OUHMCTKA TaOIHIBI
REFERENCES CChUIKA Ha Tab/IHITy BO BHEIITHEM KITioue
TRIGGER CO3/JjaHKe TPUTTEPOB Ha Tab/HIe

IInst ipeficTaB/ieHU

SELECT UyTeHue JdaHHBIX

TRIGGER CO3/jaHue TPUITepPOB Ha Mpe/iCTaBlIeHu!
st dyHKIUN

EXECUTE BBITIO/ITHEHUE

Cnncok BO3MOXHbIX ﬂpI/IBI/IIIel'I/II‘/JI oTNnnvyaeTcda and 0ObEKTOB pPa3/MMYHbIX
TUMNOB.

MpuBUIerMn Ans 0OCHOBHbIX 0ObEKTOB NPMBEAEHbI HA 3TOM M CneayoLeM
chanpax.

http://www.postgresqgl.org/docs/current/static/sql-grant.html



Buabl npuBunernm Pogza’?éﬁ

[nst mocsieqoBaTeIbHOCTEN

SELECT UCIIOIL30BaHMe currval
UPDATE UCTIo/NBL30BaHue nextval u setval
USAGE UCII0L30BaHue currval u nextval

It TaBMMUHBIX TIPOCTPAHCTB
CREATE CO3aaHHe 00LeKTOB B TaOIMYHOM IMMPOCTPaHCTBE

151 6a3 JaHHBIX

CREATE co3faHue cxeM B Oase JaHHBIX

CONNECT TOJK/TIOUeH e

TEMPORARY CO3JaHKe BpeMeHHbIX Tab/ui]
Mg cxem

CREATE co3aaHue 00BHEKTOB B CXeMe

USAGE JOCTYT K 00BEeKTaM B CXeMe

Mpoao/mkeHne cnucka npuBMUIernii.



o] PROFESSIONAL

Bbigaya 1 0T3bIB NPUBUNETNIA Posigres

[Ipumep Bbigauu

GRANT SELECT,UPDATE ON [TABLE] tbl TO role;
pa3pelmTh UTeHue U u3MeHeHre Tabmuiie thl asist pomm role

GRANT EXECUTE ON ALL FUNCTIONS IN SCHEMA scm TO role;
pa3pelIvTh BhIMO/IHEeHWe BceX (DYHKIIMI B cXeMe SCM /IJisi pOJiH role

[Ipvmep oT3bIBa

REVOKE SELECT,UPDATE ON [TABLE] tbhl FROM role;
3anpeTUTh UTeHWe U u3MeHeHue Tabuipl thl g1t pomu role

REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA scm FROM role;
3dIIPETUTH BLITNIO/IHEHHE BCEX q)yHKHHI;’I B CXemMe sCm JJid poJIk role

MpuBunerMn BblAaldTCA KOMaHAoM grant, UMetoWwen MHOro pasINyHbIX
BapnaHTOB A/151 PasHbIX TUNOB 00BHEKTOB. HekoTopble hopMbl NPUBEAEHbI HA
3TOM cnainge.

http://www.postgresqgl.org/docs/current/static/sql-grant.html

OT3bIB NPUBUErniA BbINOMHSAETCS KOMaHAol revoke 1 no CUHTaKCKUCy NOX0oX
Ha Bblauy.

http://www.postgresqgl.org/docs/current/static/sql-revoke.html

Ha cnalige npuBeaeHbl TO/IbKO HECKO/IbKO NpMMepoB, 60/blie — B
[lEMOHCTpaLun Aanblie B 3TO TeMe.



o] PROFESSIONAL

MNpuBunerun anga rpynnbi Posigres

Posib mosyuaeT npuBuierum

HeToCpe/ICTBEHHO (B TOM UMCJIe KaK BJiajiesier)
yepes IrpyriroBbie pOJik, B KOTOPbIE OHA BXOAUT
yepe3 1ceBioposib public, B KOTOPYIO BXOJST BCe POU

[TosyueHye TIPUBU/IETUMA 3aBUCUT OT aTprOyTa inherit

CREATE ROLE role [INHERIT]; aBTOMAaTHUeCKU J00aB/IsIOTCS
TIPYUBUJIETUH, KOTOPBIMU 00/1aiaeT
IpyIIIoBas poJib

CREATE ROLE role NOINHERIT; NIPUBW/IETUY TPYIIIBI JOCTYITHBI
TOJIBKO TIPY SIBHOM IePeK/I0YeHUU:
SET ROLE group;

Po/b MOXET nony4varb NpUBUIErNN NS A0CTYNa K 00bEKTY pa3HbIMK
cnocob6amu.

Bo-nepBblX, Cynepnosib3oBaTe/ib UMeeT HeOrPaHNYEHHbIN [0CTYyN KO BCEM
o6bekTaM. Ho He NoToMy, UTO Yy HEro NPUBUETMK, a NPOCTO A/151 HETO He
BbIMOMHATCSA NPOBEPKM AoCTyna.

Bo-BTOpPbIX, €C/IN PO/ib ABNSAETCA BNaAesbLeM 00bekTa, TO OHa UMeeT
NpUBWUAETUI ANS NOHOTO AocTyna (ECNK TONBKO OHAa cama Un
cynepnosib3oBaTesib He 0T30BYT 3TV NPUBUNETNN).

B-TpeTbux, ponb obriagaeT NpUBUNErMSIMA, BblAaHHbIMW €ii ApyriMu
ponsmu.

B-ueTBepThIX, posib ¢ aTpnbyToM inherit (N0 ymosi4aHnio) aBToMaTUyeCKu
obnagaet Kak CBOMMU NMPUBUNETUAMU, Tak N NPUBUNETUSAMI BCEX TPy, B
KOTOpble OHa BXOAUT. DTO KacaeTcs 1 «ncesnoponun» public, B KoTopyto
HEeABHO BXOLAT BCE PO/N.

Ecnn xe ponb co3gaHa 6e3 atpubyTta inherit, TO OHa MOXeET
BOCMO/1b30BaTbCSA NPUBUAETNAMW TPYNMbl, TO/ILKO BbIMNOMTHMB KOMaHAy set
role n Takum 06pa3oM «MNepeKIUMBLLNCH» Ha 3Ty FPYNMNOBYH Posb. Bee
[ENCTBUSA, COBEpPLLIAEMbIE PO/bH, OyayT coBepLUaTbCst OT UMEHM TPYNMNOBOWA
ponu (Hanpumep, rpynnoeas posb 6yaeT BnagenbuemM co3aaHHbIX
0OBLEKTOB).

Ponb ¢ atpnbyTom inherit ToXXe MOXET BbINOHUTL Set role, ecnin 3aTo
HeobxoaAnMo.



o] PROFESSIONAL

Bonpoc Pos{gres

Ecnu rolel BbITOMHUT
REVOKE SELECT, UPDATE ON t FROM role2,
KaKue TIpUBWU/IeTMH OCTaHyTCs y role2?

selecton T
0 2 —
public
group
role1 select, update on T }{ role2 ]
update on T

KomaHap! 4ns co3gaHns cutyauum, nokasaHHOM Ha pUCYHKe:
\c - postgres

create user rolel;

create user role2;

create role "group" role rolel, role2;

\c - rolel

create table t(n numeric);

grant select on t to public;

grant select, update on t to role2;

grant update on t to "group";



o] PROFESSIONAL

OT1BeT Pos{gres

Ecnu rolel BbITOMHUT
REVOKE SELECT, UPDATE ON t FROM role2,
y role2 Bce paBHO OCTaHyTCsi 06e MpUBU/IETHH.

selecton T
I 2
public
group
~
rolel > role2
update on T

10

Pornb role2 6ypet obnagarb npusuiernein select, Tak kak BXoguT B rpynny
public.

Pornb role2 6yaet obnagartb npusuaernein update, Tak kak BXoguT B rpynny
group.



o] PROFESSIONAL

[lepepadvya npaBa Pos{gres

Bbilaua mpuBWIeruu C NpaBoM TepeBblIauun
rolel: GRANT SELECT ON tbl TO role2 WITH GRANT OPTION;
Terephb U role2 MoskeT Tiepe/jaBaTh rpaBa

role2: GRANT SELECT ON tbl TO role3 WITH GRANT OPTION;
role2: GRANT SELECT ON tbl TO role4 WITH GRANT OPTION;

select on tbl seleC
rolel role2
Select on th] ‘

O,ZLHa M Td Ke IIpUBUJIETNA MOXKET OBITHL He3aBUCUMO Bbl/IdHd
HECKOJIbKUMH POJISIMHU

11

Mpu BblAAYM PONK NONHOMOUMS MOXHO NepeaaTh eil NpaBo AasibHelLlen
nepeBblaaun (M 0T3bIBaA) 3TOr0 NOTHOMOUMS. ECv ponb BOCMNONb3YETCS
3TUM NPaBOM, 06pa3yeTCsl Mepapxms Poseil.

http://www.postgresqgl.org/docs/current/static/sql-grant.html



o] PROFESSIONAL

OT3bIB N0 nepapxmun Pos{gres

select on tbl seleC
rolel role2
Select on th] ‘

OT3bIB CaMOW MPUBUJIETUU
rolel: REVOKE SELECT ON tbl FROM role2 CASCADE;

OT3bIB TIpaBa MepeBbIZaun
rolel: REVOKE GRANT OPTION FOR
SELECT ON tbl FROM role2 CASCADE;
Ec/u posib TiepeBbifiaBajia MPUBUIETHIO APYTHUM POJISIM,
yKa3zaHue CASCADE o0si3aTenbHO

12

OTo3BaTb NPVBUNETMIO MOXHO C NMOMOLLbIO revoke. Poslb MOXET 0T03BaTb
MPUBWIETNIO TONBbKO Y TO ponn, KOTOPOIA OHa ero Bbigasna. Hanpumep, rolel
He MOXET 0T03BaTb NPUBUNIENIO HENOCPEACTBEHHO Y role3 unu role4.

OpaHako npu oT3biBe NpuBUAernn y rolel npueunernsa dyaet aBToMaTuyecKm
OTO3BaHa Yy BCEX posiein B nepapxun. [Ans atoro Hago ykasaTb K/oueBoe
C/10BO cascade.

Ecnn nepapxma HenycTa 1 cascade He ykasaH, BO3HMKHET OLLMNOKa.

MpaBo NepeBblAaun MOXHO 0TO3BaTh, HE OT3bIBas Y POJIN CAMO
no/iHoMoume. 3TO BbINOJHSAETCS € NoMoLLbo revoke grant option for. Cnoso
cascade VMeeT 3/1eCb Takoe e 3HaueHue, Kak 1 Npu 0T3bIBEe NPUBUIETUN.

http://www.postgresqgl.org/docs/current/static/sql-revoke.html



o] PROFESSIONAL

Bonpoc Pos{gres

Ecnu rolel BbITOMHUT
REVOKE SELECT, UPDATE ON t FROM role3,
KaKue TIpUBW/IerMy OCTaHyTcs y role3?

selecton T

rolel select, update on T » role2 \ update on T >

select, update on T

KomaHabl NS co3aaHust cuTyaummn, NnokazaHHoM Ha PUCYHKE:
\c - postgres

create user rolel;

create user role2;

create user role3;

\c - rolel

create table t(n numeric);

grant select on t to public;

grant select, update on t to role2 with grant option;
grant select, update on t to role3;

\c - role2

grant update on t to role3;



o] PROFESSIONAL

OT1BeT Pos{gres

Ecnu rolel BbITIO/THUT
REVOKE SELECT, UPDATE ON t FROM role3,
y role3 Bce paBHO OCTaHYTCsI 00e TIPUBUIETUU.

select on T
S
public
rolel select, update on T » role2 | update on T > role3
A

Posb role3 OymeT oGiamaTh IpuBUIeruen select, Tak Kkak BXOOUT B
rpymnmny public.

Ponb role3 6yaet obnagarb npuBuiernei update, Tak Kak aTy NpuBUIETNIO
el Bblgana He ToNbKo rolel (Ho u role2)..



PROFESSIONAL

[MpuBunernm no ymonyaHuio Pogzgres

[To ymonmuanuto posb public romyyaeT psii NpUBUIET Ui

[st 6a3 JaHHBIX CONNECT (TmofK/IHoueHue)
TEMPORARY (co37aHe BpeMeHHBIX Tab/iuiy)

J1si cxeMbl public CREATE (co31aHue 0OBEKTOB)
USAGE (ZIOCTyT K 0ObeKTaMm)

IUtst cxeM pg_catalog USAGE (ZI0CTyI K 0ObeKTaM)
v information_schema

IS PYHKLIMIA EXECUTE (BBITIOJTHEHHE)

,Z[OHOJ'IHI/ITEIIBHLIE MNpHUBHWJIETHH 110 YMOJ/TYaHHIO

ALTER DEFAULT PRIVILEGES
\ddp
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Mo ymonuaHuo nceBaoposib public nonyyvaet psag npyBunernia (To ecb,
doakTmnyecku, Nx nosyyarot Bce Posn):

- NOAKNIYEHNE M CO3[aHMEe BPEMEHHbIX TabNuy, ANns Bcex 6a3 AaHHbIX
- ucrnosnb3oBaHue cxembl public n co3gaHue B Hell 06bEKTOB

- ucnonb3oBaHue cxem pg_catalog n information_schema

- BbIMOJ/IHEHNE BCEX (PYHKLNIA

3ATO C/IOXKHO «3aMETUTb» U Takoe nopegeHne MOXeT OKa3aTbCA
HeXenartesibHbIM. B TakoMm c/fiydyae Hafo ABHO OT3biBaTb NPUBUNETUN.

http://www.postgresqgl.org/docs/current/static/sql-grant.html
http://www.postgresql.org/docs/current/static/ddl-schemas.html

MOXHO HaCTPOUTb AOMO/HUTE bHbIE MPUBUIETNN, BbICTaB/IIEMbIE MO
yMO/IHaHUIo, ¢ noMoLbto alter default privileges. (Ho n36aBuTbCs Takum
obpasom oT npusuneruii public He NoAyYnTCa — M3HaYas/IbHO «MPUBUIETUN
MO YMOJI4aHMWIO» MYCThl.)

http://www.postgresql.org/docs/current/static/sql-alterdefaultprivileges.html



o) PROFESSIONAL

JeMoHCcTpauns Pos{gres

G )

$ psqgl
postgres=#

\ J

& SN
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B AeMoHcTpauuy 6yayT nokasaHbl pa3/iMyHble Bapauumn koMaHg grant v
revoke, pacCMOTPEeHbI NpMMepbl PaboTbl C MPUBUMIETMSAMI 1 NOKa3aHo, Kak
MOCMOTPETL BbllaHHbIE NPUBUNETNN N5t 0ObEKTA.



Mpumep 1 Pogga’?aé:

kolya

kolya |- Create, usage ’jl: 77777777777777 select :

vasya

create, usage !
vasya | Cealeusage oselect

T ]

semsem

Eﬂ ,,,,, create, usage [ oo oo
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MexaHu3Mbl ynpaBneHust 4ocTynom (posun, CXembl, NpUBUAErnn) Becbma
rMOKM 1 NO3BONAIOT B Pa3HbIX C/lyyasix opraHn3oBartb paboTy ya00OHbIM
obpaszom. MNpuBenem Asa npumepa.

MprMep NPOCTOro UCMO/b30BaHuSI.

CemeH CeMeHOBWY 1 ero cTyaeHTbl Kons u Bacs 3aHMMaloTCs HayUYHbIMU
nccneaoBaHUsAMU U XPaHAT pe3ynbTaTbl U3MEPEHUA B 6a3e AaHHbIX.

CUCTEMHbIN aiMUHUCTPATOP co3aas Ha dhakynbTETCKOM cepBepe b/l
KaXX40My M3 HUX CBOEro Mnosib3oBaTens U ogHOUMeHHY0 cxemy. [yTb noncka
OH OCTaBuW NO yMoN4aHuio. MpynnoBble PO/ He UCNOJ/b3YHTCA.

Kaxxabli nonb3oBaTesnb ABMSETCA BrajenblemM 00bekToB, KOTOpble OH
cosfaet B cBoei cxeme. Kpome Toro, Kons n Bacs gatot goctyn K
HeKkoTopbIM cBOMM Tabnuuam CemeHy CeMeHOBUYY, YTOObLI OH MOT
NMOCMOTPETbL UX pe3ynsrarhl.



o] PROFESSIONAL

[Mpumep 2 Pos{gres

inventory

kladovkin nv

create, usage select on all tables

fin

| create,usage | —o | | select on all tables
—

\  financials )
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Bonee cnoxHblii npumep.

Ha BblgeneHHblin cepBep B/, ycTaHOBNEHa cuctema asTomMarm3aunm
npeanpuaTusa. OHa COCTOUT M3 ABYX MOAY/1e — CKNafCKoro u
JoMHaHCOBOrO.

[na kaxaoro n3 moaynen codgaHa ceos cxema (inv ansa cknaga v fin ans
(oMHaHCOB) 1 CBOA rpynnosas posb (inventory ansa cknaga v financials ans
domHaHcoB). IpynnoBas posib ABNSAETCA BNafenbLueM Bcex 06bEKTOB B CBOEIA
cxeme.

B cknagckom otgene pabéortatoT KnagoBknH 1 JocTaBKUH. [15 KaXKAoro
cOo34aH CBOW NMonb30Barteslb 1 BK/IKOYEH B rpynny inventory.

B dimHaHcoBom oTgene pabortatoT KoneiikuHa v Pybnes. 15 Kaxnoro
co3faH CBOI Nnosb3oBaTtesb 1 BKAYeH B rpynny financials.

[lNa reHepanbHOro AupeKkTopa NpeanpusaTUs Ha BCAKWIA cnyydali co3aaH
Nosib30BaTeslb, BK/IOYEHHbI B 06€e rpynnbl, XOTS BPSA, 1N OH Koraa-nnéo
BOCMOJIb3YETCHA CUCTEMOIA.

[l npoBeAeHus ayauTa co3aaH cneuuansHas posib auditor, KOTopoi
Bbl/laH AOCTYN HA YTEHUE KO BCEM 06BEKTAM [IBYX CXEM.



o] PROFESSIONAL

Toru Pos}gres

PaccMoTpenu npyBU/Ieruu Kak Cpe/iCTBO MpeJoCTaBIeH s
JOCTyTIa

Y3Hasu, Kak BbIIaBaTh 1 OT3bIBATh TIPUBUJIETHH,

B TOM UMCJIe TIPaBo TepeBblAaun

HayI-II/IJ'II/ICb IMPpOCMATPHUBATL BbIJIdHHBIE TIDUBUJIETHA

PaccMoTpenu HeCKObKO TPUMEPOB YTIPAB/IeHHUs JOCTYIIOM

19



o] PROFESSIONAL

[1pakTuka Pos{gres

Opranu3oBatb paboTy Takum 00pa3oM, UToObI OHY T0/Ib30BaTe/H
VIMeJTH TIOJTHBIM IOCTYTI K TabmiiaMm, a Ipyrue MOITIA TOJTBKO
3arpalmBaTh, HO He U3MEeHSTb UH(OPMaLUIO.

1.
2.

v

Co3patb 6a3y manHeix DB11 u 1Be posu: writer u reader.

Oro3Batb y ponu public Bce mprBuieruu Ha cxemy public,
BbIJJaTh 3T MPUBUJIETUH POJIM Writer U TObKO usage — po/iu reader.

HactpouTs NpyBUIErUU 10 YMOTUaHUIO TaK, 4T00ObI posb reader
Trojlyyasia JOCTyT Ha UTeHue K TabyuiaM, TIpPUHaZ/IeXalluM writer
B cxeMme public.

Co3patb nosib3oBaresist wl B rpyrre writer v rl B rpyrre reader.
[Tog mosib30BaTesieM writer co3aTh TabMITY.

Ybenuthcs, uTo rl UMeeT AOCTYN TOMBLKO Ha UTeHue, a wl umeeT
TIOJTHBIM JOCTYTI K Tabnuile, BK/ItOUasi yianeHue.

20
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