Chapter 1: Making the Move - Design, Plan,
and Execute
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® 0 ® @ MyThoughts

&

(logout)

C ©® 127.0.0.1:8000

Any thoughts, bruce?

bruce May 11, 1962, 10:07 a.m.

In a few seconds we will finally learn what happens when the powerful
gamma rays are released

bruce May 11,1962, 9:58 am.

And now, if you'll excuse me, it's time for the final countdown

bruce May 11,1962, 9:53 am.

Afew seconds more and we'll know whether we have succeeded or not!
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Chapter 2: Creating a REST Service with
Python

Users
Backend

Thoughts
Backend =
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-------------------------------
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® © ® @ Thoughts Backend API X +

& C ® 127.0.0.1:5000

Thoughts Backend API®

[ Base URL: / ]
http://127.0.0.1:5000/swagger.json

A Simple CRUD API

ap| API operations

*

0ao® O

I POST /api/me/thoughts/ Create a new thought

I /api/me/thoughts/ Retrieves all the thoughts

I /api/thoughts/ Retrieves all the thoughts

‘ /api/thoughts/{thought_id}/ Retrieve a thought

admin Admin operations

‘ DISNSISN /admin/thoughts/{thought_id}/ Delete a thought

Models

Thought v ¢
id

integer
username string
text string
timestamp string($date-time)
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Models

Thought v ¢
id
username
text
timestamp

}

integer

string

string
string(Sdate-time)
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Chapter 3: Build, Run, and Test Your Service
Using Docker

055936d39205 FROM alpine
ryrALNENLYLI M RUN apk update
ChIc il Z el RUN apk add python3

TNEEEYL (%3 RUN mkdir -p /opt/

90c2d2f13901 COPY example.txt /opt/example.txt

325ahchh5947 (MD python3 -c "print('Hello container!')"
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® © ® @ Thoughts Backend API x  +

< C ® 127.0.0.1:8000

Thoughts Backend API®

[ Base URL: / ]
http://127.0.0.1:8000/swagger.json

A Simple CRUD API

ap| API operations

*

28 0=

{ /api/me/thoughts/ Retrieves all the thoughts

‘ POST /api/me/thoughts/ Create a new thought

{ /api/thoughts/ Retrieves all the thoughts

{ /api/thoughts/{thought_id}/ Retrieve a thought

admin Admin operations

[ DIAN3 AN /admin/thoughts/{thought_id}/ Delete a thought

Models
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® © @® @ Thoughts Backend API X  +

& C' @ localhost:8000

Thoughts Backend API®

[ Base URL: / ]
http:/Mocalhost:8000/swagger.json

A Simple CRUD API

* OB Q@ O

ap| API operations v
/api/me/thoughts/ Create a new thought

/api/me/thoughts/ Retrieves all the thoughts

/api/thoughts/ Retrieves all the thoughts

/api/thoughts/{thought_id}/ Retrieve a thought

adm | N Admin operations >
Models >
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%dockerhub Q' Search for great content (e.g., mysql) Explore SignIn Pricing

@& Docker EE & Docker CE [®] Containers ¥ Plugins

Filters (1)  Clear All 1-19 of 19 available images. Most Popular .
Docker Certified @ X Base Images
~/ Docker Certified
B
ubuntu 10M+ 9.6K
Images . Downloads Stars
8 Updated 23 minutes ago
Verified Publisher
D Docker Certified And Ven.gd Publisher Ubuntu is a Debian-based Linux operating system based on free software.
Content
) Container Linux ~ ARM ARM 64 386 PowerPC 64 LE IBM Z x86-64 Base Images
D Official Images @
Official Images Published By Docker Operating Systems
Categories @
Analytics
VA busybox 10M+ 1.6K
Application Frameworks Buj Downloads ~ Stars

Updated 23 minutes ago

Application Infrastructure
Busybox base image.
Application Services

Base Images Container Linux  x86-64  ARM ARM 64 386 PowerPC 64 LE IBM Z Base Images

Databases

DevOps Tools OFFICIAL IMAGE @

Featured Images ey centos 10M+ 5.4K
a N 'IN . Downloads Stars

Messaging Services Ccentos Updated 23 minutes ago

Monitoring The official build of CentOS.

Operating Systems
Container Linux PowerPC 64 LE 386 ARM 64 ARM x86-64 Base Images Operating Systems
Programming Languages

Oo00oooooosoogd

Security
alpine 10M+ 5.4K
Operating Systems Ddlone Updated 23 minutes ago Downloads  Stars
D Linux A minimal Docker image based on Alpine Linux with a complete package index and only 5 MB in size!
[ ] windows Container  Linux  x86-64 ARM ARM64 386 PowerPC64LE IBMZ  Featured Images
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@ dockerhub | Q alpine Explore Signin Pricing

alpine ¥
Qalpine  Docker Official Images

1Aux

A minimal Docker image based on Alpine Linux with a complete package index and only 5
MB in size!

Linux - x86-64 ( latest ) v
4, 1om+
Copy and paste to pull this image

Container Linux ARM 64 386 PowerPC 64 LE IBM Z x86-64 ARM Featured Images
docker pull a e
Base Images Operating Systems Official Image

View Available Tags

DESCRIPTION

Please log in to write a review of this product.

Supported tags and respective Dockerfile
links

* 20190508 , edge (x86_64//Dockerfile)

* 3.9.4, 3.9, latest (x86_64//Dockerfile)
* 3.8.4, 3.8 (x86_64//Dockerfile)

e 3.7.3, 3.7 (x86_64//Dockerfile)

* 3.6.5, 3.6 (x86_64//Dockerfile)

Quick reference

* Where to get help:

the Docker Community Forums, the Docker Community Slack, or Stack Overflow
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® 0 ® & DockerHub x  +

&« (¢] @& https://cloud.docker.com/repository/create w | o = o
ddocker hub Explore  Repositories  Organizations GetHelp ~ jaimebuelta ~ {
Repositories Create Using 0 of 1 private repositories. Get more
Create Repository Pro tip

You may push a new image to this repository using the CLI:

g‘ jaimebuelta v thoughts-backend
docker tag local-image:tagname new-repo:tagname

docker push new-repo:tagname

Thoughs backend

Make sure to change tagname with your desired image repository
tag.

Visibility

Using 0 of 1 private repositories. Get more

O Public © Private &

Public repositories appear in Docker Only you can view private repositories
Hub search results

Build Settings (optional)
Autobuild triggers a new build with every git push to your source code repository. Learn More.

Please re-link a GitHub or Bitbucket account

Y
% We've updated how Docker Hub connects to GitHub and Bitbucket. You'll need to re-link a
GitHub or Bitbucket account to create new automated builds. Learn More

0O ©

Disconnected Disconnected

EXPLORE ACCOUNT SUPPORT

Vly Content
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Chapter 4: Creating a Pipeline and Workflow

Checkout docker-compose docker-compose docker-compose docker docker

code build run test run static-analysis tag push
docker-compose docker-compose
Checkout build test , docker-compose _ " Stecnalvss » docker docker
build tag push
code docker-com| pose docker-compose a

build db run test

[19]



master feature B

I feature A

\/
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master feature B
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Current  Branches Build History

-0- Commit 8d864e4 7

%) Compare 098b3b3. .

79 Branchmaster &

2 JaimeBuelta

£ </> Ruby

() DOCKER_COMPOSE_VERSION=1.23.2

Job log

O

8d864e4 7

Job received

Pull Requests » Build#7 Job#7.1

View config

@ Queued

More options

X Cancel job

¢ Waiting to start

G Booting virtual machine
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Current  Branches Build History ~ Pull Requests > Build#7 Job More options

‘ le stage o #7.1 passed Restart job

-0- Commit 8d864e4 Ran for 3 min 55 sec
Compare 098b3b3. .8d864e4 37 minutes ago

Branchmaster

g Jaime Buelta

Ruby
DOCKER_COMPOSE_VERSION=1.23.2

Job lo; View config

Worker information worker_info
Build system information system_info

docker stop/waiting
resolvconf stop/waiting resolvconf

$ sudo service docker start services

$ git clone --depth=50 --branch=master https://github.com/jaimebuelta/Hands-On-Docker-for-Microservices-with-Python.git git.checkout

Setting environment variables from .travis.yml
$ export DOCKER_COMPOSE_VERSION=1.23.2

$ rvm use default

[23]



successfully built ba43220fc113
Successfully tagged ch4_test-postgresql:latest
The command "docker-compose build test-postgresql" exited with o.

$ docker-compose run test-postgresql
Creating network '"ch4_default" with the default driver
Creating ch4_db_1
test session starts =
platform linux -- Python 3.6.8, pytest-4.6.3, py-1.8.0, pluggy-0.
cachedir: .pytest_cache

/opt/venv/bin/python3

rootdir: /opt/code, inifile: pytest.ini
plugins: flask-0.14.0
collected 17 items

tests/test_thoughts.
tests/test_thoughts.
tests/test_thoughts.
tests/test_thoughts.
tests/test_thoughts.
tests/test_thoughts.

tests/test_thoughts.py:

tests/test_thoughts.p

test_create_me_thought
test_create_me_unauthorized
test_list_me_thoughts
test_list_me_unauthorized
test_list_thoughts
test_list_thoughts_search
test_get_thought

test_get_non_existing_thought

tests/test_token_validation.py
tests/test_token_validation.py
tests/test_token_validation.py
tests/test_token_validation.
tests/test_token_validation.
tests/test_token_validation.
tests/test_token_validation.
tests/test_token_validation.
tests/test_token_validation.

17 passed,

est_encode_and_decode
itest_invalid_token_header_invalid_format
est_invalid_token_header_bad_token
est_invalid_token_no_header
est_invalid_token_heat _not_expiry_time
:test_invalid_token_header_expired
est_invalid_token_header_no_username
st_valid_token_header_invalid_key
est_valid_token_header

179 warnings in 1.26 seconds

The command "docker-compose run test-postgresql" exited with @.

$ docker-compose run static-analysis
The command "docker-compose run static-analysis" exited with @.

Done. Your build exited with 0.

< Mmaster Name jobs o #17 pas Restart build

Commit130dféc Ran for 4 min 5 sec

Compare e785af3..130df6c Total time 6 min 40 sec

Branchmaster
2 minutes ago

@ Jaime Buelta

Build jobs View config

© Tests
v H 171 Unit Tests 4 min 5 sec
v 17.2 Static Analysis 2 min 35 sec
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Options

Collaborators
Branches

Webhooks
Notifications
Integrations & services

Deploy keys

Moderation

Interaction limits

Branch protection rule

Branch name pattern

master
Applies to 1 branch

master

Rule settings

Protect matching branches
Disables force-pushes to all matching branches and prevents them from being deleted.

() Require pull request reviews before merging
When enabled, all commits must be made to a non-protected branch and submitted via a pull request with the
required number of approving reviews and no changes requested before it can be merged into a branch that
matches this rule.

Require status checks to pass before merging
Choose which status checks must pass before branches can be merged into a branch that matches this rule.
When enabled, commits must first be pushed to another branch, then merged or pushed directly to a branch
that matches this rule after status checks have passed.

Require branches to be up to date before merging

This ensures pull requests targeting a matching branch have been tested with the latest code. This setting
will not take effect unless at least one status check is enabled (see below).

Status checks found in the last week for this repository

continuous-integration/travis-ci

Require signed commits
Commits pushed to matching branches must have verified signatures.

" Include administrators
Enforce all configured restrictions for administrators.

[25]



Test integration with Travis Cl and errors

WIS jaimebuelta wants to merge 1 commit into master from testing_integration [

;5 Conversation 0 - Commits 1 #, Checks 0 Files changed 1
E‘?
v jaimebuelta commented 19 seconds ago Owner

No description provided.

E Produce a static analysis error 5af2alf

s 2 jaimebuelta changed the title Preduee-a-statie-analysis-error Test integration with Travis Cl and
errors now

Add more commits by pushing to the testing_integration branch on jaimebuelta/Hands-On-Docker-for-
Microservices-with-Python.

Some checks haven't completed yet Hide all checks

2 pending checks

@5 continuous-integration/travis-ci/pr Pending — The Travis Cl build is in prog... GEEIIELY Details

&= continuous-integration/travis-ci/push Pending — The Travis CI build is in pr.N Details

Required statuses must pass before merging

All required statuses and check runs on this pull request must run successfully to enable automatic
merging.

As an administrator, you may still merge this pull request.

Merge pull request ~ | You can also open this in GitHub Desktop or view command line instructions.
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Cancel build

Commit 2a40457 Running for 3 min 14 sec
#1: Produce a static analysis error

Branch master

@ JaimeBuelta

Build jobs View config

Tests

Unit Tests 3min 14 sec

X 19.2 Static Analysis 2 min 34 sec
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{57 Conversation 0 0- Commits 1 #, Checks 0 Files changed 1

-

5 jaimebuelta commented 5 minutes ago Owner

No description provided.

2 Produce a static analysis error X 5af2alf

s & jaimebuelta changed the title Preduee-a-static-analysis-errer Test integration with Travis Cl and
errors 5 minutes ago

Add more commits by pushing to the testing_integration branch on jaimebuelta/Hands-On-Docker-for-
Microservices-with-Python.

° All checks have failed Hide all checks

2 failing checks

X &5 continuous-integration/travis-ci/pr — The Travis Cl build failed Details
X continuous-integration/travis-ci/push — The Travis Cl build failed Details

Required statuses must pass before merging

All required statuses and check runs on this pull request must run successfully to enable automatic
merging.
As an administrator, you may still merge this pull request.

Merge pull request v | You can also open this in GitHub Desktop or view command line instructions.
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Current  Branches  Build History  Pull Requests » Build #19 More options =

X Pull Request #1 Produce a static analysis error 9 #19 failed (™ Restart build
- Commit 2a40457 £ (% Ran for 3 min 55 sec
©1 #1: Produce a static analysis error & (© Total time 6 min 29 sec

{* Branchmaster _
about a minute ago

@ JaimeBuelta

Build jobs View config
® Tests © 3 min 55 sec
v H 191 £ UnitTests (© 3 min 55 sec
X # 192 £ & static Analysis (© 2min 34 sec
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Test integration with Travis Cl and errors /1

9o jaimebuelta wants to merge 2 commits into master from testing_integration [

l;‘;J Conversation 0 O Commits 2 B, Checks 0 Files changed 1

:'@ jaimebuelta commented 15 minutes ago Owner +(2)

No description provided.

E Produce a static analysis error X baf2alf

ra 2 jaimebuelta changed the title Preduee-a-static-analysis-error Test integration with Travis Cl and
errors 15 minutes ago

E Fix static analysis problem v 6cdéce?

Add more commits by pushing to the testing_integration branch on jaimebuelta/Hands-On-Docker-for-
Microservices-with-Python.

° All checks have passed Show all checks

2 successful checks

° This branch has no conflicts with the base branch

Merging can be performed automatically.

Merge pull request A You can also open this in GitHub Desktop or view command line instructions.
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Chapter 5: Using Kubernetes to Coordinate
Microservices

& Sun19:19 ees

o090 Kubernetes

General File Sharing Disk Advanced Proxies Daemon

Enable Kubernetes

Start a Kubernetes single-node cluster when starting Docker Desktop.

() Deploy Docker Stacks to Kubernetes by default

Make Kubernetes the default orchestrator for "docker stack" commands
(changes "~/.docker/config.json")

 Show system containers (advanced)

Show Kubernetes internal containers when using Docker commands.

Apply

@ Docker Engine is running @ Kubernetes is running

[31]
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Chapter 6: Local Development with
Kubernetes

@® @ users Backend API X +

& C  ® localhost:8001 *r O Q

Users Backend API®

[ Base URL: / ]
http:/localhost:8001/swagger.json

A Simple CRUD API

ap| API operations

/api/login/ Login and return a valid Authorization header

admin Admin operations

/admin/users/ Create a new user

Models
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[ ® @ Thoughts Backend AP X +

c G © 127.0.0.1:31600 * O Q

Thoughts Backend API®

[ Base URL: / ]
http:/127.0.0.1:31600/swagger.json

A Simple CRUD API

ap| API operations

admin Admin operations

Models
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® © ® @ Thoughts Backend API x 4+

& C  @® Not Secure | thoughts.example.local/ ¢ @

Thoughts Backend API®

[ Base URL:
http://thoughts.example.local/swagger.json

A Simple CRUD API

ap| API operations

admin Admin operations

Models
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®C ® @ MmyThoughts

MyThoughts

x  +

& C  ® Not Secure | frontend.example.local/ %

(logout)

Any thoughts, bruce?

bruce 1962-05-11T09:53:41

A few seconds more and we'll know wether we have succeeded or not!

bruce 1962-05-11T09:58:23

And now, if you'll excuse me, it's time for the final countdown

bruce 1962-05-11T10:07:13

In a few seconds we will finally learn what happens when the powerful gamma rays are released

[371]



Chapter 7: Configuring and Securing the
Production System

eo0e
« > cC
aws
~—7

@ Feedback

£ 1AM Management Console x

+
@ https://console.aws.amazon.com/iam/home#/users$new?step=details&accessKey&userNames=jaime

ebuelta v

Services v

Set user details

‘You can add multiple users at once with the same access type and permissions. Learn more

User name*  jaime

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

¥ Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development tools.

Access type*

¥ AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

Autogenerated password
Custom password

Console password* @

* Required Cancel

@ English (US)

Next: Permi

w O® Q
Global ~ Support v
4 5

ions

Privacy Policy

Terms of Use
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@ Feedback

@ Amazon ECR X =+

@ https://us-west-2.console.aws.amazon.com/ecr/get-started?region=us-west-2

Services v Resource Groups v *

Compute

Amazon Elastic Container
Registry

Easily store, manage, and deploy
container images

Amazon Elastic Container Registry (ECR) is a fully-managed container registry that makes it easy for
developers to store, manage, and deploy container images.

How it works

D (
)

) Anamnixs

AWS Cloud
Write code
Wit andpackage code Amazon ECR Compress,encrypt and

a % O

D jaimebuelta v Select a Region v Support ¥

Create a repository

Pricing (US)

You pay only for the amount of data you store in your
repositories and data transferred to the Internet.

Learn more [4

Benefits

@ English (US)

Getting started [2

What is Amazon ECR?
Getting started with ECR

Set up a CICD pipeline with ECR

Y Terms of Use

eoe
« > c
aws
S—-7

Amazon Container X @© Successfully created repository X
Services

ECR Repositories
Amazon ECS
Clusters Repositories Create repository
Task definitions Q 1 ®
Amazon EKS Repository name A URI Created at v
Clusters

frontend 033870383707.dkr.ecr.us-west-2.amazonaws.com/frontend 07/15/19, 08:06:33 PM

Amazon ECR

Repositories

8 Amazon ECR x +

@ https://us-west-2.console.aws.amazon.com/ecr/repositories?region=us-west-2

Services v Resource Groups v *

a % O

[\ jaimebuelta v  Select a Region ¥  Support v

@ Feedback (@ English (US)

filiates. All rights reserved.  Privacy Policy  Terms of Use




® © ® @ AmazonECR

< c

aws
S—-1

Sel

Amazon Container
Services

Amazon ECS

Clusters

Task definitions

Amazon EKS

Clusters

Amazon ECR
Repositories

Images
Permissions
Lifecycle Policy

Tags

X

@ Feedback (@ English (US)

X+

@ https://us-west-2.console.aws.amazon.com/ecr/repositories/frontend/?region=us-west-2

es v Resource Groups v

ECR Repositories

frontend

Images

Q

Image tag

latest

mebuelta v

frontend

Pushed
Image URI ushe Digest
at v
07/15/19,
033870383707.dkr.ecr.us-west- 08'/10';1
2.amazonaws.com/frontend:latest PIVi :

aQa % O

Select a Region v

sha256:21d5f25d5. . .

Q

Support v

o its affiliates. All rights r

Privacy Policy  Terms of Use

® O ® @ AmazonECR

<«

c

awg Services v

Amazon Container
Services

Amazon ECS
Clusters

Task definitions

Amazon EKS

Clusters

Amazon ECR

Repositories

@ Feedback

X

@ English (US)

x  +

@ https://us-west-2.console.aws.amazon.com/ecr/repositories?region=us-west-2

Resource Groups v *

© Successfully created repository

ECR Repositories

Repositories

Q

Repository name A
frontend
thoughts_backend_db
thoughts_server
users_backend_db

users_server

Q

URI
033870383707.dkr.ecr.us-west-2.amazonaws.com/frontend
033870383707.dkr.ecr.us-west-2.amazonaws.com/thoughts_backend_db
033870383707.dkr.ecr.us-west-2.amazonaws.com/thoughts_server
033870383707.dkr.ecr.us-west-2.amazonaws.com/users_backend_db

033870383707.dkr.ecr.us-west-2.amazonaws.com/users_server

a & O

jaimebuelta ¥

Oregon v

View push commands

Support v

Create repository

1 @
Created at v
07/15/19, 08:06:33 PM
07/15/19, 08:31:43 PM
07/15/19, 08:26:36 PM
07/15/19, 08:42:01 PM

07/15/19, 08:21:23 PM

rved

Privacy Policy  Terms of Use

[40]



®C ® @ myThoughts

X

+

& > C O NotSecure | a28320efca9e011e9969b0ae3722320e-357987887.us-west-2.elb.amazonaws.com/login/  ¥¢r @ Q S

MyThoughts

Please enter your login and password to access the system.

Login
Username

Enter username

Password

Password

Submit

[41]




[ ]
[

Load Balancers | EC2 Manager X +

< (¢ @ https://us-west-2.console.aws.amazon.com/ec2/v2/home?region=us-west-2#LoadBalancers:sort=loadBalancer.. Q ¢ 0] Q :
awg Services v source Groups v jaimebuelta ¥  Oregon v Support ¥

EC2 Dashbozrd -
reate Load Balancer J.02 (LB
o % 0

Events

Tags f" Filter by tags and attributes or search by keyword 1to1of1

Reports

Limit [ ] Name « DNS name ~ State -~ VPCID ~  Availability Zones ~  Type
imits

[ ] 1 28 11e996... vpc-0- 11c616f t-2b, t-2c... classic

ANCES

Instances

Launch Templates
Spot Requests
Reserved Instances

Dedicated Hosts

Load d | 1 22320e [_N = =]

Scheduled Instances

Capacity Reservations Description Instances Health check Listeners Monitoring Tags Migration

=] IMAGES

AV The following listeners are currently configured for this load balancer:
s

Bundle Tasks Load Load Port Port Cipher SSL Certificate

=] ELAS

©BLocC TCcP 80 TcP 31491 N/A N/A
Volumes

Snapshots
Edit
Lifecycle Manager

=) NETWOR

SURITY
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

@ Feedback (@ English 019, Amazon Wet Privacy Policy

Edit listeners X

The following listeners are currently configured for this load balancer:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port Cipher SSL Certificate
TCP 7)) 80 TCP ¥) 31491 N/A N/A [X]
HTTPS (Secure HTTP) ¥ 443 HTTP B 80 Change  Change (%)
Add

cancel E
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Select Certificate X

AWS Certificate Manager (ACM) is the preferred tool to provision and store server certificates. If you previously stored a server
certificate using IAM, you can deploy it to your load balancer. Learn more about HTTPS/SSL listeners and certificate

management.

Certificate type: BChoose a certificate from ACM (recommended)
Choose a certificate from |AM
Upload a certificate to IAM

Request a new certificate from ACM
AWS Certificate Manager makes it easy to provision, manage, deploy, and renew SSL Certificates on the AWS
platform. ACM manages certificate renewals for you. Learn more

PP A
Certificate: v
Cancel
® 0 ® @ statistics Report for HAProxy X =+
<« C @ localhost:8001 * @ Qe
HAProxy version 2.0.2, released 2019/07/16
Statistics Report for pid 6
> General process information
active UP backup UP Display option: External resources:
pid = 6 (process #1, nbproc = 1, nbthread = 2) active UP, going down backup UP, going down « Scope : * Primary site
ime = 0d Oh0Sm11s i " ]
system limits: memmax = unlimited; ulimit-n = 1048575 active DOWN, going up || backup DOWN, going up * Hide DOWN' servers
maxsock = 1048575, maxconn = 524272; maxpipes = 0 active or backup DOWN | |not checked + Refresh now
current conns = 3; current pipes = 0/0; conn rate = 3/sec; bit rate = 0.000 kbps active or backup DOWN for maintenance (MAINT) * CSV export
Running tasks: 1/21; idle = 100 % active or backup SOFT STOPPED for maintenance

Note: "NOLB"I"DRAIN" = UP with load-balancing disabled.

haproxynode
Queue | Sessionrate | Sessions. | Bytes. | Denied | Errors | Warnings | Server |
Cur | Max | Limit | Cur | Max | Limit | Cur | Max | Limit | Total | LbTot [Last In | Out | Req| Resp Req| Conn | Resp  Retr | Redis | Status | LastChk | Wght | Act| Bek | Chk | Dwn | Dwntme | Thrile |
P [ sl ] |

r
| Frontend | [ al 2] | 2| soa272| 5| [ | 10188 oo0ss| o o 3 | | oPEN | |
P Queue Session rate Sessions Bytes Denied Errors Warnings Server
Cur | Max | Limit | Cur | Max | Limit | Cur | Max | Limit | Total | LbTot | _Last In_ | Out [Req|Resp Req|Conn |Resp Retr Redis _Status Act | Bek | Chk | Dwn | Dwntme | Thrtle
| aws of of | of 1 of 1 -l s 5| 2msés| 5113| 6045 0 of of o 0| smitsUP Y[-| o o 0s| -
example | 0| o -| o 1 of 1 -l s 5| 2ms3s| 5075 2410 0 of of o 0| smitsUP Y[-| o o os| -
Backend | 0| 0 of 1 o/ 1| s2428] 10| 10| 2msss| 10188 8455 o o of of o o[ smitsup 2 [2]0 0 0s
Choose the action to perform on the checked servers : B Apply
Queue Session rate S By Denied Errors Warnings Server
Cur | Max | Limit | Cur | Max | Limit | Cur | Max | Limit | Total | LbTot | Last In Out Req| Resp | Req| Conn | Resp | Retr | Redis |  Status | LastChk | Wght | Act | Bek | Chk | Dwn | Dwntme | Thrtle
Frontend 2[ 2 S| 2] 2] sa2m2| 2 of of o o of | OPEN |
Backend of of of o o o] 52428 o] o osfof o] o [ of of o o 5mitsuP | [0 ToJo] of
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[ ] @ @ statistics Report for HAProxy X +

&« C  ©® localhost:8001/;st=DONE % @ @S

HAProxy version 2.0.2, released 2019/07/16
Statistics Report for pid 6

> General process information

active UP backup UP Display option: External resources:
pid = 6 (process #1, nbproc = 1, nbthread = 2) active UP, going down backup UP, going down « Scope : * f{‘%’ys{—“‘; o
upti d 0h18m0ds. " i i . ¥ ] * Undates (v:
system limits: memmax = unlimited; ulimit-n = 1048575 active DOWN, going up | |backup DOWN, going up Hide DOWN servers « Online manual
maxsock = 1048575; maxconn = 524272; maxpipes = 0 active or backup DOWN | |ot checked - Refresh now ST
current conns = 3; current pipes = 0/0; conn rate = O/sec; bit rate = 1.087 kbps active or backup DOWN for maintenance (MAINT) + CSVexport
Running tasks: 1/21; idle =100 % active or backup SOFT STOPPED for maintenance

Note: "NOLB""DRAIN" = UP with load-balancing disabled.

[X] Action processed successfully.

haproxynode
Queue I Sessions I Bytes | Denied | Errors | Warnings | Server |
| Cur | Max | Limit | Cur | Max | Limit | Cur |Max | Limit | Total | LbTot |Last| In | Out  Req Resp Req| Conn | Resp | Retr | Redis | Status | LastChk | Wght | Act | Bck | Chk | Dwn | Dwntme | Thrtle
Frontend | | of 2] [ 1] 2] sa2r2] g | | 10188] 9209 o o 4] | 1 | OPEN | |

backendnodes
| Sessionrate | Sessions | Bytes | Denied | Errors | Warnings | Server |
| Cur| Max | Limit | Cur | Max | Limit | Cur |Max| Limit | Total [LbTot| Last | In | Out |Req|Resp Req|Conn Resp Retr|Redis Status |  LastChk | Wght Act|Bck Chk|Dwn | Dwntme | Thrtie
aws of of -[ of 1 o 1 - 5| 5| 15mass| 513 6045 0 o o o 0| 18m4sUP | rL4oKind3dms | 1 | Y | - | of o os| -

Choose the action to perform on the checked servers : Apply
Queue Session rate Sessions ytes Denied Errors. Warnings Server
Cur | Max | Limit | Cur | Max | Limit | Cur | Max | Limit | Total | LbTot | Last| In Out  Req| Resp Req| Conn | Resp | Retr | Redis  Status | LastChk | Wght | Act | Bok | Chk | Dwn | Dwntme | Thrile
Frontend of 2f - 2] 2| soa2m2[ 4] | 6305 87379| 0 of 1] | OPEN |
Backend of of o of of o s2428] o] of os| 6305 s7379] o [ | of of 0 o 1smasup | [oJolo] T o I
eo0e EC2 Management Console X+

ead4-NodeGroup-15B40ESXCYMHW view=detalls ¥ a0 @

< C @ us-west- nsole.aws.amazon.com/ec2/autoscaling, ?regi ksctl-Example-nodegroup-ng-74a

Services v Resource Groups ~

< 'g group 0 & 0

Limits
=] INSTANCES Filter: | Q Filter Auto Scaling groups X 1101 of 1 Auto Scaling Groups
Instances
Launch Tomplates @ Name ~ Launch Configuration/~ Instances ~ Desired - Min ~| Max - Availability Zones - Default Cooldown ~ Health Check Grac~
Spot Requests @  ckscti-Example-nodegroup-ng-74a0eadd-N. eksct-Example-nodegr... 2 2 2 2 us-west-2a, us-west-2b, us-. 300 0
Reserved Instances
Dedicated Hosts
Scheduled Instances
Capacity Reservations
=) IMA Auto Scaling Group: eksctl-Exampl \g-74 d4 _B— Q=]

AMIs

Bundle Tasks Details | Activity History  Scaling Policies | Instances = Monitoring | Notifications | Tags | Scheduled Actions Lifecycle Hooks

= e Launch Template (i eksotl-Example-nodegroup-ng-74a0eadd Availability Zone(s) (i Us-west-2a, us-west-2b, us-west-2c Edit
Volumes
Snapshots Launch Template Version (i) 1 Subnet(s) (i)  subnet-0f280fd2c37391773 subnet-
0713be7435b708a5d,subnet-
Lifecycle Manager Launch Template Description (i - 018dfbfd102ac7e31
=) NETWORK & SECUR
Instance T - i i
Securty Groups nstance Types (i Classic Load Balancers (i
Elastic IPs Spot Allocation Strategy (| Target Groups (|
Placement Groups
Key Pairs Optional On-Demand Base (i 0 Health Check Type (i EC2
Network Interfaces On-Demand Percentage () 0% Health Check Grace Period (i) 0
=] LOAD BALANCING Desired Capacity (i 2 Instance Protection (i
Load Balancers
i 2 Termination Policies (1) Default
Target Groups in Q@
oo Max B 2 Suspended Processes (i
Launch Configurations Placement Groups (i
Auto Scaling Groups
bhttps:jus- west-2.cor zon.comec? —us-west 24
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Chapter 8: Using GitOps Principles
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config B

server
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config B

L

’ I ’ N N

I Server 1 } ! Server 2 | I Server 1 | ! Server 2 |
| L ! | L !

| : L . ! | . L . !

| service H | service H | service H | service H

' ;g | ' v |

1 . ] . 1 . 1 .

) config A H ' config A H ) config B H ) config B H

) Y | J | Y ) YA

config B config B

Pt s‘ oo s‘ oo \‘ oo \‘ oo s‘ it s‘
i Server 1. | Server 2 . | Server 1. i Server 2 . i Server 1 . | Server 2 .
H ! 1 H [ ] ' ! 1
i service H i service H E service H E service H i service H i service H
! P i ! i i ! P i
i config A ! i config A ! E config A H E config A H E config B H E config B H
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Code Issues 0

Options

Collaborators & teams
Branches

Webhooks
Notifications
Integrations & services
Deploy keys

Security alerts

Moderation

Interaction limits

Pull requests 0 Wiki Security Insights

Deploy keys / Add new

Title

flux

Key

ssh-rsa <SECRET>

Allow write access

Can this key be used to push to this repository? Deploy keys always have pull access.

Add key

L Settings
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Chapter 9: Managing Workflows

Featul Featu Deploy in del Deploy i Deploy i
her:nr: » n mai brr: ch » SEa. » e:wronme:' sta.:::: t;:v » prod:'::t‘;:n:nv
Code Review Review Review
Review deployment deployment deployment
feature B
feature A /
| | || | | || | | master
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Chapter 10: Monitoring Logs and Metrics

24

Dashboard - Grafana X +

< C' ® Not Secure | grafana.example.local/d/hRRkihOZz/dashboard?orgld=1&refresh=5:

@ Dashboard - s © Last 5 minut

Requests by path

0.100

0.050

2

== /api/me/thoughts/ = /api/thoughts/ == /swaggerjson == /swaggerui/favicon-32x32.png

95% time (ms)

80 ms

40ms

20 ms

20:34

/== GET - /api/thoughts/ == GET - /swagger,json

POST - /api/me/thoughts/
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tail -f /var/log/syslog

c

x  +

A Not Secure

syslog.example.local/

—

10:45:12 INFO [ABC123] logl3
10:45:13 INFO [ABC123] logl4
10:45:14 INFO [ABC123] logl5

Aug 11 17:29:51 10-1-0-27.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 467/469] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:2
9:51 2019] GET / => generated @ bytes in 13 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:30:02 10-1-0-27.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 468/470] 127.0.0.1 () {28 vars in 306 bytes} [Sun Aug 11 17:
0:02 2019] GET / => generated @ bytes in 1 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core 0)
Aug 11 17:30:04 10-1-0-26.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 472/472] 127.0.0.1 () {28 vars in 306 bytes} [Sun Aug 11 17:
0:04 2019] GET / => generated @ bytes in 1 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:30:07 10-1-0-26.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: ©|req: 473/473] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
0:07 2019] GET / => generated @ bytes in 2 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:30:20 10-1-0-27.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 469/471] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
0:20 2019] GET / => generated @ bytes in 1 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:30:32 10-1-0-27.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 470/472] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
0:32 2019] GET / => generated @ bytes in 2 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:30:34 10-1-0-26.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 474/474] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
0:34 2019] GET / => generated @ bytes in 1 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:30:37 10-1-0-26.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 475/475] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
0:37 20191 GET / => generated 0 bytes in 1 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:30:50 10-1-0-27.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 471/473] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
0:50 2019] GET / => generated @ bytes in 2 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:31:02 10-1-0-27.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 472/474] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
1:02 2019] GET / => generated @ bytes in 1 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:31:04 10-1-0-26.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 476/476] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
1:04 2019] GET / => generated @ bytes in 1 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:31:07 10-1-0-26.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 477/477] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
1:07 2019] GET / => generated @ bytes in 1 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:31:20 10-1-0-27.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 473/475] 127.0.0.1 () {28 vars in 306 bytes} [Sun Aug 11 17:
1:20 2019] GET / => generated @ bytes in 1 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core @)
Aug 11 17:31:32 10-1-0-27.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: @|req: 474/476] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
1:32 2019] GET / => generated @ bytes in 14 msecs (HTTP/1.1 302) 4 headers in 129 bytes (1 switches on core 0)
Aug 11 17:31:34 10-1-0-26.frontend-service.example.svc.cluster.local frontend: [pid: 7|app: ©|req: 478/478] 127.0.0.1 () {28 vars in 307 bytes} [Sun Aug 11 17:
frontend service A service B
ﬁ 10:45:00 INFO [ABC123] log
10:45:01 INFO [ABC123] log2
10:45:02 INFO [ABC123] log3
X-Request-ID: ABC123
— 10:45:03 INFO [ABC123] log4
10:45:04 INFO [ABC123] log5
10:45:05 INFO [ABC123] log6
X-Request-ID: ABC123
I
=9 10:45:06 INFO [ABC123] log7
10:45:07 INFO [ABC123] log8
P 10:45:08 INFO [ABC123] log9
<
10:45:09 INFO [ABC123] logl@
10:45:10 INFO [ABC123] logll
10:45:11 INFO [ABC123] logl2
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[ ] tail -f fvar/log/syslog X o+

C A Not Secure | syslog.example.local

Aug 12 20:25:47 10.1.0.83 frontend_uwsgi: [pid: 7|app: 0|req: 1/1] 127.0.0.1 () {28 vars in 307 bytes} [Mon Aug 12 20:25:47 2019] GET / => generated © bytes in 247 msecs (HTTP/1.1 302) 4
headers in 129 bytes (1 switches on core 0)

Aug 12 20:25:50 10.1.0.83 frontend_uwsgi: [pid: 7|app: 0|req: 2/2] 127.0.0.1 () {28 vars in 307 bytes} [Mon Aug 12 20:25:50 2019] GET / => generated © bytes in 2 msecs (HTTP/1.1 302) 4 he
aders in 129 bytes (1 switches on core @)

Aug 12 20:25:56 10.1.0.82 frontend_uwsgi: [pid: 7|app: @|req: 1/1] 127.0.0.1 () {28 vars in 307 bytes} [Mon Aug 12 20:25:56 2019] GET / => generated @ bytes in 144 msecs (HTTP/1.1 302) 4
headers in 129 bytes (1 switches on core 0)

Aug 12 20:26:03 10-1-0-80.thoughts-service.example.svc.cluster.local [2019-08-12 20:26:03,865] INFO [63517c17-5a40-4856-9F3b-904b18068876] app: REQUEST GET /api/thoughts/?search=speak

Aug 12 20:26:03 10-1-0-80. thoughts-service.example.svc.cluster.local [2019-08-12 20:26:03,962] INFO [63517c17-5a40-4856-9F3b-904b18068876] api_namespace: Searching with params %speaks

Aug 12 20:26:04 10-1-0-80.thoughts-service.example.svc.cluster.local [2019-08-12 20:26:04,337] INFO [63517c17-5a40-4856-973b-004b18068876] app: RESPONSE TIME 467 ms

Aug 12 20:26:04 10-1-0-80.thoughts-service.example.svc.cluster.local [2019-88-12 20:26:04,338] INFO [63517c17-5a40-4856-9f3b-904b180688f6] app: RESPONSE STATUS 200

Aug 12 20:26:04 10-1-0-80.thoughts-service.example.svc.cluster.local thoughts_backend_uwsgi: [pid: 7|app: @|req: 1/1] 10.1.0.83 () {32 vars in 445 bytes} [Mon Aug 12 20:26:03 2019] GET /a
pi/thoughts/?search=speak => generated 126 bytes in 475 msecs (HTTP/1.1 200) 3 headers in 124 bytes (1 switches on core 0)

Aug 12 20:26:04 10.1.0.83 frontend_uwsgi: [pid: 7|app: 0|req: 3/3] 10.1.0.67 () {54 vars in 1611 bytes} [Mon Aug 12 20:26:03 2019] GET /search?search=speak => generated 1652 bytes in 637
msecs (HTTP/1.1 200) 3 headers in 110 bytes (1 switches on core 0)

Aug 12 20:26:11 10.1.0.82 frontend_uwsgi: [pid: 7|app: O|req: 2/2] 127.0.0.1 () {28 vars in 307 bytes} [Mon Aug 12 20:26:11 2019] GET / => generated @ bytes in 0 msecs (HTTP/1.1 302) 4 he

(] tail -f fvar/log/syslog x 4+

<« C A Not Secure | syslog.example.local/?filter=ERROR * B9 0 @ :

tail -f /var/log/syslog

Aug 12 20:36:28 10-1-0-80. thoughts-service.exanple.svc.cluster.local [2019-08-12 20:36:28,349] ERROR [4596e6cf-f0aB-4fc2-95e7-87f539c43a7c] app: Exception on /api/me/thoughts/ [POST]#@12Tracebac
k (most recent call last):#012 File "/opt/venv/lib/python3.6/site-packages/flask/app.py", line 1813, in full_dispatch_request#012  rv = self.dispatch_request()#912 File "/opt/
venv/Lib/python3.6/site-packages/flask/app.py", line 1799, in dispatch_request#012  return self.view_functions[rule.endpoint] (++req.view_args)#012 File "/opt/venv/lib/python3.
6/site-packages/flask_restplus/api.py", line 325, in wrapper#012  resp = resource(xargs, «+kwargs)#012 File "/opt/venv/lib/python3.6/site-packages/flask/views.py", Lline 88, in
view#dl2  return self.dispatch_request(xargs, x+kwargs)#012 File "/opt/venv/lib/python3.6/site-packages/flask_restplus/resource.py”, line 44, in dispatch_request#912  resp =
meth(xargs, *+kwargs)#012 File "/opt/venv/lib/python3.6/site-packages/flask_restplus/marshalling.py”, line 136, in wrapper#012  resp = f(xargs, *xkwargs)#012 File "./thoughts_
backend/api_namespace.py", line 80, in post#012  raise Exception('Unexpected error!')#012Exception: Unexpected error!

P - - ———-—-—

Service A

pod /metrics aggregation

visualization

jmmm————————
\-----

Tttt Prometheus |++++-+++{ Grafana

P T T

. A Y
Service B}

/metrics

o
o
Q

pmm—mmm——————y

\-----

L Y 4

(EEEFERENTRNNNNNN

b
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[ @ @ thoughts.example.local/metric X +

.o

<& C ® Not Secure | thoughts.example.local/metrics w a8 O o

# HELP python gc objects collected total Objects collected during gc

# TYPE python_gc_objects_collected total counter

python gc_objects collected total{generation="0"} 3563.0
python_gc_objects_collected_ total{generation="1"} 574.0

python _gc_objects _collected total{generation="2"} 6.0

# HELP python_gc_objects_uncollectable_total Uncollectable object found during GC
# TYPE python_gc_objects_uncollectable_total counter
python_gc_objects_uncollectable total{generaticn
python_gc_objects_uncollectable total{generation
python gc_objects uncollectable total{generation=

# TYPE req time histogram

req_time bucket{endpoint="prometheus metrics",le="0.005",method="get",status_code="200"} 0.0
req_time bucket{endpoint="prometheus metrics",le="0.01",method="get",status_code="200"} 0.0
req_time_bucket{endpoint="prometheus_metrics",le="0.025",method="get",status_code="200"} 0.0
req_time bucket{endpoint="prometheus metrics",le="0.05",method="get",6status_code="200"} 0.0
req_time bucket{endpoint="prometheus_metrics",le="0.075",method="get",status_code="200"} 0.0

® © ® & Pprometheus Time Series Colle: X =
<« C A Not Secure | prometheus.example.local/graph?g0.range_input=6h&g0.expr=flask_http_request_total&g0.tab=0 * 8 0o @0
Prometheus r Sraph  Status ¥ Help

O Enable query history

Load time: 12ms

flask_http_request_total

Execute - insert metric at cursor - ¢

Graph  Console

Resolution: 865
Total time series: 2

=  6h + « | Until » Res. (s) O stacked

_http_requ

Remove Graph

Add Graph

[51]



& Prometheus Time Series Colle: X +

< C' ® Not Secure | prometheus.example.local/targets

Prometheus Alerts Graph Statu

Targets
All Unhealthy

example (3/3 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://frontend-service:80/metrics uP instance="frontend-service:80" 25.783s ago 5.308ms
http://thoughts-service:80/metrics up instance="thoughts-service:80" 42.281s ago 8.061ms
http://users-service:80/metrics UP instance="users-service:80" | job="example" 38.802s ago 4.578ms
®  ® /A Home- Grafana x 4+
<« C  © Not Secure | grafana.example.local/?orgld=1 * B 9 0

Dashboard

Home Dashboard

&8

Add Users

L %

Explore plugin repository
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[ © /3 Dashboard - Grafana X +

< c @ Not Secure | grafana.example.local/d/hRRkihOZz/dashboard?orgld=1&refresh=5s&from=now-5m&t

- O Last 5 minutes ¥

Requests by path

20:32 2 20:34 20:35

== /api/me/thoughts/ == /api/thoughts/ == /swagger.json /swaggerui/favicon-32x32.png

95% time (ms)

0ms
20:32 pluck]

== GET -/ == GET - /api/me/thoughts/ == GET - /api/thoughts/ == GET - /swagger.json
GET - /swaggerui/favicon-32x32.png == POST - /api/me/thoughts/
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73 Dashboard - Grafana X 4+

<« C @ Not Secure | grafana.example.local/d/hRRk:

Requests by path

0.100

e/thoughts/ = /api/thoughts/ aggerjson

Query default

Metrics + sum(rate(flask_http_request_duration_seconds_count[5m])) by (path)

Legend © {{path}} Minstep @ Resolution 1/1 ~ Format Time series ~ Instant @ Prometheus

Mintime interval @ Relative time Time shift
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[} ® /3 Dashboard - Grafana X +

<« C A Not Secure | grafana.example.local/d/hRRkihOZz/dashboard?orgld=1&refresh=5s&from=now-3h&to=now ¥ a2 0 @ :

B Share Link Snapshot

“ Export for sharing externally

Save to file
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Chapter 11: Handling Change,
Dependencies, and Secrets in the System

No color images

[561]



Chapter 12: Collaborating and
Communicating across Teams
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