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Chapter 2: The AWS Overview
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Chapter 3: Installing PowerShell Core and
AWS Tools

Platform Downloads  How to Install
Windows 10 / Server 2016 (x64) msi Instructions
Windows 8.1 / Server 2012 R2 (x&4) misi Instructions
Windows 7/ Server 2008 R2 (x64) msi Instructions
Windows ¥ (x86) misi Instructions
Ubuntu 16.04 deb Instructions
Ubuntu 14.04 deb Instructions
Dehian & deb Instructions
CentDs 7 rpm Instructions
Red Hat Enterprise Linux 7 rpm Instructions
OpenSUSE 42.1 rpm Instructions
Arch Linux Instructions
Many Linux distributions Applmage Instructions
mac0s 10,12 pkg Instructions
Docker Instructions







Get-Module
\program files\powershel 0.0-beta.2\Modules
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Chapter 4: AWS Identity and Access
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PS C:\» Get-Content -Raw D:\MyCustomPolicy.json
1
"Version": "2812-18-17",
"Statement”: [
{
"Action™: [
"s3:GetBucketLocation”,
:GetBucketNotification”,
:GetBucketTagging”,
rList=",
s:Get*"”,
s:list*",
:GetTopicAttributes”,
rList=",
"sgs:GetQueueAttributes”,
"sgs:ListQueues”,
"tag:Get*®"

W oW N
T 0w W W

"Effect": "Allow™,
"Resource™: "="

PS C:\> New-IAMPolicy -PolicyMName MyAppCustomPolicy -PolicyDocument (Get-Content -Raw D:\MyCustomPolicy.json)

Arn roarn:aws:iam::872316406132:policy/MyAppCustomPolicy
AttachmentCount : 8

CreateDate  6/5/2017 7:11:43 PM

DefaultVersionId : vl

Description

IsAttachable : True

;

PolicyId : ANPATONWILCYMEIPEH5Q4

PolicyName : MyAppCustomPolicy
UpdateDate : 6/5/2017 7:11:43 PM

PS5 C:%\> Get-AWSCredential
ProfileName StoreTypelName

PowerShellProfile MetSDKCredentialsFile
default NetSDKCredentialsFile
TestProfile NetSDKCredentialsFile

PS C:\> Remove-AWSCredentialProfile -Profilelame TestProfile

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-AWSCredentialProfile” on target "TestProfile”.

[Y] Yes [A] Yes to All [N] Mo [L] Ne to All [S] Suspend [?] Help (default is "¥"): ¥
PS C:\> Get-AWSCredential -ListProfileDetail

ProfileName StoreTypelame Profilelocation

PowerShellProfile NetSDKCredentialsFile
default NetSDKCredentialsFile




Chapter 5: AWS Virtual Private Cloud
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Get-EC2VPC |Format-Table
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View: | Allrules v
Rule # Type Protocol PortRange Source  Allow/Deny
100 ALL Traffic ALL ALL 0.0.0.0/0 ALLOW
* ALL Traffic ALL ALL 0.0.0.0/0 DENY

View: | Allrules v
Rule # Type Protocol PortRange Destination Allow/Deny
100 ALL Traffic ALL ALL 0.0.0.0/0 ALLOW
* ALL Traffic ALL ALL 0.0.0.0/0 DENY

View: | All rules v

Rule # Type Protocol PortRange  Source = Allow [ Deny
60 S58H (22) TCP (6) 22 0.0.0.0/0 ALLOW
70 HTTPS (443) TCP (6) 443 0.0.0.0/0  ALLOW
80 HTTPS (443) TCP (6) 443 0.0.0.0/0 DENY
100 ALL Traffic ALL ALL 0.0.0.0/0 ALLOW
* ALL Traffic ALL ALL 0.0.0.0/0 DENY

zon.EC2.Model .MetworkAclEntry, Amazon.EC2.Model.MNetworkAclEnt




Get-ECZNetworkacl ai . ) .Associations

MetworkAclAssociationId NetworkAclId

subne
subnet
subne

subnet

Associations

ociations

Entries |format-table

Type Protocol Port Range  Source

ALL Traffic ALL ALL sg-5be1fd25




Group IpPermissions |Format-Table

[ IpProtocol H Fromﬁort ; ToPort ; IpRanges

[ IpProtocol ; FromPort




Chapter 6: AWS Elastic Compute Cloud

All instance types

Micro instances

General purpose

Compute optimized
FPGA instances
GPU instances
GPU compute
Memory optimized

Storage optimized

Mem Dedicated EBS
Maodel viGPL _ Storage ) _
(GIB) Bandwidth (Mbps)
EBS-
c4 large 2 3.75 500
Only
EBS-
cd . xlarge 4 (] 750
Only
EBS-
cd 2xlargs a 15 1,000
Only
EBS-
cd dxlargs 16 30 2,000
oy
EBS-
c4 Bxlarge 36 a0 4 000
Only
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PS5 C:\» New-EC2Instance ami-c58c1dd3 -Associa licIp $true -MinCount -MaxCount -SubnetId subnet-c843dd8@ -Instance

bPressApp -Securit

: {MyWebPressApp}
: 872316406132

: r-884e@e@d2ac3fabda

PS C:\> Get-ECZInstance
GroupNames Groups Instances ReservationId RunningInstance

{Powershell} 872316406132 r-83b32f874f16767da {Powershell}
{MyllebPressApp} 872316486132 r-e84e@ed42ac3fabda {MylWebPressapp}

PS C:\>» (Get-ECZInstance -Filter @{ Name= ; Values= }).Instances

AmilLaunchIndex H

Architecture : xB6_64

BlockDeviceMappings i {/dev/xvda}

ClientToken H

EbsOptimized : False

EnaSupport : True

Hypervisor T xen

IamInstanceProfile

ImageId : ami-c58cldd3

Instanceld 1 1-Bcabb47fc9e824f2c
InstanceLifecycle :

InstanceType : t2.micro

KernelId H

KeyName 1 MylWebPressApp

LaunchTime : 6/15/2817 2:37:38 PM
Monitoring : Amazon.EC2.Model .Monitoring
NetworkInterfaces : {ip-1@-8-2-122.ec2.internal}
Placement : Amazon.EC2.Model.Placement
Platform

PrivateDnsName : ip-18-8-2-122.ec2._internal
PrivateIpAddress : 18.8.2.122

ProductCodes S

PublicDnsName : ec2-54-289-21-209.compute-1.amazonaws. com
PublicIpAddress 1 54.289.21.289

RamdiskId :

RootDeviceName : fdev/xvda

RootDeviceType : ebs

SecurityGroups : {bastion_ps}
SourceDestCheck : True

SpotInstanceRequestId

SriovNetSupport :

State 1 Amazon.EC2.Model.InstanceState
StateReason H

StateTransitionReason

SubnetId : subnet-c843ddge

Tags t {

VirtualizationType !

VpcId : vpc-a6bb6edf




PS C:\> Set-Alias ssh
PS C:\>» get-alias ssh

CommandType Name Version Source

ssh -» ssh.exe

PS C:\» ssh -1 ec2-user@54.289.21.289
Last login: Thu Jun 15 23:24:37 2817 from pppll8-218-156-36.brasl.adl6.internode.on.net

Amazon Linux AMI

https://aws.amazon.com/amazon-linux-ami/2@817.83-release-notes/
8 package(s) needed for security, out of 12 available

Run "sudo yum update” to apply all updates.
[ec2-user@ip-18-8-2-122 ~]% sudo su - root

Last login: Thu Jun 15 23:24:56 UTC 2817 on pts/@
[root@ip-18-8-2-122 ~]#

8 1= -Ttr
total 4
—F———————- 1 ramesh ramesh 1676 Jun 15 19:21 MyWebPressApp.pem

~ S AWSKey
§ =zh -1 "MyWebPressApp.pem” ecZ-user@s4. 209,21, 209
The authenticity of host "54.209.21.209 (54.209.21.209)" can't be established.
ECDSA key Tingerprint 1s SHA256 :wlViQo5RLAwajWDSs FxagdHyYc3L1RukKevlT /J8Z027ZUk.
Are wou sure you want to continue connecting (ves,/no)? ves
Warming: Permanently added '54.209.21.209" (ECD5A) to the Tist of known hosts.

— —l= 3
I J Amazon Linux AMI

https://aws. amazon. com/amazon-11nux-am /2017. 03-release-notes/
8 package(s) needed for security, out of 12 available

Run "sudo wum update™ to apply all updates.
[ec?Z-user@ip-10-0-2-122 ~]% sudo su - root

[root@1p-10-0-2-122 ~]# df -h

Filesystem S5ize Used Avail Use% Mounted on

devtmpfs 4 88M 56K 488M 1% /dew

tmpfs= 497M 0 497M 0% Sdev/shm

Sdev Hovdal 7.8G 975M 6&.8G 13% [




Ps C:\> $ip =

PS C:\> Set-Item WSMan:\localhost\Client\TrustedHosts $ip

WinRM Security Configuration.

This command modifies the TrustedHosts list for the WinRM client. The computers in the TrustedHosts list might not be authenticated. The client might send
credential information to these computers. Are you sure that you want to modify this list?

[¥] Yes [N] Mo [S5] Suspend [?] Help (default is "Y"): Y

PS C:\> Get-EC2PasswordData -Instanceld i-e@dd7a63caddbl8fl -PemFile C:\Users\ramesh\AWSKey\MyWebPressApp.pem
Vz7ReA$$%s

PS C:\»> Enter-PSSession -ComputerName $ip -Credential ~\Administrator

Windows PowerShell credential request

Enter your credentials.

password for user ~\Administrator:

[root@ip-18-8-2-122 ~]# curl http://169.254.169.254/1latest/meta-data/
ami-id
ami-launch-index
ami-manifest-path
block-device-mapping/
hostname
instance-action
instance-id
instance-type
local-hostname
local-ipvé

mac

metrics/

network/

placement/

profile
public-hostname
public-ipwv4
public-keys/
reservation-id
security-groups
services/[rootgip-18-6-2-122 ~]#

[root@ip-18-8-2-122 ~]# curl http://169. . .254/1atest/meta-data/instance-id;echo
i-8cabs47fcoes24f2c

[root@ip-18-8-2-122 ~]# curl http://169. . .254/1atest/meta-data/public-ipv4;echo
54.289.21.289

[root@ip-1@-8-2-122 ~])# curl http://169. . .254/1atest/meta-data/hostname;echo
ip-18-8-2-122.ec2.internal

[root@ip-1@-8-2-122 ~]# curl http://169. . .254/latest/meta-data/ami-id;echo
ami-c58cldd3

[root@ip-1@-8-2-122 ~]# curl http://169. . .254/latest/meta-data/local-ipvd ;echo
18.8.2.122




PS C:\» (Get-EC2Instance -Filter @{ Name= ; Values=
i-8cabbd7fc9eB824f2c
PS C:\» (Get-EC2Instance -Filter @{ Name= ; Values=

Code Name

16 running

PS5 C:\» Stop-EC2Instance wceld i-8cabe47fc9e824f2c

Instanceld PreviousState

Amazon.EC2.Model.InstanceState i-Bcab647fc9e824f2c Amazon.EC2.Model.InstanceState

PS C:\> (Get-EC2Instance -Filter @{ ; Values=
i-Bcabb47fc9e824F2c
PS C:\> (Get-EC2Instance -Filter ; Values=

Code Name

88  stopped

PS C:\» (Get-EC2Instance -Filter ; Values=
i-Bcabb47fc9e824f2c
PS C:\» (Get-EC2Instance -Filter ; Values=

Code Name

88  stopped

PS C:\» Start-EC2Instance

CurrentState

Amazon.EC2.Model.InstanceState i-8cab647fc9e824f2c Amazon.EC2.Model.InstanceState

PS C:\» (Get-EC2Instance -Filter @{ Name= 5 Values=
i-Bcabb47fc9e824f2c
PS C:\» (Get-EC2Instance -Filter @{ Mame= 5 Values=

Code Name

16 running

PS C:\» (Get-EC2Instance
i-Bcab647fc9e824f2c

PS5 C:\» (Get-EC2Instance
52.54.158.159

PS C:\>» New-EC2Address -Domain Vpc

AllocationId Domain PublicIp

eipalloc-2f34941f wpc 52.22.141.99

PS C:\> Register-EC2Address -Instanceld i-Bcab647fc9e824f2c
eipassoc-2851b91a

PS C:\» (Get-EC2Instance -Filter @{ Name= ; Values=
i-Bcab647fc9e824f2c

PS5 C:\» (Get-EC2Instance
52.22.141.99

r @{ Mame- ; Values=

Ip 52.22.141.99

).instances.instanceid

5\

).instances.state

.instances.instanceid

.instances.state

) .instances.instanceid

.instances.state

}).instances.instanceid

}).instances.state

}).instances.instanceid

}).instances.PublicIpAddress

}).instances.instanceid

}).instances.PublicIpAddress




; Values .instances.instanceid

t! ope ion emo E nstan
A] Yes to All [N] No [L] Mo to

; Values .instances.

nstance { ; Values }).instances.

mentGroup
ce

Add-IAMRoleTo anceProfile
EC2Inst, ami




Create Volume

Volume Type [
Size (GIB) [

IOPS [

Throughput (MB/s) [
Availability Zone [ j
Snapshot D [

Encryption [

General Purpose 35D (GP2)

100 (Min: 1 GiB, Max: 16384 GiB)

300 /3000 (Baseline of 3 IOPS per GiB with a
minimum of 100 I0PS, burstable to 3000

IOPS)
Mot Applicable

us-east-1a b

Volume |Select-Object At

olume

Format-Table

Format-Table




ion to 54.175. .
Add-EC2Volume i 3 vol-ebaf

mination

7 from ppp 1 .brasi.: .i node.on.net




Chapter 7: AWS Simple Storage Service

L ] T ] tage!
Armazon EFS Amazon 53 Amezon Glacier Amazon EBS Amazon ECZ
Lo s Instamcs Stons
g . TR
i / Object 7\ Block

Ps D:\Data> Get-AWSCredential

ProfileName StoreTypehlame ProfilelLocation

PowershellProfile N

default

NeilProfile \ entialsFile
SharaProfile \ {1 entialsFile




PS D:\Data>» Get-Content -Raw D:\Data\IAMPolicies\S3UserHomeDirectoryiccess. txt
{
"Version": "2812-10-17",
"Statement": [
{
"Effect”: "Allow",
“Action”: [
"s3:ListAllMyBuckets”,
"s3:GetBucketlLocation”

»

"Resource”: "arn:aws:s3:::*®

"Effect”: "Allow",

"Action”: "s3:ListBucket”,

"Resource”: "arn:aws:s3:::myfirstpowershellbucket”,
"Condition™: {"StringLike": {"s3:prefix": [

x
"home/",
"home/${aws:username}/*"

B3

"Effect™: "aAllow",

"Action™: "s3:®",

"Resource"”:
"arn:aws:s3:::myfirstpowershellbucket/home/%{aws:username}”,
"arn:aws:s3:::myfirstpowershellbucket/home/${aws:username}/*"

PS D:ZDatar Set-AWSCredentials -Profilebame MNeilProfile
PSs D:\Datar» Get-IAMUser

Arn : arn:aws:iam::872316486132 :user/neil
CreateDate : 6/19/2017 1:36:31 PM
PasswordLastUsed : 1/1/8661 12:86:86 AM

Path )

UserId : ATDATEQORPIZRAGHAIYAC

UserMame : neil




PS D:\Data> Write-S30bject myfirstpowershellbucket
a> Write-S30bject myfirstpowershellbucket

: a» Set-AWSCredentials SharaProfile
PS D:\Data» Get-IAMUser

: arn:aws:iam::072316486132:user/shara
6/19/2017 1:36:31 PM
PasswordLastUsed : 1/1/08@1 12:80:6@ AM

DAJJL2QR42TIBOQRNLIG
: shara

PS D:\Data> Write-S30bject myfirstpowershellbucket
PS D:\Data> Write-S30bject myfirstpowershellbucket

PS D:\Data> Get-Content D:\data\Policies\S3BucketPolicyExample.json
{

"Id": "Policy1497862132689",

"Version": "2812-1@-17",

"Allow",
"Resource": "arn:aws:s3:::myfirstpowershellbucket/=",
"Principal”: {
. "l

arn:aws:iam::072316406132:user/shara”

mt1497862126133",
on": [
:DeleteObject”,
:DeleteObjectVersion”

3
3

1.
"Effect”: "Deny”,
"Resource": "arn:aws:s3:::myfirstpowershellbucket/*",
"Principal”: {

"I

arn:aws:iam::072316406132; user/shara”

Ps C:\» Get-S3BucketPolicy myfirstpowershellbucket

PS C:\> Write-53BucketPolicy myfirstpowershellbucket (Get-Content D:\data\Policies\S3BucketPolicyExample.json)

Ps C:\» Get-S3BucketPolicy myfirstpowershellbucket

{"Version":"2@12-10-17","Id": "Policy1497862132669", "Stat [{"Sid":" 497862055498", "Effec Allow","Principal™:{"AWS":"arn:aws:iam
r/shara™}, "Action”:["s3:GetObject™,"s3:PutObje . B B :myfirstpowershellbucket/*"},{"sid":" 6 6133", "Effect

"AWS™:"arn:aws:iam 723164961:2:user/shar'a"},‘V‘u ion":["s3:DeleteObject”, 53:Dele’.ecbjec:\/ersiuﬂ”:,"Resuur‘ce”:




Write-S30bject
Remove-530l

Write-S30bject
Get-53ACL

‘ublicFile

IyPublicFile txt

Manage users

Users Object access

Manage public permissions

Group Object access

Group Object access

Permissions access

Permissions access

Permissions access




MyFPublicFile txt

Owerview

Permissions

Last activity
e

| L v, L

Etag
4

Get-Content

tement” :

"Resourc

"Principal”:

ms 180

ms
6 ms 1.1486 ms




Get-Content

subnet-b262c19e | privated_ps

Surmmany Route Table Taps
Route Table:
Destination

a ]




om
38 hops m

(N S TT R N

=

Virginia
(US-EAST-1) 24% faster

53 Direct Upload Speed

Upload complete

53 Accelerated Transfer Upload Speed

Upload complete




Write-S3BucketAccelerateConfiguration
Get-S3BucketAccelerateConfiguration

elerateC guration
AccelerateConfiguration

Write-S3BucketVersioning
Get-S3BucketVersioning

Write-53BucketVersioning
Get-53BucketVersioning




Lifecycle rule X

@ Name and scope @ Transitions @ Expiration @ Review

Name and scope

Name MyBackupLifeCyclePolicy
Scope Whole bucket
Transitions

For current version of objects
Transition to Standard-IA after 30 days

Transition to Amazon Glacier after 60 days
Expiration

Expire after 365 days




Cross-region replication

@ Enable cross-region replication &

Source Destination

~eglon: US East (N. Virginia) . . |
(us-east-1) Asia Pacific (Mumbai) v
‘ Whole bucket v
Select bucket v

Destination storage class

‘ Select a storage class

Select role

‘ Select an IAM role

() Disable cross-region replication

Cancel




» Remove-S3Bucket myfirstpowershellbucket

AM myfirstpowershellbucket

rsecondpowershellbucket

ndpowershellbuc

myfirstpowershellbucket

Get-S3Bucketlocation




Get-S30bje
Write-S30bject

dir
Read-530bject

Get-530bject | 2 { y } | Read-S30bject




Chapter 8: Elastic Load Balancer

123.234.123.238 Zone A
]
123.234.123.236 - E
—? E
123.234.123.234
some-elb-name.
amazonaws.com
123.234.123.237 Zone B
[~
123.234.123.235 S E
LF

123.234.123.239

Internet Users US West

VPC

@ Web Server 1

L J




Internet Users US West

VPC
— @
Web Server 2
-G— =
Elastic Web Server 1

Load Balancer
— B

Web Server 3




Feature Classic Load Balancer Application Load Balancer

Protocols HTTP, HTTPS, TCP, 551 HTTF, HTTPS
Platforms EC2-Classic, BEC2-VPC BC2APC
Sticky sessions (cookies) o load balancer generated
Idle connecticn timeout W o
Connection draining W o
Cross-zone load balancing t W Always enabled
Heazlth checks T 1 o Improved
CloudWatch metrics o Improved
Arccess logs W Improved
Host-based routing o
Path-based routing o

Route to multiple ports on a single instance o
HTTP/Z support v
Websockets support v

Load balancer deletion protection v




Get-ELBAccountLimit

Name Subnet ID State Available 1Pvd IPvE CIDR Auwailability Zone

subnet-!

subnet-h20d3ele

R
=)

subnet-b26

R
=)

5g-638f1612 | ClassiclB-5G
Summary Inbound Rules Cutbeund Rules
Type Protecol = Port Range  Source
HTTF {380} TCP (5 20 0.0.0.000

New-Object A
Protocol




el

=

L)
-I_‘J'--\ 1
AWS Users

St
o

Customers
({front endipublic access)

Open Internel
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w.
a
3
=
H ﬁ
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Name ; }).Instances.Instanceld

Name H s .Instances.Instanceld




“ C | @ myfirstclassiclb-1809645133.us-east-1.elb.amazonaws.com

This 15 my first web server

< C | @ myfirstclassiclb-1809645133.us-east-1.elb.amazonaws.com

This 1s my second web server

myfirstclassiclb

ameID

OnNawWs . COm

[ Y

5
5

(Get-ELBLoadBalancer myfirstclassiclb).HealthCheck

yThreshold




Set-ELBHealthCheck

(Get-ELBLoadBalancer ) ) .HealthCheck

Get-ELBLoadBalancer yfirstclassiclb).ListenerDescriptions.Listener

d-bala

oups

per-application-load-ba
listeners-per-application-lo

rules-pe pplication-load-bala




subnet-b

New-Object
d

New-Object
id
> Register-EL arget

> Register-ELB2Target

.Target

.TargetHeal

TargetHeal




& C | @ myfirstalb-2030720075.us-2ast-1.elb.amazonaws.com

This 1s my first web server

“— C | @ myfirstalb-2030720075.us-2ast-1.elb.amazonaws.com

This 1= my second web server




Remove-EC2Instance

Confirm

su
Performing the ope o Instance
[¥] Yes [A] Yes to No to All

Remove-EC2Instance




Chapter 9: Auto Scaling

© Actual Demand o Capacity
10 — 0
7.5
Not enough
50 capacity
Too much
capacity
2.5
0
Week 1 Week 2 Week 3 Week 4
© Actual Demand © Capacity
9

Always outpaces demand
6.75

4.5

2.25

0
Week 1 Week 2 Week 3 Week 4 Week 5 Week 6 Week 7 Week8




EC2 Instance

k4

Auto Scaling
ETOUp

Attachinstances

Detaching

Detachinstances

h

—| Detached

( Terminating: Wait

!

[’['erminnting:]’mceed

b

¥|_/

ECZ_INSTANCE_TERMINATING
lifecycle hook

Scale out

Fail

Pending: Wait

I

Pending:Proceed

ECZ_INSTANCE_LAUNCHING

lifecyche hook

health | sealein
cheack

EnterStandby

Terminating

EnteringStandby

I

(

Standby

ExitStandby




Fleet Management

|
|
i_ EC2 Instances
\

" — — — —_— — — o —

| Autu Scz-lling-grnup




Dynamic Scaling

“ }: ELB

/ AN

L & Mg 4 L rF .

EC2 Instances

Auto Scaling group

\» Get-ASAccountLimit

s Number




yum upd
yum install

htt

nod -a -G wWww

from var,
rl http:// d: 1 J a-data/instance-id’

WorldPr




ice httpd start
chkconfig httpd on
groupadd wew
usermod -3 -0 Wi

chown -R roo

chmod 2¥75 Jvar/wWwd

find fvar/wwd -type d

find fvar/wwd -type f

echo "I am coming from " >

export myhost="curl http:
echo fmyhost »>>

instance-id’

New-Object A
Protocol
.LoadBalancerPort




< C | O myclb-553220444.us-east-1.elb.amazonaws.com

[ am coming from 1-07ed4ac4d39667284

< C | @ myclb-553220444.us-east-1.elb.amazonaws.com

[ am coming from 1-0f0f351fb14aache3

et-ASAutoScalingGroup -Aut i ame ).Instances | ¢ A ScalingInstance

6

1igInstance| format-table -p




4
Instances

Get-ASAutoScal

Instance| format-table

utoScalingInstance| format-table

.Instances

Get-ASAutoScalingInstance| format-table

Filter: Filfer Auf

B Name = Launch Configuration Instances Desired Miin Max

B \WebAppASG WWebAppLC 2 2 2

=3

Auto Scaling Group: WebAppASG

Details Activity History Scaling Policies Instances Monitoring Matifications

Add policy

WebAppScaleDown

Policy type:
Execute policy when:

Simple scaling

awsec2-VWebAppASG-High-CPU-Utilization

breaches the alarm threshold: CPUUtilization <= 40 for 300 seconds
fior the metric dimensions AutoScalingGroupMame = WebAppASG

Take the action:  Remove 1 instances

And then wait:

WebAppScaleUp

300 seconds before allowing another scaling activity

Policy type:
Execute policy when:

Simple scaling

awsec2-VWebAppASG-CPU-Utiization

breaches the alarm threshald: CPUUtlization == 80 for 300 seconds
for the metric dimensions AutoScalingGroupMame = WebAppASG

Take the action:  Add 1 instances

And then wait: 300 seconds before allowing another scaling activity

Availability Zones

Default Cooldown

1a, us-east-1b 300

Tags Scheduled Actions

Health Check Grac

10




Auto Scaling
Group

Pending Pending:Wait

InService Pending:Proceed

Auto Scaling
Group

Terminating Terminating:Wait

Terminated Terminating:Proceed

alingInstance| format-table

WebAppASG |Format-Table DesiredCapac




3
.Instances | Get- utoScalingInst format-table

.Instances | Get- utoScalingInst format-table




Format-Table Au

Format-Table Au

Format-Table n

SAutoScalingGroup S
AutoScalin ] A Format-Tabl




Launch

Terminate
HealthCheck
ReplaceUnhealthy
AfRebalance
AlarmNotification
ScheduledActions

AddToLoadBalancer

Get-ASAutoScalingGroup Format-Table S

dPr

Suspend-ASProcess

et-ASAutoScalingGroup Format-Table Susp

Suspend-ASProcess

Get-ASAutoScalingGroup Format-Table Susp

Unhealthy, AZRebalance, AlarmMotification...}




Resume-ASProcess
et-ASAutoScalingGroup

Resume-ASProcess
et-ASAutoScalingGroup

Auto Scaling group

Scale out ExitStandby
) y v
| Pending ]
. .f
Standby
A

EnteringStandby

I




d i-es5ba9441e9d65edff -A i 0 ame WebAppASG -S

€67a8079-2320-4e7a-88dC-675216394F52
lebAppASG
2017-087-11T6 instance i-@5ba%441e9d65eBff was moved to standby in response to a user request.
Moving EC2 instance Standby -85bagdd1e9d6seaff
{"Subnet ID":"subnet-b262c19e","Availability Zone":"us-east-1a"}
1/1/0e6l 12:60:68 AM

5
7/11/2017 2: 56 PM
InProgress
tatusMessage

PS C:\> (Get-ASAutoScalingGroup i ouphame WebAppASG).Instances | Get-ASAutoScalingInstance| format-table -property Instanceld,Healthstatus,lifec)
cleState

Instanceld Healthstatus
i-853fo8daac48361c? - InService
i-85bag441e9d65eaff ol Standby
1-8c32a482ebe32b44b HEALTHY Pending:Wait

PS C:\> Get-ELBInstanceHealth -load MyCLB

Description InstanceId ReasonCode State

fosdaac4s3sl InService

i-85ba9441e9d65eaff

beb45eff-2b7e-4abd-bedl-bof8546bbole
ebAppASG
Cause : At 2017-07-11T@4:56:89Z instance i-85ba9441e9d65e@ff was moved out of standby in response to a user reguest, increasing the capacity
from 2 to
Description : Moving EC2 instance out of Standby: i-85ba9441e9d65edff
Details : {"Subnet ID":"subnet-b262c1%e","Availability Zone":"us-east-1a"}
1/1/@081 12:80:88 AM
38
7/11/2017 2:56:89 PM
PreInService
StatusMessage

PS C:\» (Get-ASAutoScalingGroup u 0 ame WebAppASG).Instances | Get-ASAutoScalingInstance| format-table -p t tanceld,HealthStatus, Lifecy

i-85ba%9441e9d65e6ff HEALTHY I
-8c32a482ebe32b44b HEALTHY Inservice

PS C:\> Get-ELBInstanceHealth

ReasonCode S

i-853fe8daaca8361c7 N/
i-85ba9441e9d65e8FF N/A
i-8c32a482ebe32badb N/A InService

PS C:\> Remove-ASAutoScalingGroup -Aut N ouplame WebAppASG

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-ASAutoScalingGroup (DeleteAutoScalingGroup)™ on target "WebAppASG™.
[Y] yes [A] Yes to All [N] Mo [L] No to All [S] Suspend [?] Help (default is "Y"): Y

PS C:\> Remove-ASAutoScalingGroup -A 1 ouphame WebAppASG
PS C:\>




Chapter 10: Laying Foundation for RDS

Databases

Amazon RDS engines

Commercial Open source
ORACLE MHSQRL_
E PostgreSQL

§6ﬂlﬁ_ Server :7

MariaDB

Cloud native

Jrlll\

Amazon

\ ¥

MySQL Compatible
PostgreSQL Compatible




VPC

Public
Subnet

Private
Subnet

Private
Subnet

RDS DB
Instance 1

RDS DB
Instance 2

RDS DB
Instance N




Instance Type
Standard

db.m4 large
db.m4 xlarge
db.md Zxlarge
dib.md dxlarge
db.md.10xlarge
db.m3.medium
db.m3.large
db.m3xlarge
db.m3 2xlarge
Memory Optimized
db.r3.large
db.r3.xlarge
db.r3.2xlarge
dbr3.Sxlarge
db.r3.Bxlarge
Micro instances
db.t2.micro

db.t2.small

vCPU

16

40

16

Memory (GiB)

16

160

375

15

30

15
305
1
122

244

PIOPS-Optimized

Yes

fag

fias

Yes

Yes

fag

Yes

fag

fag

Yes

Network Performance

loderate
High
High
High
10 Gigabit
loderate
Iiaderate
High

High

loderate

Iaderate
High
High

10 Gigabit

Loy

Loww




High availability — Multi-AZ

(-

:

E 10.1.1.0/24

vy

10.1.0.0/16

Same instance |
type as master |

ﬂ 10.1.2.0/24

[r—

.—_—_p.

L ki

AWS Region




Read Replica

Read Replica

Master
Read Replica

Read Replica

Read Replica




Compliance

Aurora MySQL Oracle PostgreSQL
SOC1,2,3 sS0C1,2,3 SOC1,.2.3 SOC 1,2, 3
ISO 20001/9001 ISO 20001/9001 ISO 20001/9001 ISO 20001/9001
ISO 27107/27018 ISO 27107/27018 ISO 27107/27018 IS0 27107/27018
= PCI e EEIGDV Programs
o t'fs:';iA ET;E:EEA Singapore MTCS
HIPAA BAA
Moo ;K Gov. F’:{:‘Jrr;gs UK Gov. Programs
vidria ingapore Singapore MTCS Ch
S0C1,2,3 : SS;S&;:rver
- i ISO 20100’1!9001
ISO 27107/27018
PCI ISO 27107/27018
PCI
UK Gov. Programs
Singapore MTCS
SSL

Database traffic encryption

Available for all six engines




Encrypted
[l AWS KMS

Data key Encrypted data key

4
";’ | Master key(s) in
customer’'s account

Launch DB Instance ]

Your RDS instance

Controlled with database grants Controlled with IAM

o~ R
et N
'I L Fah

Users and DBA

DBA and Ops
m

Your database RDS

Applications




Security groups
Database IP firewall protection

Corporate address admins

_—— \ TCP 3306 172.31.0.0/116

TCP 3306 “Application

/ security group”
A
m ‘
Application tier

IpProtocol ; FromPort: ; ToPort ; UserIdGroupPairs
IpProtocol ; FromPort: ; ToPort UserIdGroupPair

.IPPermissions|Format-Table

Mame “« | Subnet D State VPC IPv4 CIDR Available IPvd . IPvE CIDR Availability Zone
248 us-gast-1b
240 us-east-1a
251 us-gast-1a

50 us-gast-1b




MNew-RDSDBSubnetGroup

mariadb10.0 v
mariadb10.0

mariadio10.1

mysgls. s

mysgl5.6

mysqls. 7

oracle-es-11.2
oracle-es-12.1
oracle-se-11.2
oracle-se1-11.2
oracle-ze2-12.1
auroras.g
postgres9.3
postgres9 4
postgres9.5
postgres9.6
sqlserver-ee-10.5
sqlserver-ee-11.0
sqlzerver-ee-12.0
sqlserver-ee-13.0
sqlzerver-ex-10.5 =

New-RDSDBParameterGroup

Get-RDSDBParameter Where-Object {$ .ParameterMame

lues

perf if




o 1.Apply
Edit-RDSDBParameterGroup 1

RDSDBParameter Where-Object Parameteriame

Option ID Engine Versions

T MySQL 5.6.29 and later




Option

COracle Application Express

Oracle Enterprise Manager

COracle Label Security

Oracle Mative Network Encryption
Oracle 55L

Oracle Statspack

Oracle Time Zone

Oracle Transparent Data Encryption | TDE

Option ID

RFEX

RFEX-DEV

COEM

OEM AGENT

OLS

NATIVE NETWCREE ENCRYPTICH
55L

STATSPACE

Timezone

Oracle UTL_MAIL UTL MARIL
Oracle XML DB HMLLDE
Option Option ID Engine Editions
Mative Backup and Restore | SQLSERVER BRCEUF RESTCRE 5QL Server Enterprise Edition

Transparent Data Encryption

SQL Server Standard Edition
SQL Server Web Edition

SOL Server Express Edition

TERNSEFRRENT DATR ENCREYFTICH SCL Server Enterprise Edition

Option ID

MARTADE AUDIT PLUGIN

Engine Versions

MariaDB 10.0.24 and later




- Select Engine - v
mariadio
mysql
oracle-se2
oracle-za1
oracle-ze
oracls-es
sqlserver-ex
sqlserver-web
sqlserver-se
slserver-ee

nl N
.OptionName
Edit-RDSOptionGroup

emberships

ription

Edit-RDSOptionGroup




Chapter 11: DB Instance Administration and
Management

Region

US West (Oregon) Region

US West (M. California) Region
IS East (Ohio) Region

U% East (M. Virginia) Region
Asia Pacific (Mumbai) Region
Asia Pacific (Seoul) Region
Asia Pacific (Singapore) Region
Asia Pacific (Sydney) Region
Asia Pacific (Tokyo) Region
Canada (Central) Region

EU (Frankfurt) Region

EU (Ireland) Region

EU (London) Region

South America (58o Paulo) Region

AWS GovCloud (US)

Time Block

06:00-14:00 UTC
0&:00-14:00 UTC
03:00-11:00 UTC
02:00-11:00 UTC
1730-01:30 UTC
13:00-21:00 UTC
14:00-22:00 UTC
12:00-20:00 UTC
132:00-21:00 UTC
06:29-1429 UTC
23:00-07:00 UTC
22:00-06:00 UTC
0&6:00-14:00 UTC
00:00-08:00 UTC

0&6:00-14:00 UTC




PS C:\> New-RDSDBInstance 1e
db.t2.large sg-c97606b8
mysql

AllocatedStorage
AutoMinorVersionUpgrade

H
CACertificateIdentifier 1 rds-ca-2e15
Charactersethame :
False

: arn:aws:rds:us-east-1:072316406132:db:mywebappprd
: db.t2.large

: mywebappprd

8

: creating

: db-GN33C2COXNNY2A2WQGIHBEH2HY
: mywebappprd

: {mywebappprd}

e

: Amazon.RDS.Model.DBSubnetGroup
A

: mysgl
EngineVersion 1 5.7.17
EnhancedMonitoringResourceArn H
IAMDatabaseAuthenticationEnabled : False
InstanceCreateTime 1 1/1/86001 12:00:80 AM
B

LatestRestorableTime 1 1/1/0001 12:00:00 AM
Licensetodel : general-public-license
MasterUsername : rdsdba
MonitoringInterval : e

MonitoringRoleArn H

MultiAzZ : False

PS C:\> Get-RDSDBInstance | Format-Table DBInstanceStatus
DBInstanceStatus

available

PS C:\> New-RDSDBInstance $true 1e
$true db.t2.large sg-c97686b8
mysql

AllocatedStorage 110
AutoMinorVersionUpgrade : True

HS
CACertificateldentifier 1 rds-ca-2015
CharacterSetName :

False

: arn:aws:rds:us-east-1:872316406132:db:mywebappprd
: db.t2.large

: mywebappprd

e

: creating

: db-NHMOAD3KTUZCRS7MHIHGI4FHCT
: mywebappprd

: {mywebappprd}

s AF

: Amazon.RDS.Model.DBSubnetGroup

2

: mysql
Engineversion : 5.7.17
EnhancedMonitoringResourceArn H
IAMDatabaseAuthenticationEnabled : False
: 1/1/@e01 12:00:80 AM
@

: 1/1/eeel 12:ee:ee AM

: general-public-license
rdsdba

e

i True




PS C:\> Get-RDSDBInstance |Format-Table MultiAZ, DBInstanceStatus
MultiAZ DBInstanceStatus

creating

Get-RDSDBInstance |Format-Table MultiAZ, DBInstanceStatus
MultiAZ DBInstanceStatus

modifying

Get-RDSDBInstance |Format-Table MultiAZ, DBInstanceStatus
MultiAZ DBInstanceStatus

backing-up

Get-RDSDEInstance |Format-Table MultiAZ, DBInstanceStatus
MultiAZ DBInstanceStatus

modifying

Get-RDSDEInstance |Format-Table MultiAZ, DBInstanceStatus

MultiAZ DBInstanceStatus

ydoc=(Get-Content D:\data\Policies\KMSPolicy.txt)
PS C:\> MNew-KMSKey AWS_KMS

Arn : arn:aws:kms:us-east-1:072316406132:key/8c2lccee-415c-4992-989c-dc9184e87acl
AWsAccountId . 872316486132
CreationDate 1 7/14/2817 8:47:54 AM
DeletionDate 1 1/1/6801 12:00:60 AM
Description : MySQLDBlWebAppKey
Enabled : True
ExpirationModel :
KeyId : Bc2lccee-415c-499e-989¢c-dc9184eb7acl
: Enabled
1 ENCRYPT_DECRYPT
T AWS_KMS
1/1/e801 12:00:80 AM




¢ 1@
: True
upRetentionPeriod
Certificateldentifier

rds:us-east-1:8

.large
eldentifier
Port
Status

DI
DBParameterGroups
DBSecurityGroups

sourceArn
tionEnabled
:66:80 AM

tus-
0:88
s general-public-lic
sername : rdsdba
Interval 18

Get-RDSDBInstance
MultiAZ DBInstanceStatus StorageEncr

True available

us-east-1la

s-east-1.rds.amazona

:db:mywebappprd

cee-415c-49%e-9

|Format-Table MultiAZ, DBInstanceStatus,StorageEncry|

|Format-Table AvailabilityZone,SecondaryAvailabilityZone

}.endpo

HostedZoneId Port

Z2R2ITUGPME1AM 3386




[root@ip-1€©-8-2-158 ~]# mysql -u rdsdba -prdsdbal23 -h mywebappprd.curqgSw
Welcome to the MySQL monitor. Comman end with ; or \g.

Your MySQL c ion id is 37

Server version: 5.7.17-log MySQL Community Server (GPL)

Copyright (c) 28@@, 2817, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be tradema of their re
owners.

Type "help;' or "\h' for help. Type "\c' to clear the current input statement.

6 rows in set (8.88 sec)

mysql>

mysql> use mywebappprd;
Database changed

r.us-east-1.rds.amazonaws.com

mysql> CREATE TABLE pet _master (name VARCHAR(28), owner VARCHAR(28),
-» species VARCHAR(28), sex CHAR(1), birth DATE, death DATE);

Query OK, 8 rows affected (8.84 sec)
mysgl> show tables;

| Tables _in_mywebappprd |

mysql>




[root@ip-1@-8-2-158 ~]# wget https://s3.amazonaws.com/rds-downloads/rds-combined-ca-bundle.pem
--2017-07-14 12:01:28-- https://s3.amazonaws.com/rds-downloads/rds-combined-ca-bundle.pem
Resolving s3.amazonaws.com (s3.amazonaws.com)... 54.231.49.148

Connecting to s3.amazonaws.com (s3.amazonaws.com)|54.231.49.148|:443... connected.

HTTP request sent, awaiting response... 200 OK

Length: 21672 (21K) [binary/octet-stream]

Saving to: ‘rds-combined-ca-bundle.pem’

rds-combined-ca-bundle.pem 100%[ »] 21.16K --.-KB/s in @s

2017-07-14 12:01:29 (168 MB/s) - ‘rds-combined-ca-bundle.pem’ saved [21672/21672]

[root@ip-10-@-2-158 ~]# 1ls -1tr
total 24
-rw-r--r-- 1 root root 21672 Oct 18 2816 rds-combined-ca-bundle.pem
[root@ip-18-8-2-158 ~]# pud
/root
[root@ip-1@-@8-2-158 ~]# mysgl -u rdsdba -prdsdbal23 -h mywebappprd.cwrq5wlv98ur.us-east-1.rds.amazonaws.com \
> --ssl-ca=rds-combined-ca-bundle.pem --ssl-verify-server-cert
Commands end with ; or \g.

Server version: 5.7.17-log MySQL Community Server (GPL)
Copyright (c) 2ee@, 2017, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
ouners.

Type 'help;’ or '\h' for help. Type '\c' to clear the current input statement.

mysgql> show databases;

+
information_schema |
innodb

mysql |
mywebappprd |
performance_schema |

[root@ip-168-©8-2-158 ~]# mysql -u rdsdba -prdsdbal23 -h mywebappprd.curqSwlvesur.us-east-1.rds.amazonaws.com \
> --ssl-ca=rds-combined-ca-bundle.pem --ssl-verify-server-cert

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 92

Server version: 5.7.17-log MySQL Community Server (GPL)

Copyright (c) 2@@e, 2017, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

ouWners.

Type ‘help;" or '\h' for help. Type '\c' to clear the current input statement.

mysql Ver 14.14 Distrib 5.5.56, for Linux (x86_64) using readline 5.1

Connection id: =V
Current database:

Current user: rdsdba@1e.e.2.158

S5S5L:

Current pager:

Using outfile:

Using delimiter:

Server version:

Protocol version:

Connection:

Server characterset:

Db characterset:

Client characterset:
characterset:

2 Questions:

Cipher in use is AES256-SHA
stdout

5.7.17-log MySQL Community Serwver (GPL)

18

mywebappprd. cwrg5wlv@8ur.us-east-1.rds.amazonaws.com via TCP/IP
latinl

latinl

utfs

utfs

3366
3 hours 11 min 28 sec

6586 Slow queries: @ Opens: 174 Flush tables: 1 Open tables: 146 Queries per second avg: ©.573




[root@ip-1€-8-2-158 ~]# mysql -u rdsdba -prdsdbal23 -h mywebappprd.cwrgqSwlv@8ur.us-east-1.rds.amazonaws.com
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 94

Server version: 5.7.17-log MySQL Community Server (GPL)

Copyright (c) 2060, 2017, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type ‘help;" or *\h' for help. Type "\c' to clear the current input statement.

mysql Ver 14.14 Distrib 5.5.56, for Linux (x86_64) using readline 5.1

Connection id:

Current database:

Current user:
SS5L:

Current pager:
Using outfile:
Using delimiter:
Server version:

Protocol version:

94

rdsdba@1e.8.2.158
Not in use
stdout

5.7.17-1log MySQL Community Server (GPL)
16

Connection:
server characterset: latini
Db characterset: latinl
Client characterset: utfs
characterset: utfe
3366

mywebappprd. curg5wlvo8ur.us-east-1.rds.amazonaws.com via TCP/IP

3 hours 16 min 24 sec

: 2 Questions: 6745 Slow queries: @ Opens: 174

PS C:\> Stop-RDSDBInstance

AllocatedStorage
AutoMinorVersionUpgrade
AvailabilityZone
BackupRetentionPeriod
CACertificateIdentifier
CharacterSethame
CopyTagsToSnapshot
DBClusterIdentifier
DBInstanceArn
DBInstanceClass
DBInstanceIdentifier
DbInstancePort
DBInstanceStatus
DbiResourceld

DEName

PS C:\» Get-RDSDBInstance
DBInstanceStatus

stopping

PS C:\» Get-RDSDBInstance

DEInstanceStatus

18

True
us-east-la
1
rds-ca-2815

False

arn:aws:rds:us-east-1:872316486132:db:websingleazdb
db.t2.large

websingleazdb

2]

stopping

db-3NWSE3Y7TEVBEFSXEY7U46LXUQ

: WebSingleAZDB

| Format-Table DBInstanceStatus

| Format-Table DBInstanceStatus

Flush tables: 1 Open tables: 146 Queries per second avg: 8.572



PS C:\» Start-RDSDBInstance

AllocatedStorage : 1@

AutoMinorVersionUpgrade : True

AvailabilityZone : us-east-1la
BackupRetentionPeriod 1

CACertificateIdentifier 1 rds-ca-2015

CharacterSetName :

CopyTagsToSnapshot : False

DBClusterIdentifier :

DBInstanceArn : arn:aws:rds:us-east-1:872316466132:db:websingleazdb
DBInstanceClass : db.t2.1large
DBInstanceldentifier : websingleazdb

DbInstancePort -

DBInstanceStatus 1 starting

DbiResourceld : db-3NWSE3Y7TBVBEFSXEY7U46LXUQ
DEName : WebSingleA7DB

PS5 C:\> Get-RDSDBInstance | Format-Table DBInstanceStatus
DBInstanceStatus

available

PS C:\> Restart-RDSDBInstance

AllocatedStorage : 18

AutoMinorVersionUpgrade : True

AvailabilityZone : us-east-1b
BackupRetentionPeriod H

CACertificateIdentifier : rds-ca-2815

CharacterSetName :

CopyTagsToSnapshot : False

DBEClusterIdentifier :

DBInstanceArn : arn:aws:rds:us-east-1:872316486132:db:mywebappprd
DBInstanceClass : db.t2.large
DBInstanceldentifier : mywebappprd

DbInstancePort H

DBInstanceStatus : rebooting

DbiResourceld : db-CXTPDFWERAKKWIGKQOZETEATNG
DBName : mywebappprd

PS C:\> Get-RDSDBLnstance |Format-Table DBInstanceStatus, AvailabilityZone, SecondaryAvailabilityZone
DBInstanceStatus AvailabilityZone SecondaryAvailabilityZone

available us-east-1a us-east-1b




|Format-T celdentifier, StorageType,AllocatedStorage

Edit-RDSDBInstance

AllocatedStorage : 18
AutoMinorvVersionUpgrade True
i us-east
1
rds-ca-2015

mywebappprd

DBInstanceStatus
DbiResourceId 1 K 6KQOZEFEATNG
DEName

Ps C Get-RDSDBInstanc |Format-Table DBInstanceIdentifier, DBInstanceStatus, StorageType, AllocatedStorage

DBInstanceIdentifier DBI

mywebappprd

| Format-Table DBInstanceldentifier, BackupRetentionPeriod, PreferredBac

ndow

1 81:00-62:00

Edit-RDSDBInstance

AllocatedStorage ;20
AutoMinorVersionUpgrade : True

vailabilityZone : us-east-1a
BackupRetentionPeriod

False
arn:aws:rds:us-east-1:872316486132:db:

DBInstanceClass : db.t2.large
Identifier : myuweb prd

DbiResourceld : XTPDFWERAKKWIBKQOZEVE4TNS
1 mywebappprd

Get-RDSDBSnapshot |Format-Table DBSnapshotIdentifier,Encrypted,AvailabilityZone,PercentProgress
hotIdentifier

prd-2817-87-14-89-13 True
prd-2817-87-15-01-18 True




upRetentionPeriod
i teldentifier

east-1:872316406132:db: copymywebappprd

m3.medium
opymywebappprd

AvailabilityZone
DBInstanceIdentifier
1otArn

wotIdentifier

EngineVersion

IAMDatabasefuthenticationEnabled

LicenseModel
MasterUsername
OptionGrouphame
PercentProgress
Port
SnapshotCreateTime
SnapshotType
SourceDBSnapshotIdentifier
SourceRegion
Status

StorageType

Encrypted

before-
True

5]

arr S as 18723164861
general-public-license

rdsdba

mywebappprd

5]

3386

1/1/6661 12:86:80 AM

manual

creating
gp2

a6bbbedf

|Format-Table DBSnapshotIdentifier,Enc

one PercentProgre

True
True
True

d

ne, PercentProgress




> Remove-RDSDBInstance

ure you want to perform thi on?
g the operation "Remove-RDSDB ance (DeleteDBInstance)” on target "co
[A] Yes to ALl [N] Mo [L] Mo to All [S] Suspend [?] Help (default i

ge
onUpgrade
ne
kupRetentionPeriod
ertificateldentifier

ast-1:872316406132:db: copymywebappprd

SHZR74E4DSCBUSIQYRETNQ
DEName Tomy pprd

DEInstances 48
ReservedDBInstances 48
AllocatedStorage 186060
DBSecurityGroups 25
AuthorizationsPerDBSecurityGroup 28
DEParameterGroups te
ManualSnapshots 188
EventSubscriptions 28
DBSubnetGroups 5@
OptionGroups 28
SubnetsPerDBSubnetGroup 28
ReadReplicasPerMaster 5
DBClusters 48
DBClusterParameterGroups 56
usterRoles 5

oD EE@ MM




Chapter 12:

Replicas

Working with RDS Read

Source DB Instance Storage Source DB Instance Storage Read Replica Storage Type
Type Allocation Options

PIOPS 100 GE -3 TB PIOPS | GP2 | Standard
GP2 T100GE-3TB PIOPS | GP2 | Standard
GP2 Less than 100 GB GP2 | Standard

Standard 100GE-3TB PIOPS | GP2 | Standard
Standard Less than 100 GB GP2 | Standard

PS C:\» New-RDSDBInstanceReadReplica

Get-RDSDEINnstance

ReadReplicaDBInstanceIldentif

| format-table ReadReplicaDBInstanceldentifiers

Get-RDSDBInstance |Format-Table DBInstanceIdentifier, DBInstanceStatus

DBInstanceldentifier

mywebappprd
mywebappprdrrél
mywebappprdrra2
websingleazdb

DEInstanceStatus

available
available
creating

available




PS C:\>» Restart-RDSDBInstance

AllocatedStorage 1 28

AutoMinorVersionUpgrade : True

AvailabilityZone ! us-east-la
BackupRetentionPeriod : B

CACertificateldentifier : rds-ca-2815

CharacterSethame :

CopyTagsToSnapshot : False

DBClusterIdentifier :

DBInstancefrn : arn:aws:rds:us-east-1:872316486132:db:mywebappprdrre2
DBInstanceClass : db.t2.large
DBInstanceIdentifier : mywebappprdrre2
DbInstancePort R

DBInstanceStatus : rebooting

DbiResourceld : db-2GRSTUTHFAGII4BWPTSH74BYNA
DBName : mywebappprd

PS C:\> (Get-RDSDBInstance } .endpoint

HostedZoneId Port

mywebappprdrrel. curgSwlvosur.us-east-1.rds.amazonaws.com Z2R2ITUGPME1AM 3386

[root@ip-10-8-2-158 ~]# mysgql -u rdsdba -prdsdbal23 -h mywebappprdrrel.cwrgSwlvosur.us-east-1.rds.amazonaws.com \
> --ssl-ca=rds-combined-ca-bundle.pem --ssl-verify-server-cert

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 27

Server version: 5.7.17 MySQL Community Server (GPL)

Copyright (c) 2eee, 2017, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation andfor its
affiliates. Other names may be trademarks of their respective

ouWners.

Type ‘help;' or '\h' for help. Type '\c’ to clear the current input statement.

mysql> show databases;

information_schema |

innodb

mysgl |

mywebappprd |

performance_schema |
I

rows in set (@8.81 sec)
PS5 C:\» Get-RDSDBInstance | Format-Table BackupRetentionPeriod,PreferredBackupliindow

BackupRetentionPeriod PreferredBackupWindow

6 ©l:86-02:00




Get-RDSDBInstance

pRetentionPeriod Preferred

|Format-Table BackupRetentionPeriod,PreferredBackupkindow

Convert-RDSReadReplicaToStandalone

AllocatedStorage
AutoMinorVersionUpgrade
AvailabilityZone
upRetentionPeriod
rtificateIdentifier
CharacterSetName
TagsToSnapshot
ClusterIdentifier
DEInstanceArn

-

DBInstanceIdentifier
DbInstancePort
DBInstanceStatus
DbiResourceld

DEName

Remove-RDSDEInstance

Confirm

28
True
us-east-1b

7

rds-ca-2615

False

arn:aws:rds:us-east-1:872316486132: db:mywebappprdrreél

mywebappprd

Are you sure you want to perform this action?
Performing the operation "Remove-RDSDBInstance (DeleteDBInstance)” on target "mywebappprdrre2”.

[¥] Yes [A] Yes to All

AllocatedStorage
AutoMinorVersionUpgrade
AvailabilityZone
upRetentionPeriod
CertificateIdentifier
CharacterSetName
CopyTagsToSnapshot
DBClusterIdentifier
DEInstanceArn
DBInstanceClass
DBInstanceldentifier
DbInstancePort
DBInstancesStatus
DbiResourceld
DEName

[L] No to ALL [S] Suspend [?] Help (default is

2@

True
us-east-la
8
rds-ca-2815

False

arn:aws:rds:us-east-1 2316406132 :db:mywebappprdrra2
db.t2.1large

mywebappprdrré2

e

deleting

db-2GRSTUTHFAEITABWPTSH74BYNA

mywebappprd




.

Read replicas

Master

Application App1 r--4 App2
- —J
raad.db.yourdumain,can{ j
k
|
i == By

db.yourdomain.com

mydb . local mydb . local

oute53.Model .Hoste:
oute53.Model

n.Route53.Model

utes3.amaz /2813-04-81/hostedzon

Get-RDSDBInstance

Get-RDSDBInstance

mywebappprdrré2. cwrqswlvo8ur.us-east-1.rds. amazonaws.c

| Format-Table ReadReplicaDBInstanceldentifiers

}.endpoint

HostedZonelId

1AM 3386

Port

}.endpoint

HostedZonelId Port

AM 3386




me X || Any Type ¥ Aliases Only Weighted Only Dispiafing 1 to 4 out of 4 Record Sets

Mame *  Type Value Evaluzie Target Health Health Chedc ID TIL Region Weight

w

mydb.local M 172800

mydb_local S04 ns-1535 awsdns-00.co.uk awsdns-hostmasteramaz - - 800

[root@ip-18-©-2-158 ~]# dig read.mydb.local Al

¢>» DiG 9.8.2rcl-RedHat-9.8.2-8.62.rcl.55.amznl <<>> read.mydb.local ANY
lobal options: +cmd
Got answer
HEADER opcode: QUERY atus: NOERROR,

flags: qr rd ra; QUE 1, ANSWER: 1, AUTHORI

53 QUESTION SECTION:
;read.mydb. local.

; ANSWER SECTION:
read.mydb.local. . \ CNAME  mywebappprdrre2.cwrgqSwlvo8ur.us-east-1.rds.amazonaws.com.
Query time: @ msec
SERVER: 10.0.0.2#53(16.8.0
WHEM: Sat Jul 15 ©8:26:50 2
SG SIZE rcvd: 183

[root@ip-18-8-2-158 ~]# dig read.mydb.local ANY

DiG 9 rcl-RedHat-9.8.2-8.62.rcl.55.amznl read.mydb.local ANY
global options: +cmd
Got answer
HEADER opcode: QUERY, status: NOERROR, id: 61448
flags: qr rd ra; QUERY: 1, SWER: 1, AUTHORITY: @, ADDITIONAL: @

;3 QUESTION SECTION:
;read.mydb. local. IN ANY

ANSWER SECTION:
read.mydb.local. b \ CNAME  mywebappprdrr@l.cwrgswlv98ur.us-east-1.rds.amazonaws.com.

Query time: 3 msec
SERVER: 10.0.0.2#53(16.8.0
M: Sat Jul 15 88:26:52

G SIZE rcvd: 183




[root@ip-18-8-2-158 ~]# mysgl -u rdsdba -prdsdbal23 -h read.mydb.local
Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 34

Server wversion: 5.7.17 MySQL Community Serwver (GPL)

Copyright (c) 2888, 2817, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
owners.

3

Type 'help;’ or "\h' for help. Type "\c" to clear the current input statement.

mysql> show databases;

information_schema
innodb

mysql

mywebappprd
performance_schema

-




Chapter 13: AWS Elastic Beanstalk

CUS On Bunding L ! 3

Focus on building your Yiewir ancls
apphcation

o

Elastic Beanstalk configures Gl e

each EC2 instance in your
environment with the
components necessary 10 run
applications for the selected
platform. No moane wormying
about logging into instances to
install and configure your
application stack

. Provided by you

- Provided and managed by Elastic Beanstalk

Application sarvear
==c Language interprater
Operating syslam

Haost

-- Choose a platform —
Preconfigured
HET (Windows/115)
Java
Node js
PHP
Python
Ruby
Tomcat
Go
Packer
Preconfigured — Docker
Glas=Figh
Go
Python
Generic
Docker
Multi-container Docker




o0

AWS Elastic Beanstalk AWS OpsWorks AWS CloudFormation

T L L E T T =

Convenience Control

Capacity

Configure the compute capacity of your environment and Auto Scaling setlings to optimize the number of instances used.

Auto Scaling Group

Environment type |Single instance ¥ |
Single instance
Instances Load balanced
Scaling £

Environment type: Single instance

Custom Awvailability Zones: biank




version.

Rolling with Minimal if first batch

Method Impact of Failed Deploy

Deployment Time
All at once Downtime E
Rolling Single batch out of @@t

service. Any successful
batches prior to failure
running new application

Cr
1G]
(

additional fails, otherwise similar to

batch Rolling.

Immutable Minimal clelele
Blue/green Minimal clelelc

Zero
Downtime

No
DNS
Change

Rollback Code

Process

Re-
deploy

Re-
deploy

Re-
deploy

Re-
deploy

Swap
URL

Deployed
To
Existing
instances

Existing
instances

New &
existing
instances

MNew
instances

MNew
instances

New-EBApplication

ApplicationName
ConfigurationTemplates
DateCreated

DatelUpdated

Description
ResourcelifecycleConfig
Versions

: WeblWorldPressApp

7 2:
: 771772017 2:

WebllorldPres
: Amazon.ElasticBeanstalk.Model.ApplicationResourcelifecycleConfig
I
L)




PS C:\> (Get-EBAvailableSolutionStacklList).SolutionStackDetails

PermittedFileTypes SolutionStackMame

Windows Server Core 2816 v1.2.8 running IIS 16.8
64bit Windows Server 2816 v1.2.8 running IIS 18.6
64bit Windows Server Core 2812 R2 v1.2.8 running IIS 8.
64bit Windows Server 2812 R2 v1.2.8 running IIS 8.5
64bit Windows Server 2812 v1.2.8 running IIS 8
64bit Windows Server 2888 R2 v1.2.8 running IIS 7.5
64bit Amazon Linux 2817.83 v2.5.1 running Java 8
64bit Amazon Linux 2817.83 v2.5.1 running Java 7
64bit Amazon Linux 2817.83 v4.2.8 running Node.js

Linux 2817.83

Am n Linux 2817.83
Amazon Linux 28617.83
Amazon Linux 28617.83
Amazon Linux 2816.83
Amazon Linux 2816.83
Amazon Linux 2816.83
Amazon Linux 2816.83
Amazon Linux 2615.83
Amazon Linux 2615.83
Amazon Linux 2615.83
Amazon Linux 2614.83
n Linux 2814.83

n Linux 2814.83

n Linux 2814.83 vi1.1.
Amazon Linux running PHP 5.3
Amazon Linux running PHP 5.3

running
running
running
running
running
running
running
running
running
running
running
running
running
running
running

N S O N N N
P bhnooonbhoons

(W I W R R W R B R W R W B W R R W R W |

1::platform/PHP 7.8 running on 64bit Amazon Linux/2.4.1
running PHP 7.8




) .Options

OptionName ResourceName
ilability Zones
oldown
Custom Availability Zones
size

IamInstanceProfile
Imageld ami-ef774019

InstanceTyp: t1.micro
5 minute

AWSEB

namespace

OptionName

ustom
Maxsi ingGroup
utoScalingGroup

n1=New-0b
1.Namespace
nil.0ptionName

FEREREEEEER]

WA AWM NA N

DateUpdated
DeploymentStatus
De: ption

4.1 runn PHP 7.8
: WebWorldPressAppTemplate

gurationSetting ) .OptionSetti

1amespace

OptionName

ilability Zones
Cooldown
Custom Availability Zones




c (Get-EBConfigurationSetting
Where-0Object {%_.namespace

nfiguration
nfiguration
wconfiguration
configuration
nfiguration
wconfiguration
configuration
nfiguration
nchconfiguration
configuration
nfiguration

IamInstanceProfile
Imageld

Insta
MonitoringInterval
RootVolumeIOPS
RootVolumeSize
RootVolumeType
SSHSourceRestriction
SecurityGroups

nfiguration
onfiguration
1Configuration
nfiguration ami-e@
tl.mi
1Configuration 5 minute
onfiguration
onfiguration
1Configuration
lingLaunc uration

n.ElasticBeanstalk.Model.ConfigurationOptionsetti

n.ElasticBeanstalk.Model.ConfigurationOptionSetting

SolutionStackName
TemplateName

64bit Amaz
WebkiorldpPr:

C:\> (Get-EBConfigurationSetting
where-object {

OptionName

guration

guration
uration
uration

guration S
uration

Monitor

Where-Object {$_.namespace
OptionName

Namespace

atePublicIpAddress
EL 1eme

ELBSubnets

Subnets

VPCId

550C

ingInterv:
RootVolumeIOPS
RootVolumes:

ResourceName

WSEBAutoScalinglaunchConfigur

AWSEBAutoScalingGroup
AWSEBLoadBalancerSecurityGroup

on 64bit Amazon Linu

) .OptionSettings

MyllebPress

ami-4c74435a
t2.large
guration
guration
uration
uration

ation

) .OptionSettin

).OptionSetting




PS C:\> (Get-EBConfigurationSetting ).OptionSettings |
»>> Where-Object {$_.namespace 3

Namespace OptionName ResourceName

:elb:loadbalancer CrossZone AWSEBLoadBalancer
cadbalancer LoadBalancerHTTPPort AWSEBLoadBalancer
:elb:loadbalancer LoadBalancerHTTPSPort AWSEBLoadBalancer
1b:loadbalancer LoadBalancerPortProtocol AWSEBLoadBalancer
:elb:loadbalancer LoadBalancerSSLPortProtocol AWSEBLoadBalancer
1b:loadbalancer SSLCertificateld AWSEBLoadBalancer
relb:loadbalancer SecurityGroups AWSEBLoadBalancer {"Ref":"AWSEBLoadBalancerSecurityGroup™}

S=New-0Object Amazon.ElasticBeanstalk.Model.ConfigurationOptionSetting
Namespace

6=New-Object Amazon.ElasticBeanstalk.Model.ConfigurationOptionSetting
Namespace

:\» Update-EBConfigurationTemplate

ApplicationName : WeblWorldPressApp
7/17/2017 2:43:18 PM
7/17/2017 3:45:16 PM
DeploymentStatus
Description
EnvironmentName
OptionSettings 3
PlatformArn : arn:aws:elasticbeanstalk:us-east-1::platform/PHP 7.@ running on 64bit Amazon Linux/2.4.1
SolutionStackName : 64bit Amazon Linux 2017.03 v2.4.1 running PHP 7.0
TemplateName : WebkorldPressAppTemplate

PS C:\» (Get-EBConfigurationSetting ).OptionSettings |
>> Where-Object {$_.namespace }

Namespace  OptionName ResourceName

AssociatePublicIpAddress AWSEBAutoScalinglaunchConfiguration false

ELBScheme public

ELBSubnets subnet-c843dds8e, subnet-b29d3e9e, subnet-2c77fe76
Subnets AWSEBAutoScalingGroup subnet-b262c19e, subnet-717bf32b,subnet-fe42dcbs
vPCId AWSEBLoadBalancerSecurityGroup vpc-a6bbeedf

7=New-Object Amazon.ElasticBeanstalk.Model.ConfigurationOptionSetting
C:\> Namespace
C:\> OptionName
C:\>» Value=$true
C:\> Update-EBConfigurationTemplate

ApplicationName : WebkorldPressApp
DateCreated © 7/17/2017 2:43:18 PM
DateUpdated : 7/17/2017 3:59:13 PM
DeploymentStatus
Description
EnvironmentName
{
arn:aws:elasticbeanstalk:us-east-1::platform/PHP 7.8 running on 64bit Amazon Linux/2.4.1
SolutionStackName : 64bit Amazon Linux 2817.@3 v2.4.1 running PHP 7.8
TemplateName : WebkorldPressAppTemplate

PS C:\» (Get-EBConfigurationSetting ).OptionSettings |
>> Where-Object {$_.namespace 3

Namespace OptionName ResourceName

:loadbalancer CrossZone AWSEBLoadBalancer

:loadbalancer LoadBalancerHTTPPort AWSEBLoadBalancer

:loadbalancer LoadBalancerHTTPSPort AWSEBLoadBalancer

:loadbalancer LoadBalancerPortProtocol AWSEBLoadBalancer

:loadbalancer LoadBalancerSSLPortProtocol AWSEBLoadBalancer HTTPS

:loadbalancer SSLCertificateld AWSEBLoadBalancer

:loadbalancer SecurityGroups AWSEBLoadBalancer {"Ref":"AWSEBLoadBalancerSecurityGroup"}




Available FullyQual

New-EBEnvironment

AbortableOperationInProgress :

tionName

EndpointURL
EnvironmentId

sironmentName
Health
HealthStatus
Platformarn
Resources
SolutionStac!
Status
TemplateName
Tier
VersionlLabel

False
WorldPre

WorldPressApp.us-east-1.elasticl
f 15 PM

e17 4

prd-kebliorldPres
Grey

PS C:\> Get-EBEvent

ApplicationName

WebWorldPres:
WebkorldPress
WebWorldPressAp
WebkorldPress/
WebWorldPress#
WebWorldPressAp
WebWorldPress#
WebkorldPress?
WebWorldPressAp
WebkorldPress?
WebkorldPress/
WebWorldPressAp
WebkorldPress/
WebkorldPress:
WebkorldPress
WebWorldPress
WebkorldPress/
WebWorldPressApp

E=R ]

I BT T D

E=R ]

=]
 TTTTTT BT

© B

°

WebWorldPressApp.us-eas

EnvironmentName

prd-tebliorldPres:
prd-kebliorldPres:
prd-HeblorldPres:
prd-kebliorldPres:
prd-HebkorldPres:
prd-kebliorldPres:
prd-HebkorldPres:
prd-tiebliorldPres:
prd-HebkorldPres:
prd-tiebliorldPres:
prd-kebliorldPres:
prd-tiebliorldPres:
prd-kebliorldPres:
prd-tiebliorldPres:
prd-kebliorldPres:
prd-tebliorldPres:

prd-kebliorldPres: p 7/1

p
prd-WebliorldPressApp 7/17/2817 4:

rironment

EventDate

i

fiedCNAME

eanstalk.com

laur
ilab

dding 5
dded EC2 instance

Auto

load

security gr

Created se i r
g elasticbeanst

createEnvironment i

Created
Created

-1.elasticbeanstalk

| Format-Table

ed environment: prd-WebWorldPressapp
le at WebWorldPressAp
354f3a’ to your environment
a6e@daa354f3a’ to Auto Scaling Group 'awseb-e-
to your environment
7bf Scalil

roup named: awseb-e-v
nfiguration

oup named:

oup named
alk-us-east-1-@
s starting.

elasticbeanstalk.com.

upfb-stack-

svupfb-stack-
armLow-1IVY
armHigh- 1WRRP




C | @ webworldpressapp.us-east-1.elasticbeanstalk.com

tion s now. running

the AWS Cloud

You are running| PHP version 7.0.16

‘What's Next?

AWS SDK for PHP

PS D:‘\wordpress» dir

Directory: D:‘\wordpress

LastWriteTime

6/8/2817
6/8/2817
6/8/20817
9/25/2013
1/2/2817
12/12/2816
9/27/2616
12/19/2815
8/29/2816
12/16/2815
5/24/2815
11/21/2816
18/25/2816
5/12/2817
1/11/2817
4/6/20817
1/24/2817
18/14/2816
8/31/2816

Length Mame
wp-admin
Wp-content
wp-includes
index.php
license.txt
readme.html
wp-activate.php
wp-blog-header.php
wp-comments-post.php
wp-config-sample. php
wp-cron.php
wp-links-opml.php
wp-load.php
wp-login.php
wp-mail.php
wp-settings.php
wp-signup.php
wp-trackback.php
*mlrpc.php




My in - You can get this info from your web host
The name 0+ the database for WordPress
AME®, $ SERVER['RDS DB _MAME']);

se username */
'DB_ USER » $ SERVER[ 'RDS USERNAME'])

word
rER‘I.-ER['RDr PASSHWORD'

4 MySQL hostname */
define( DB_HOST", % SERVER[ 'RDS5_HOSTMNAME'])

Environment Properties

The following properties are passed info the application as environment variables. Learn more.
Property Name Property Value
RDS_DBE_MAME nywebapppnd
ROS_HOSTHAME mmywebappprd cwrn
RODS_PASSWORD rdsdbai23
RDS_PORT 3306
RDS_USERMAME rdsdba

D:\wordpr Get-EBEvent | Format-Table

M Environment update completed fully.
M Su i1ly deployed new configuration tc environment.
prd-uebWorldPressApp :16:16 PM Updating environment prd-uWe g r iguration settin
pp prd-WebkWorldPr pp 7 7 5:16: Environment update is

All Applications > WebWorldPressApp

Environments Ssettings Delete Deploy Upload £ Refresh
Application versions
Version Label Description Date Created Source Deployed To

Saved configurations
Al Vi 2017-07-17 17:32.04 UTC+1000 | 2017198rG-wordpress4 8 zip




wordpress> Update- vironment

bortableOperationInProgress : True
licatior WebklorldPre:

CNAME

DateCreated

DateUpdated 1

Description H Production Webfpp site

EndpointURL H AWSEBLoa-DWSDXYL26BH9-114608121308.us-east-1.elb.amazonaws. com
ironmentId

HealthStatus
PlatformArn
Resources
SolutionStac
Status
TemplateName
Tier
VersionLabel

> Get-EBEvent | Format-Table

Environmenthame EventDate
WebWorldPres p prd-WebWorldPressApp 1 :37:56 PM Environment update completed successfully.
WebWorldPre prd-WeblorldPre 1 H PM New application version was deployed to running EC2 instances.
WebWorldPres prd-WeblorldPressApp 7 1 H 12 PM Deploying new version to instance(s).
WebWorldPre: prd-WeblorldPre 17 5: 8 PM Environment update is starti




webworldpressapp.us-east-1.elasticbeanstalk.com/wp-admin/install.php?

Welcome

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and you'll
be on your way to using the most extendable and powerful personal publishing platform in the world.

Information needed

Please provide the following information. Don't worry, you can always change these settings later.

Site Title My Papular Blog for Cloud

Username wehadm
Usernames can have only alphanumeric characters, spaces, underscores, hyphens, periods, and the @
symbol.

Password . & Show

Strong

Important: You will need this password to log in, Please store it in a secure location,

Your Email rameshwaghmare@yahoo.com

Double-check your email address before continuing.

Search Engine (| Discourage search engines from indexing this site

ViSibi“ty t is up to search engines to honor this request.

C | ® webworldpressapp.us-east-1.elasticheanstalk.com/v

#& MyPopularBlog forCloud <1 + New Howdy, webadm

@ Dashboard Customize Your Site

+ Add an About page B Tum comments on or off

Home or, change your theme compltely B View your site = Leam more about getting started

Upd

Posts At a Glance - Quick Draft -

Media A 1post @ 1page

Pages B 1 Comment

Title

at's on your mind?
omments ‘WordPress 4.8 running Twenty Seventeen theme,
Search Engines Discouraged

Appearance

Plugins @ Activity *

Recently Published

Hello werld!

WordPress Events and News a

Recent Comments Attend an upcoming event near you, g




&« C' | ® webworldpressapp.us-east-1.elasticheanstalk.com

@ My Popular Blog forCloud @ Customize <% 1 B 0 =4 New

Just another

l

POSTS

JULY 17, 2017 EDIT

Hello world! Search... ﬂ

Welcome to WordPress. This is your first post. Edit or delete it, then

e RECENT POSTS
start writing!

Hello world!

RECENT COMMENTS

A WordPress Commenter on Hello world!

PS D:\script clon v.psl
tfmﬁﬁfmﬁ#ﬁﬁmfﬁﬁmﬁ#ﬁﬁm#ﬁﬁmﬁ#ﬁﬁ##ﬁﬁmﬁﬁfmﬁ#ﬁﬁmfﬁﬁmﬁ#ﬁﬁm#ﬁﬁm}##ﬁ##ﬁﬁmmﬁmﬁ#ﬁﬁﬁ#ﬁﬁﬁ
# Declaration of the parameters
S R R H R
[CmdletBinding()]
Param(

[Parameter(Mandatory=$True)]

[string]$vapplicationName,

[Parameter(Mandatory=$True)]

ronmenthame,

)
FHHHHE R R R
# Create Unique Template Name
ws##w#&mammw;maw#ns#mmmw#ﬂnmammam:#ammaws###s#mwmw#mwmw
$templateName [Guid]: s
$environment = Get-EBEr plicationName $vApplicationMame -EnvironmentName $vSourceEnvironmentName;
T A I I I I I I S A I A I A R
# Get current environment ID and Application Name
R
$environmentId = $environment.EnvironmentId;
$ApplicationName = $environment.ApplicationName;
ﬁﬁﬁ#ﬁﬁ####ﬁ%ﬂ#ﬁﬁ#ﬂﬁﬁ#ﬁ#ﬁﬁ#ﬂ#####ﬁ###ﬁ%###ﬁ%ﬂ#ﬁ####ﬁ###ﬁ###ﬁ####ﬁ%##ﬁ####ﬁ#ﬂ#ﬁ

existing environment

me -TemplateName $templateName -EnvironmentId $environmentId;
gurationTemplates a ($templatenName)) {

Star*t—ileep

A S S SRR S
# Create new environment and remove template
A A AR L AN

ronment -ApplicationName $ApplicationName -EnvironmentName $vNewEnvironmentName -CNAMEPrefix $vNewEnvironmentCname -TemplateName $template.Template

-EBConfigurationTemplate -ApplicationName $ApplicationName -TemplateName $templateName -Force;



PS D:\script Sclone env.p

cmdlet clone env.psl at command pipeline pos
Supply wvalues for the following parameters:
ApplicationMame: WeblWorldPressApp
SourceEnvironmentName: prd-WebllorldPressApp
NewEnvironmentMName: dev-WeblWorldPressApp
NewEnvironmentCname: dewv-WebllorldPressApp
True

Get-EBEnvironment |select-Objec

pp.us-east-1.elasticbeanstalk.com

Get-EBEnvironment |select-Object CNAME

cbeanstalk.com

|select-Object CNAME

|Select-Object CNAME

st-1.elasticbeanstalk.com

Stop-EBEnvironment

AbortableOperationInProgress : False
: WebkWorldPress
s-east-1.elasticbeanstalk.com

EndpointURL H i) XXBF6-1611547 s-east-1.elb.amazonaws.com
ronmentId
ronmentlLinks
ronmenthlame

HealthStatus H

PlatformArn H anstalk as platform/PHP 7.@ running on 64bit Am n Linux/2.4.1
Resources H

Solutionstackh : 64bit Am n Linux 4.1 running PHP 7.8

Status : Terminating

TemplateName H

Tier : Ami n.ElasticBeanstalk.Model.EnvironmentTier

VersionlLabel :




» Remove-EBApplication

Confirm

Are you sure you want to perform this action?
Performing the operation "Remove-EBApplication (DeleteApplication)™ on target "WebliorldPressapp”.
[¥] Yes [A] Yes to All [MN] Ne [L] No to All [S] Suspend [?] Help (default is ° 3




Chapter 14: AWS CloudFormation

AWS
CloudFormation

Availabigy Zone

Availabiy Zone

Metwork Stack

outputs:
VPC
Description: reference VPC
value: |Ref vPC
Export:
Name: ProdvPC

App Stack

Resources:
myTargetGroup:
Type: AWS::ELBV2::TargetGroup
Properties:
vVpcId:
Fn::Importvalue: ProdvPC




AWSTemplateFormatVersion: '2818-89-89'
Description: Creating Base Network for Application
Parameters:
VPCCIDRRange:
Description: My CIDR Block for VPC
Type: String
PublicSubnetCIDRL:
Description: First Public Subnet
Type: String
PublicSubnetCIDR2:
Description: Second Public Subnet
Type: String
PrivateSubnetCIDRL:
Description: First Private Subnet
Type: String
PrivateSubnetCIDR2:
Description: Second Private Subnet
Type: String




Resources:
myCFVPC:
Type: AWS::ECZ2::VPC
Properties:
CidrBlock:

Ref: VWVPCCIDRRange
EnableDnsSupport: "true’
EnableDnsHostnames: "true’
InstanceTenancy: default
Tags:

- Key: Name
Value: "CFvpc"
myCFIgw:
Type: "AWS::ECZ::InternetGateway”
Properties:
Tags:
- Key: Name
Value: "CFIguw"
AttachGateway:
Type: AWS::ECZ::VPCGatewayAttachment
Properties:

VpcId:
Ref: myCFVPC
InternetGatewayId:
Ref: myCFIgw

CFPublicRoute:
Type: AWS::ECZ::RouteTable
Properties:
VpcId:
Ref: myCFVPC
Tags:
- Key: Name
Value: CFPublicRT
CFPrivateRoute:
Type: AWS::ECZ::RouteTable
Properties:
VpcId:
Ref: myCFVPC
Tags:
- Key: Name
Value: CFPrivateRT




CFPublicil:
Type: AWS::EC2::Subnet
Properties:
VpcId:

Ret: myCFVPC
CidrBlock:

Ref: PublicSubnetCIDR1
AvailabilityZone: "us-east-1a"
Tags:

- Key: Name
Value: CFPublicSubnetl
CFPublic2:
Type: AWS::EC2::Subnet
Properties:
VpcId:

Ref: myCFVPC
CidrBlock:

Ref: PublicSubnetCIDR2
AvailabilityZone: "us-east-1b"
Tags:

- Key: Name
Value: CFPublicSubnet2




CFPrivatel:
Type: AWS::EC2::Subnet
Properties:
VpcId:

Ref: myCFVPC
CidrBlock:

Ref: PrivateSubnetCIDR1
AvailabilityZone: "us-east-1a"
Tags:

- Key: Name
Value: CFPrivateSubnetl
CFPrivate2:
Type: AWS::EC2::Subnet
Properties:
VpcId:

Ref: myCFVPC
CidrBlock:

Ref: PrivateSubnetCIDR2
AvailabilityZone: "us-east-1b"
Tags:

- Key: Name
Value: CFPrivateSubnetl

myCFPublicRoute:
Type: AWS::EC2::Route
DependsOn: myCFIgw
Properties:
RouteTableId:

Ref: CFPublicRoute
DestinationCidrElock: ©.8.8.8/8
GatewayId:

Ref: myCFIgw




myCFSubnetRouteTablefssociationl:
Type: AWS::EC2::5ubnetRouteTableAssociation
Properties:
SubnetId:
Ref: CFPublicil
RouteTableld:
Ref: CFPublicRoute

myCFSubnetRouteTablefssociation2:
Type: AWS::EC2::5ubnetRouteTableAssociation
Properties:
SubnetId:
Ref: CFPublic2
RouteTableld:
Ref: CFPublicRoute




myCFEIP:
Type: AWS::EC2::
Properties:
Domain: wpc
myCFNat:
Type: AWS::EC2::NatGateway
Properties:
AllocationId:

Fn::GetAtt:

- myCFEIP

- AllocationId
SubnetId:

Ref: CFPublicl

myCFNatPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId:

Ref: CFPrivateRoute
DestinationCidrElock: 6.6.6.68/6
MatGatewayId:

Ref: myCFNat

myCFSubnetRouteTableAssociation3:
Type: AWS::EC2::5SubnetRouteTableAssociation
Properties:
SubnetId:

Ref: CFPrivatel
RouteTableId:

Ref: CFPrivateRoute

myCFSubnetRouteTableAssociationd:
Type: AWS::EC2::5SubnetRouteTableAssociation
Properties:
SubnetId:

Ref: CFPrivate2
RouteTableId:

Ref: CFPrivateRoute




myCFSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Allow http and ssh to client host
VpcId:
Ref: myCFVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: '22°
ToPort: "22°
CidrIp: ©.8.8.6/8
Tags:
- Key: Name
Value: myCF5G
S5GBaselIngress:
Type: AWS::ECZ2::SecurityGroupIngress
Properties:
GrouplId:
Ref: myCFSecurityGroup
IpProtocol: tcp
FromPort: '86°
ToPort: '88°
CidrIp: ©.8.8.6/8




Outputs:
myCFVPCId:
Description: VPC Id
Value:
Ref: myCFVPC
Export:
Mame: "exmyCFVPC'
CFPublicilId:
Description: Public Subnet 1 Id
Value:
Ref: CFPublici
Export:
Mame: 'exCFPublici1SubnetId®
CFPublic2Id:
Description: Public Subnet 2 Id
Value:
Ref: CFPublicz
Export:
Mame: 'exCFPublic2SubnetId®

CFPrivatelId:
Description: Private Subnet 1 Id
Value:
Ref: CFPrivatel

Export:
Mame: "exCFPrivatelSubnetId’
CFPrivate2Id:
Description: Private Subnet 2 Id
Value:
Ref: CFPrivate2
Export:
Mame: "exCFPrivate2SubnetId’
myCFSecurityGroupId:
Description: Security Group for VPC
Value:
Ref: myCFSecurityGroup
Export:
Mame: ‘exCFSecurityGroupId®




asenetwor

CapabilitiesReason
DeclaredTransforms
Description
Parameters

(Get-Content
w-Object

asenetwork.txt)
Amazon.CloudFormation.Model.Parameter

Amazon.CloudFormation.Model.Parameter

Amazon.CloudFormation.Model.Parameter

Amazon.CloudFormation.Model.Parameter

Amazon.CloudFormation.Model.Parameter

Get-CFNStac
51-583acac5cefd

FNat-CREATE_COMPLETE-26
1etRouteTabl
CFSubnetRouteTableAssociationl
FsubnetRouteTabl i

ationi-C
OMPLETE-2817
ation

CFSubnetRouteTableAssociation3
FNat-CREATE_IN_PROGRES!

CFSubnetRouteTableAssociationd

atGateway
SubnetRouteTableA
SubnetRouteTableA
SubnetRouteTable
SubnetRouteTableAs
SubnetRouteTable
SubnetRouteTable
Route
SubnetRouteTableAssociation

iation
tion

SubnetRouteTableA:
atGatew.

SubnetRouteTableAs

SubnetRouteTableA:

OMPLETE
‘OMPLETE

ATE_IN_PROGRE

55




» (Get-CFNStack myVpcStack) .Outputs
Description OutputKey OutputValue

VPC Id vpc—bEdEbEca

Private Subnet 1 Id subnet-ee0f@2c2
Private Subnet 2 Id CFPrivate2Id subnet-bd2476f5
Public Subnet 2 Id CFPublic2Id subnet-ac3ocded
Public Subnet 1 Id CFPublic1Id subnet-c89%e83e4

Security Group for C CFSecurityGroupId sg-15d5856

Name Value




AWSTemplateFormatVersion: "2818-89-89"
Description: Creating EC2 Instance using CloudFormation
Parameters:
myAMITId:
Description: My AMI Id
Type: String
InstanceType:
Type: String
Default: t2.large
AllowedValues:
- t2.nano
- t2.micro
- t2.small
- t2.large
Resources:
MyEc2Instance:
Type: AWS::ECZ2::Instance
Properties:
Imageld:
Ref: myAMIId
InstanceType:

Ref: InstanceType
KeyName: MyllebPressApp
NetworkInterfaces:
- AssociatePublicIpAddress: "true”
DeviceIndex: "8"

GroupSet:
- !ImportValue 'exCFSecurityGroupId’
SubnetId: !ImportValue 'exCFPubliciSubnetId’
UserData:
Fn::Basebd: |
#! /bin/bash -xe
yum install nginx -y
sudo service nginx start
Outputs:
MyEC2InstancePublicIP:
Description: My EC2 Instance Public IP
Value: !GetAtt MyEc2Instance.PublicIp
MyEC2InstancelD:
Description: My EC2 Instance ID
Value: !Ref MyEc2Instance




{Get-Content D:\scripts\EC2AppServer.txt)

Capabilities
CapabilitiesReason
DeclaredTransforms
Description
Parameters

New-0bjec t Amazon.CloudFormation.Model.Parameter

Amazon.CloudFormation.Model.Parameter

lREATEl

ance- lREATE IN_PROGRESS ! 7-19T86:19:21.058Z AWS: :EC n CREATE_IN_|
1ce-EREATE_IN_PR0uR S ] & 9.5297 A y CREATE_IM

oL

ouchrmatlon

ppServer).Outputs
OutputValue

ePublicIP 187.22.53.9
i-8bB1a6+fddo9172756




Welcome to NGINX on the Amazon Linux AMI!

This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can read this page, it means that the web server installed at this site is
working properly.

Website Administrator

This is the default index.html page that is distributed with nginx on the Amazon Linux AML. It is located in susr/share/nginx/ntml

‘You should now put your centent in a location of your cheice and edit the reot configuration directive in the nginx configuration file setc/nginx/nginx. cont.

NGiNX

StatusCode
StatusDescription 4
Content ! D XHTML 1.1//EN" "http://www.w3.org/TR xhtml1l.dtd">

AWSTemplateFormatVersion: "2818-89-@
Description: Demo of nested stack template
Resources:
Childstack
Type: loudFormation: :Stack
Properties: "https://s3.amazonaws.com/cloudformation-templates-us-east-1/myVPC.template”
TimeoutInMinutes: 60
ChildStac
Type: AWS loudFormation::5t
Properties: "https://s3.amazonaws.com/cloudformation-templates-us-east-1/mySubnets.template”
TimeoutInMinutes: 60
Parameters
VpcID: Fn::GetAtt : [ "ChildStackel™”, "Outputs cID” ]

Outputs:
StackRef:

value:
Ref: ChildStack
OutputFromNestedSta
value:
Fn::GetAtt: [ "ChildStac , "Outputs.SubnetID” ]




Statement”
I
L

"Effect”:"Allow”
"Action":"Updat
"Principal” '

"Resource":

"Effect”:"Deny",
"Action":"Update:*"
"Principal™:
"Resource”:"LogicalResourceld/EC2Instance”

Remove-CFNStack EC2AppServer

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-CFNStack (DeleteStac on target “"EC2AppServer”.
[¥] Yes [A] Yes to Al1l [N] No [L] Mo to A1l [S] Suspend [?] Help (default is

Get-CFNStackEvent ECZAppServer|Format-Table EventId,ResourceType,ResourceStatus

ResourceType ResourceStatus
nstance
CloudFormatio
CloudFormatio |
CREATE_
:Instance CREATE_IN_PROGR
nstane
:CloudFormatio




Chapter 15: AWS CloudWatch

.H-; rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr "
AMmanon . Asions
laudWateh
s S e il oxm
Rasources that I
use CloudWalch Amazon
CloudWatch SNS emall
Alarm natification
Al A -
¥our custom a4 >
Available )
Statistics Auto Scaling
"y |
D [
M
AWS Statistics
Management Console  Consumer
—  Subscriber
/fﬂ_h\“\
F endpoint [5015)
/{ :\,\ —p  Subscriber
%
. — datpen $EVE
endpoint
SNS Topic
—» Subscriber
Amagzon Simple Notification Service endpoint (email)
|Amaron SMN5|
= Subscriber
endpoint [SMS)




PS C:\> MNew-SN5Topic PowerShellSNS
arn:aws:sns:us-east-1:872316486132: Powershel15NS

> New-5N5Topic PowerShellSNS
aws:sns:us-east-1:872316486132: Powershel1sNS

Create subscription

Topic ARN am:aws:snzus-east-1:072316406132-PowerShellSHNS

Protocol Email >

Endpoint XK

AWS Notifications <no-reply@sns.amazonaws.com>

This is test from powershell

¥ cribe:
http -east-1.amazona om/unsubscribe.html?subscriptionArn=arn:aws:sns:us-2ast-1:072316406132:Powershell sSMS:d0d43164-foef-
4ca3 d3defcdecd&Endpoint=rameshwaghmare@yahoo.com

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at
https://aws.amazo support
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Fpl

Dimensions Mamespace

{Instanceld} StatusCheckFailed System  AWS/EC2
{Instanceld} DiskkiriteBytes AWS/EC2
{Instanceld} DiskWriteOps AWS/EC2
{Instanceld} NetworkPacketsIn AWS/EC2
{InstanceIld} MNetworkIn AWS/EC2
{InstanceId} DiskReadOps AWS/EC2
{InstanceId} StatusCheckFailed AWS/EC2
{Instanceld} DiskReadBytes AWS/EC2
{InstanceIld} NetworkOut AWS/EC2
{InstanceIld} NetworkPacketsOut AWS/EC2
{InstanceId} CPUCreditUsage AWS/EC2
{InstanceId} CPUCreditBalance AWS/EC2
{InstanceId} CPUUtilization AWS/EC2
{Instanceld} StatusCheckFailed_Instance AWS/EC2

New-0Object Amazon.CloudWatch.Model.DimensionFilter
.Name
Value
New-0Object Amazon.CloudWatch.Model.DimensionFilter
Name
falue
Get-ClMetriclist

PS
PS
PS
PS
PS
PS

T

T
100000}

P

Dimensions  MetricMame Namespace

{InstanceIld} CPUUtilization AWS/ECZ




New-0bject Amazon.CloudWatch.Model.Dimension
ame
.Value
Write-ChWMetricAlarm

Get-CWAlarm |Format-Table AlarmName,Metrichame,Statevalue

Alarmiame MetricName StateValue ActionsEnabled

True

New-Object Amazon.CloudWatch.Model.Dimension
Name
1.Value
New-0Object Amazon.CloudwWatch.Model.Dimension
Name
value
Write-ClMetricAlarm

Mew-0Object Amazon.CloudWatch.Model.Dimension

alue
New-0Object Amazon.CloudWatch.Model.Dimension

ActionsEnabled




Disable-ChAlarmAction

o D
[T ]

» Get-CWAlarm |Format-Table AlarmMame,MetricName,StateValue

MetrichName

ActionsEnabled

ActionsEnabled

WebAppServerCPU CPUUtilization INSUFFICIENT_DATA
WebAppServerInstanceSysChk StatusCheckFailed Instance INSUFFICIENT DATA True
¢  StatusCheckFailed System  INSUFFICIENT_DATA True

Enable-CWAlarmAction

» Get-CWAlarm |Format-Table AlarmMame,MetricName,StateValue

MetrichName

ActionsEnabled

ActionsEnabled

ServerCPU CPUUtil tion INSUFFICIENT_DATA True
ServerInstanceSysChk StatusCh Failed Instance INSUFFICIENT DATA True
StatusCh Failed System  INSUFFICIENT_DATA True

-data.pl --mem-util --mem-used --mem-avail --swap-util \

ace-used --disk-space-avail

Successfully reported metrics to CloudWatch. Reference Id: a8l6f47e-6d4f-11e7-b787-119735827c55




n1l

b= = e = iy v
LowoLaoLa

Dimensions

{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}

{MountPath, Instanceld,
{MountPath, Instanceld,
{MountPath, Instanceld,

New-Object Amazon.CloudWatch.Model.DimensionFilter

1.Name
1.Value
» Get-CWMetriclist

$pl
Metrichame

NetworkPacketsIn
NetworkIn
DiskliriteBytes
NetworkPacketsOut
NetworkOut
DiskReadBytes
StatusCheckFailed
DiskReadOps
CPUCreditBalance
CPUUtilization

Namespace

AWS/EC2
AWS/EC2
AWS/EC2
AWS/EC2
AWS/EC2
AWS/EC2
AWS/EC2
AWS/EC2
AWS/EC2
AWS/EC2

StatusCheckFailed Instance AWS/EC2

DisklWriteOps
StatusCheckFailed_System
CPUCreditUsage
SwapUtilization

SwapUsed

MemoryUsed
MemoryUtilization
Memoryfvailable
DiskSpaceUtilization

Filesystem}
Filesystem} DiskSpacefivailable
Filesystem} DiskSpacelsed

AWS/EC2

AWS/EC2

AWS/EC2Z

System/Linux
System/Linux
System/Linux
System/Linux
System/Linux
System/Linux
System/Linux
System/Linux




=
e

=

=

LA LA LA

=

Get-

Dimensions

{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{Instanceld}
{MountPath,
{MountPath,
{MountPath,

pl . Nam
1.val
> Write-C

Ps
PS
PS
PS
Ps

3]

P :\» Get-CWAlarm |Format-Table AlarmName,MetricMame,StatevValue

AlarmMame

WebAppServerCPU
pServerlIns
ppServersua
WebAppServersys

New-Object Amazon.CloudWatch.Model.DimensionFilter

. Name
1.Value

ChMetriclList
MetricName

MemoryUsed
MemoryUtilization
MemoryAvailable
SwapUtilization
SwapUsed

Instanceld, Filesystem} DiskSpaceUtilization

Instanceld, Filesystem]} DiskSpaceAvailable
Instanceld, Filesystem]} DiskSpacelUsed

e
ue
WMetricAlarm

hellens 1

e E{=ls

MetricName StateValue

CPUUtilization
tanceSysChk StatusCheckFailed Instance

putil SwapUtilization INSUFFICIENT_DATA

temSysChk  StatusCheckFailed System  OK

Namespace

em/Linux
em/Linux
em/Linux
em/Linux
em/Linux
em/Linux
em/Linux
em/Linux

ActionsEnabled

ActionsEnabled

True
True
True
True




PS C:\>
PS C:\>
PS C:\>
PS C:\> Get-ChMetriclist fpl

Dimensions MetricName Mamespace

{DBInstanceldentifier} DatabaseConnections AWS/RD5
{DBInstanceldentifier} CPUCreditUsage AWS/RD5
{DBInstanceldentifier} Writelatency AWS/RD5
{DBInstanceldentifier} CPUCreditBalance AWS/RD5
{DBInstanceldentifier} ReadIOPS AWS/RD5
{DBInstanceldentifier} NetworkTransmitThroughput AWS/RDS
{DBInstanceldentifier} WriteThroughput AWS/RD5
{DBInstanceldentifier} SwaplUsage AWS/RD5
{DBInstanceldentifier} CPUUtilization AWS/RD5
{DBInstanceldentifier} FreeStorageSpace AWS/RD5
{DBInstanceldentifier} WriteIOPS AWS/RD5
{DBInstanceldentifier} FreeableMemory AWS/RD5
{DBInstanceldentifier} ReadThroughput AWS/RD5
{DBInstanceldentifier} NetworkReceiveThroughput AWS/RDS
{DBInstanceldentifier} Readlatency AWS/RD5

{DBInstanceldentifier} BurstBalance AWS/RD5
{DBInstanceldentifier} DiskQueueDepth AWS/RD5
{DBInstanceldentifier} BinLogDiskUsage AWS/RD5

nche crc

New-0bject Amazon.CloudWatch.Model.Dimension




Internet Users US West DevOps
Redirect
Request
—
404 Mot Found

WordPress Server

[/var/log/messa
datetime format
file = /var/log/messages

buffer duration = 5060

log stream _name = {instance id}
initial position = start_of file
log_group_name = /var/log/messages

[/var/log/message

datetime format

file = /var/log/messages

buffer duration = 5866

log stream name = {instance id}

initial position = start_of file
log group name = fvar/log/messages

[/var/log/httpd/acces

datetime format = %b

file = fwvar/log/httpd/

buffer duration = 5866

log stream name = {instance id}
initial position = start_of file
log group name = lebServerfpp




PS C:\> Get-CWLLogGroup

Arn arn:aws:logs:us-east-1:872316486132:log-group: /var/log/messages:*
CreationTime 5/27/2016 9:13:56 AM

LogGroupName fvar/log/messages

MetricFilterCount : @

RetentionInDays

StoredBytes 7916696

Arn arn:aws:logs:us-east-1:872316486132: log-group:MyllebServeripp: *
CreationTime 7/21/2@17 8:36:35 AM

LogGroupName MyllebServeripp

MetricFilterCount 8

RetentionInDays

StoredBytes e

PS C:\> Get-CWLLogStream MyWlebServerapp

Arn : arn:aws:logs:us-east-1:872316406132: log-group: MyllebServerApp:log-stream:i-89ca5e2081782643e7
CreationTime : 7/21/2017 8:36:36 AM

FirstEventTimestamp : 7/21/2017 8:36:34 AM

LastEventTimestamp : 7/21/2017 9:19:49 AM

LastIngestionTime 1 7/21/2017 9:19:55 AM

Log5streamhame 1 1-89ca5e201782643e7

StoredBytes H:)

UploadSequenceToken : 49567849214884669375172139535762870659501364771293283570

PS C:\> (Get-ChLLogEvent MyWebServerApp i-89ca5e201782643e7).Events

IngestionTime Message
[21/7ul/2@17:88:34: +80@@] "GET / HTTP/1.1" 4@3 3830 ° "Mozilla/5.@ (Windows NT 18.@; Wing4; x64) ApplekebKit/5...
262.161.5. 21/Jul/2017:08:34: +0000] "GET / HTTP/1.1" 4@3 3839 - "Mozilla/5.@ (Windows NT 18.@; Wing4; x64) ApplelWebKit/S...
202.161.5. 21/3ul/2817: 101 +6008] "GET / HTTP/1.1" 483 3839 "-" "Mozilla/5.e (Windows NT 16.8; Win64; x64) AppleWebKit/s
2682.161.5. 21/3ul/2017 +0000] "GET /sample.php HTTR/1.1" 484 287 "-" "Mozilla/5.8 (Windows NT 10.0; Wing4; x64) Appl...
202.161.5. 21/Jul/2017: H +660@] "GET /sample.php HTTP/1.1" 404 287 "-" "Mozilla/5.@ (Windows NT 10.9; Win64; x64) Appl...
202.161.5. 21/3ul/2017 129 +00@8] "GET /sample.php HTTR/1.1" 4@4 287 "-" "Mozilla/5.® (Windows NT 10.9; Win64; x64) Appl...
262.161.5. [21/7ul/2017 +0000] "GET HTTP/1.1" 403 3839 "-" "Mozilla/5.0 (Windows NT 16.8; Win64; x64) AppleWebKit/S.
202.161.5. [21/3ul/2817 +6@e8] "GET / HTTP/1.1" 4@3 3838 "-" "Mozilla/5.@ (Windows NT 18.8; Win64; x64) AppleWebKit/s...
2682.161.5. [21/7ul/2017:8 H +60ee] "GET HTTP/1.1" 483 3839 ° "Mozilla/5.8 (Windows NT 18.@; Wing4; x64) ApplekebKit/5...
262.161.5. 21/Jul/2017:69:11: +80ee] "GET HTTP/1.1" 403 3839 ° Mozilla/5.@ (Windows NT 16.8; Win64; x64) AppleWebKit/S...
202.161.5. 21/3ul/2017 +000@] "GET / HTTP/1.1" 403 3839 Mozilla/s.@ (Windows NT 16.8; Win64; x64) AppleWebkit/s
262.161.5. 21/3ul/2017 +0000] "GET HTTP/1.1" 403 3839 " "Mozilla/5.@ (Windows NT 1@.@; Winé4; x64) AppleWebKit/5.
262.161.5. 21/Jul/2817 +@eea] "GET HTTP/1.1" 483 2839 "-" "Mozilla/5.@ (Windows NT 16.8; Win64; x64) AppleWebKit/s.
202.161.5. 21/3ul/2017 +8088] "GET /sample.php HTTP/1.1" "." "Mozilla/5.8 (Windows NT 18.8; Win4; x64) Appl
262.161.5. 21/Jul/2017 +0000] "GET /sample.php HTTR/1.1" "-" "Mozilla/5.® (Windows NT 10.8; Win&4; x64) Appl.
202.161.5. 21/3ul/2017 +80008] "GET / HTTP/1.1" 483 3839 Mozilla/s.@ (Windows NT 16.8; Win64; x64) AppleWebkit/s
2682.161.5. 21/3ul/2017 +60@@] "GET / HTTP/1.1" 483 3839 ° "Mozilla/5.@ (Windows NT .8; Win64; x64) AppleblebKit/5.
262.161.5. 21/Jul/2017 +08e8@] "GET / HTTP/1. 403 3839 "-" "Mozilla/5.@ (Windows NT .8; Wing4; x64) AppleWebKit/s.
2682.161.5. 21/3ul/2017 +80@@] "GET / HTTP/1.1" 483 3839 " "Mozilla/5.@ (Windows NT .8; Win64; x64) AppleblebKit/5.
262.161.5. [21/7ul/2017 +0000] "GET / HTTP/1.1" 4@3 3839 "-" "Mozilla/5.0 (Windows NT .@; Win64; x64) ApplellebKit/5.
202.161.5. [21/3ul/2017: 145 +000@] "GET / HTTP/1.1" 483 3839 "-" "Mozilla/5.e (Windows NT 16.8; Win64; x64) AppleWebKit/s
2682.161.5. [21/7ul/2017:89:19: +60@@] "GET / HTTP/1.1" 483 3839 ° "Mozilla/5.@ (Windows NT .8; Win64; x64) AppleblebKit/5.
161.5. 21/Jul/2017:@ H +8000] "GET / HTTP/1.1" 4@3 3839 ° Mozilla/5.0 (Windows NT .8; Win64; x64) ApplelebKit/s.
161.5. 21/3ul/2017 +80008] "GET / HTTP/1.1" 483 3839 Mozilla/s.@ (Windows NT 16.8; Win64; x64) AppleWebkit/s
161.5. 21/Jul/2017: H +0000] "GET / HTTP/1.1" 403 3839 ° "Mozilla/5.@ (Windows NT .@; Win64; x64) ApplellebKit/5.
161.5. 21/Jul/2817:09:19: +8ee@] "GET / HTTP/1. 483 3839 "-" "Mozilla/5.@ (Windows NT .@; Wing4; x64) AppleWebKit/s...
161.5. 21/3Jul/2017:89:19: +80@@] "GET / HTTP/1.1" 483 3839 ° "Mozilla/5.@ (Windows NT .8; Win64; x64) ApplelebKit/S...

New-Object Amazon.CloudWatchLogs.Model.MetricTransformation
.MetricName
.MetricNamespace
H .Metricvalue-1
:\> Write-CWLMetricFilter MyWebServeripp




ect Amazon.CloudWatch.Model.Dimension

1.Value
» Write-CMetricAlarm

PS
PS
PS
PS
Ps




Chapter 16: AWS Resource Auditing
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CloudTrail is
continuously
recording
API calls

== Store/

Archive

Troubleshoot

"

CloudWatch

Monitor & Alarm

AWS access key ARIANOTOORTISZUBY2A

AWS region us-east-1
Error code

Ewvent D 4cad45f1-b0a0-4302-9022-991f0e9696e1

Event name PutietricAlarm

Event source monitoring. amazonaws_com

Event time 2017-07-21, 07:18:35 PM
Request ID  927314f3-6df5-1127-895f-3527Tbadd2291
Source IP address 202.161.5.17

User name awsadmin




"Wersion™: "2012-10-17",
"Statement™: [

{

"5id": "AWSCloudTrailiclCheck20150313",

"Effect™: "Allow"™,

"Principal™: {

"Service": "cloudtrail.amazonaws.com"

T

"Action": "s3:GetBucketicl™,

"REesource": "arn:aws:s3:::myenterpriseawslog”
T
{

"5id": "AWSCloudTrailWrite20150313",
"Effect™: "Allow",
"Principal™: {

"Service": "cloudtrail.amazonaws.com"

Iy
"Action": "s3:PutCbject™,
"Resource": "arn:aws:sS:::myenterpriseawslogfpowershellfhWSLogsfcaccoant_nanber>f*",
"Condition™: {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control”

irstTrail myenterpriseawslog powershell

CloudWatchLogsLogGroupArn
CloudWatchLogsRoleArn
IncludeGlobalServiceEvents : True
IsMultiRegionTrail : True
Km rId H

LogFileValidationEnabled : True
: MyFirstTrail
\lame myenterprises
KeyPrefi powershell
nsTopicARN H
SnsTopicName H
TrailARN : arn:aws:cloudtrail:us-east-1:872316406132:trail/MyFirstTrail

Lo

L1




» Get-CTTrailStatus MyFirstTrail

IsLogging
LatestCloudWatchLogsDeliveryError
LatestCloudWatchLogsDeliveryTime
LatestDeliveryAttemptSucceeded
LatestDeliveryAttemptTime
LatestDeliveryError
LatestDeliveryTime
LatestDigestDeliveryError
LatestDigestDeliveryTime
LatestMotificationAttemptSucceeded
LatestMotificationAttemptTime
LatestNotificationError
LatestMotificationTime
StartlLoggingTime

StoploggingTime
TimeloggingStarted
TimeloggingStopped

False

1/1/e881 !

1/1/808081 12:

1/1/808081 12:

1/1/808081 12:
1/1/808081 12:
1/1/808081 12:




Start-CTLogging MyFirstTrail

o D
LA LwaoLA
A OO

» Get-CTTrailStatus MyFirstTrail

IsLogging ! True
LatestCloudkatchLogsDeliveryError
LatestCloudkWatchLogsDeliveryTime D 1/1/6661 12:66:80 AM
LatestDeliveryAttemptSucceeded

LatestDeliveryAttemptTime

LatestDeliveryError :

LatestDeliveryTime D 1/1/6661 12:66:80 AM
LatestDigestDeliveryError :
LatestDigestDeliveryTime D 1/1/6661 12:66:80 AM
LatestNotificationAttemptSucceeded
LatestNotificationAttemptTime

LatestNotificationError :
LatestNotificationTime D 1/1/6661 12:66:80 AM
StartlLoggingTime P 7S2272017 12:42:32 PM
StoploggingTime D 1/1/6661 12:66:80 AM
TimeloggingStarted 1 2917-87-22T12:42:327
TimeloggingStopped




AWS Config & Config Rules

AWS config g
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C:\> Get-CFGConfigurationRecorderStatus

LastErrorCode

LastErrorMessage

LastStartTime : 1/1/e661 12:60:80 AM
LastStatus :

LastStatusChangeTime : 1/1/06801 12:80:80 AM
LastStopTime : 1/1/e8081 12:808:88 AM
Name : MyFirstConfigRecorder
Recording : False

One Hour ~




Start-CFGConfigurationRecorder
Get-CFGConfigurationRecordersStatus

g
r

LastErrorCode

LastErrorMessage

LastStartTime 7/23/26 : 2:59 AM
LastStatus Pending
LastStatusChangeTime 2372817 9 AM
LastStopTime 1/66681 12:06:860 AM
Name FirstConfigRecorder
Recording True

3 sure you want to perform this a :
Performir hannel (DeleteDeliveryChannel)" on tar onfigDelivery”.
11 [N] Ne [L] Mo to [S] Ssuspend [?] Help (default is
ConfigurationRecorder

Confirm
Are you sure you want to perform tk
on target "MyFirstConfigRecorder”.
[N] no  [L] Mo to A1l [S] Suspend [2?] Help (default is
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