Chapter 01: The Cloud and the DevOps
Revolution
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AWS senvices

* Recently visited serdces

~ Al senices
Compute

EC2 Container Service

Ughtsall &
Elastic Beanstalk

Batch

B Storage

EFS
Glacier
Storage Gateway

&7 Networking & Content
Delvery
VPG
CloudFront
Diract Connect
Flowte 53

Developer Tocks
CodeStar
CodeCommét
CodeBuild
GodeDeploy
CodePipeling
X-Ray

Management Tools
CloudWatch
CloudFormation
ClowdTrall

Config

OpsWorks

Service Catalog
Trusted Advisor
Managed Services

Security, identity &
Compliance

[
Inspecton
Certificate Manager
Directory Service
WAF & Shiald

i

=

Internet of Things
AWS loT
AWS Greengrass.

Caontact Center
Amazon Gonnect

Game Development
Amazon GameLft

Mobile Services
Mobile Hub
Cogrito

Davice Farm
Mobile Analytics
Pinpoint

Appiication Sanices
Step Functions

SWF

AP1 Gateway

Elastic Transcoder

Simple Notification Service
SES

Business Productivity
WorkDocs

WorkMail

Amazan Chime




Chapter 02: Deploying Your First Web
Application

AWS services

» Recently visited services

~ All services

@ Compute
EC2
EC2 Container Service
Lightsail &
Elastic Beanstalk
Lambda
Batch

E} Storage
s3
EFS
Glacier
Storage Gateway

E_’ Database
RDS
DynamoDB
ElastiCache
Redshift

als

Delivery

VPC
CloudFront
Direct Connect
Route 53

®

Migration

Application Discovery Service

DMS
Server Migration
Snowball

¢57 Networking & Content

t[ﬂ

Developer Tools
CodeStar
CodeCommit
CodeBuild
CodeDeploy
CodePipeline
X-Ray

Management Tools
CloudWatch
CloudFormation
CloudTrail

Config

OpsWorks

Service Catalog
Trusted Advisor
Managed Services

Security, Identity &
Compliance

1AM

Inspector
Certificate Manager
Directory Service
WAF & Shield
Artifact

Analytics

Athena

EMR

CloudSearch
Elasticsearch Service
Kinesis

Data Pipeline
QuickSight

Internet of Things
AWS loT
AWS Greengrass

Caontact Center

Amazon Connect

Game Development
Amazon GamedLift

Mobile Services
Mabile Hub
Cognito

Device Farm
Maobile Analytics
Pinpaint

Application Services
Step Functions

SWF

AP| Gateway

Elastic Transcoder

Messaging

Simple Queus Service
Simple Notification Service
SES

Business Productivity
WarkDocs

WorkMail

Amazon Chime £




Q Nathaniel Felsen ~

My Account
My Organization
My Billing Dashboard

My Security Credentials

Sign Out

N. Virginia v

Support ¥




|AM Management Console % | =+
4 | @ nhtips:/console.aws.amazon.com/iam/home?region=us-east-1#users/Nat c Q, Search ﬁ B 9 % @ Q =
i  AWS v  Services v  Edit Nathaniel Felsen ~  Global ~  Support ~
Dashboard IAM > Users > Nat
¢+ Summary

User ARN: arn:aws:iam::511912822958:user/Nat
Details Has Password: No
Groups Groups (for this 0

user):
Users Path: /
Roles Creation Time: 2016-01-28 01:23 PST
Policies

Identity Providers Groups Permissions Security Credentials Access Advisor
Account Settings

Credential Report Managed Policies A

The following managed policies are attached to this user. You can attach up to 10 managed policies.

Encryption Keys Attach Policy

Policy Name Actions
AdministratorAccess Show Palicy | Detach Policy | Simulate Policy
Inline Policies e

@ Feedback (@ English 08 - 2016, Amazon \A rvices, Inc ates. All rights reserved Privacy Policy ~ Terms of Use



(] i) Filters \/

Best match

Settings
Trusted Windows Store app

Search suggestions

L settings - 5
Settings

Store

L settings|

Settings

Windows Settings

| windows updal X
2> Windows Update settings
2 Check for updates
2> Advanced Windows Update options
2> View your Update history
L T
Accounts Time & language
sync Speech, region, date

Windows isn’t activated. Activate Windows now.

&

Personalization
Back: ind, lock screen,

®

Gaming




Settings

% Home

| control p| X |

[ Control Panel

UpudLe & secdriy

= Windows Update

W Windows Defender

T Backup
2 Troubleshoot
YO Recovery

© Activation
A Find My Device
it For developers

A3 Windows Insider Program

For developers

Use developer features

These settings are intended for development use only.

Learn more

O Windows Store apps

Only install apps from the Windows Store.

o Sideload apps

Install apps from other sources that you trust, like your
workplace.

@ Developer mode

Install any signed and trusted app and use advanced
development features.

Developer Mode package installed. Remote tooling for desktop
is now enabled.

Enable Device Portal

Turn on remote diagnostics over local area network

. 4 s Control Panel v 0 feature
~ Programs and Features
[']- G Turn Windows features on or off
Windows Features - m] X
Turn Windows features on or off o

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Telnet Client
TFTP Client

=]

3]
RORNOROOREA

<

KPS Services
KPS Viewer

]

SMBE 1.0/CIFS File Sharing Support A

Windows Identity Foundation 3.5
Windows PowerShell 2.0

Windows Process Activation Service
Windows TIFF IFilter

Work Folders Client

Cancel




B Select C:\Windows\System32\bash.exe - m] X

=== ==
EC2 Instances EC2 Instances
VPC Subnet 172.31.0.0/20 VPC Subnet 172.31.16.0/20

Virtual Private Cloud - 172.31.0.016




' 3. bash (bash)
aws ec? describe-subnets

S —

Rank of top languages on GitHub.com over time

/ e
2 Java
3 Ruby
4 PHP
5 Python
£ /\
14
8 / css
7 J \ e
C#
8 \
9
Perl Objective-C C
Emacs Lisp vimL Shell HTML
10 ]
2008 2009 2010 2011 2012 2013 2014 2015
Year

Source: GitHub.com
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http://ec2-54-8...naws.com:3000/ * | =+
-

©ec2-54-88-134-38.compute-1.amazonaws.com:2000

Hello World

c

Q, Search

wB 9 3 AO




Chapter 03: Treating Your Infrastructure As
Code

ece / AWS CloudFormation Desig... * | +
(- i) @ | https://console.aws.amazon.com/cloudformation/designer/home?regiol c Q, Search ﬁ % ‘ ﬁ 9 =
AWS ~ Services v |||' EC2 RDS Nathaniel Felsen v N. Virginia v Support ~
k- & & Close =
File: 'temnplate!’
Resource types 4 o
- ApiG ay N
E—
4 Account O +
4 Apikey 1
" . =
# Autnorzer HelloWolr... HelloWorld ||
42 BaserathMapping SecurityGroup Instanc ,J
5 clientCentificate ‘
|
{1} Deployment
2 method |
Properties  Metadata  CreationPolicy DeletionPolicy DependsOn  Condition _Nlm|
B Helloworld ¢
-
Z- "Resources": {
3~ "HelloWorld": {
4 "Type": "AWS::ECZ2::Instance”,
5~ "Metadata": {
6- "AWS: :CloudFormation: :Designer": {
Components Template

@ Feedback (@ English Privacy Policy ~ Terms of Use



EC25G4IMOU
SecurityGroup
———

|2 | &5 6

Documentation
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| e,
[ H EC2CG40BPL
CustomanGat...
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0
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49 I
50 - "ECZIPTOR": {
51 "Type": "AWS::ECZ2::Instance",
52 "Properties": {J},
53 - "Metadata": { Affinity
54 - "AWS: :CloudFt AvailabilityZone
55 "id": "8a2l BlockDeviceMappings
56 } DisableApiTermination
57 } EbsOptimized
58 s HostId
59~ "EC2CG40BPL": { IamInstanceProfile
Components Template Imageld
e0ce CloudFormation Manageme.. ‘“'_,": CloudFormer x \ &
€& (@ nips//ec2-54-84-225-232.compute-1.amazonaws.com/newtemplate @  Q search o B 4+ A O =
AWS CloudFormer Region us-cast-1

Intro

[ Cancel ][ Continue @

Template Information

Select the AWS region to introspect. The description is optional but will be displayed in the AWS Management console when the template
is used to create a stack. You can optionally enter a filter for the resources. If you specify a filter, all resources with a name or a tag
value that contains the filter text will be selected automatically. Note that the filter is a case-insentive match.

Template Description

Enter template description

Resource Name Filter

Select resources matching filter

| Select all resources in your account




ene

CloudFomation Manageme. ..

€) ® @ | htips/rconsole.aw

AWS ~ Services v

WebUrl

Design template e -]
Filter: Active ~ By Name: Showing 1 stack
Stack Name Created Time Status Description
HelloWorld 2016-05-14 16:25:16 UTC-0700 CREATE_COMPLETE
Overview  Qutputs  Resources Events Template Parameters Tags Stack Policy = Change Sets _R = =]
Key Value Description
InstancePubliclp 54.86.100.20

n=us-east-1#/stacks?stackld=am:aws

Public IP of our instance.
http://ec2-54-86-100-20.compute-1.amazonaws.com:3000

Website instance




Owner Repository name

E§ nfelsen~ |/ | EffectiveDevOpsTemplates v

Great repository names are short and memorable. Need inspiration? How about redesigned-disco.

Description (optional)

Anyone can see this repository. You choose who can commit.

Private
You choose who can see and commit to this repository.

Initialize this repository with a README
This will let you immediately clone the repository to your computer. Skip this step if you're importing an existing
repository.

Add .gitignore: None v Add a license: None~ | ()




ene
J

& D& htpss
Select Template
Specify Details
Options

| Review

Update Stack

£ONS0le.AWS. AMAZON.COM/C)

udformation/home?region=us-ea lupdate?stackid=arn:aws:cloudiormation:us-eas

¢ Q Search bal=N- R -]
Review

Review the information that AWS CloudFormation will use to update your stack. If you need to change a value, return to the page that contains the value that you want to
change.

Template

Template URL  https://s3-external-1.amazonaws.com/cf-templates-190yo3efsf1jg-us-east-1/2016138kM0-helloworld_ssh_restricted.json
Description

Details

Stack name  HelloWorld

KeyPair  EffectiveDevOpsAWS
Create |IAM resources  No

Options
Tags

No tags provided
Advanced

Notification

Preview your changes
Based on your input, CloudFormation will change the following resources. For more information, choose View change set details.
Action  Logical ID Physical ID Resource type Replacement

[0  HelloWolrdWebServerSecurityGroup HelloWorld-HelloWolrdWebServerSecurityGroup-1F7V2BLZLWT1 AWS:EC2::SecurityGroup False

Cancel Previous




CloudFormation Manageme... * | +

on/home?region=us-east-1#4/stacks?filter=activeastackid=arn:aws:cloudi ¢ Q search B ¥ &0 =

AWS v  Services v

Nathaniel Felsen v N. Virginia ¥ Support v

Actions ~ Design template

Filter: Active ~ By Name:

c | =

Showing 1 stack

Stack Name Created Time Status Description

helloWorld 2016-05-15 21:48:15 UTC-0700

Overview  Outputs Resources  Events  Template Parameters Tags  Stack Policy  Change Sets

_N_}=]
2016-05-16 Status Type Logical ID Status reason
»  23:30:33 UTC-0700 AWS:EC2::Instance HelloWorld
»  23:30:25 UTC-0700 AWS::CloudFormation::Stack helloWorld User Initiated
2016-05-15 Status Type Logical ID Status reason
¥ 22:23:05 UTC-0700 UPDATE_COMPLETE AWS::CloudFormation::Stack helloWorld
> 22:23:03 UTC-0700 AWS::CloudFormation:: Stack helloWorld

b 22:22:52 UTC-0700 UPDATE_COMPLETE AWS::EC2::SecurityGroup HelloWolrdWebServerSecurityG

roup

@ Feedback () English Privacy Policy ~ Terms of Use



® ® | Change Set Detail X\ +
& | () @ | nttps:/console.aws.amazon.com/cloudformation/homePregion=us-east-14/changeset & Q search wB - ] =
AWS Services v EC2 RDS Iﬁ SES i 83 Nathaniel Felsen N. Virginia v Support v

CloudFormation > Stack: helloWorld > Change set detail: HelloWolrd
HelloWolrd

Overview

Other Actions ~ Execute

ID arn:aws:cloudformation:us-east-1:511912822958:changeSet/HelloWolrd/1 7aea5cd-Bdea-4659-bSed-240d015d3db5

Description change set
Created time  2016-05-15 22:21:59 UTC-0700
Status CREATE COMPLETE

Stackname  helloWorld

» Change set input

+ Changes
The changes CloudFormation will make if you execute this change set.
T

Action Logical ID Physical ID

(=9 HelloWolrdWebServerSecurityGroup  helloWorld-HelloWolrdWebServerSecurityGroup-
1DISX06BCBKZS

Viewing 1 of 1
Resource type Replacement

AWS::EC2::SecurityGroup  False




Chapter 04: Adding Continuous Integration
and Continuous Deployment

All checks have passed Show all checks
1 successful check

This branch has no conflicts with the base branch
Merging can be performed automatically.

You can also open this in GitHub Desktop or view command line instructions.

Sep 12

17:04

Checkout Setup Mocha test Cleanup
647ms 12s 1s 1s
647ms 12s 1s 1s




Acceptance

Integration

Search by Tags @
Tag Type Key Value Instances
1 Amazon EC2 ¥ cloudformation:stack-name~ helloworld-staging hd 1 0
2 Amazon EC2 ¥ ~ M o
Total Matching Instances: 1
Appslifoaption Dg\g:(lﬁ:d Beforelnstall Install AfterInstall Ap;)sli((;e::ion \gae":/ie::tee




Review your pipeline (2]

We will create your pipeline with the following resources.

Source Stage

Source provider GitHub
Repository EffectiveDevOpsWithAWS/helloworld
Branch master

Build Stage

Build provider No Build

Beta Stage
Deployment provider AWS CodeDeploy
Application name helloworid
Deployment group  staging

Pipeline settings

Pipeline name helloworld

Artifact location s3://codepipeline-us-east-1-805752931929/
Amazon 53 storage pricing

Role name AWS-CodePipeline-Service

Preview your changes
Based on your input, CloudFormation will change the following resources. For more information, choose View change set details.

Action Logical ID Physical ID Resource type

[ Add | Policy AWS::IAM::Policy




Approval (5 )

Manual approval

A Waiting for approval 8 min

B8 Review




Is there a new
build to deploy?

Deploy new build to a subnet
of your instances such that
10% of your traffic hits the

new version of the code.

¥

wait for 10mn to
recards enaugh
metrics

L 4

Is the
error rate
on the new instances
worst than
on the old
ones?

yes

no
L J

Is the
performance
on the new instances
worst than
on the old

yes

ones?

Stop sending
traffic to the

no new build

h 4 Y

Deplay the new build
to 100% of the
instances

Naotify on-call
engineer




Chapter 05: Scaling Your Infrastructure

Parameters

InstanceType

KeyPair

PublicSubnet

ScaleCapacity

Vpcld

t2.micro ;I WebServer EC2 instance type

EffectiveDevOpsAWS A

Name of an existing EC2 KeyPair to SSH

subnet-3e905948 (172.31.0.0/20) yx subnet-4decfe66 (172.31.48.0/20) x
subnet-4f3bdb17 (172.31.16.0/20) % subnet-82ba3fbf (172.31.32.0/20) %

PublicSubnet

3 Number servers to run

vpe-f7dc4093 (172.31.0.0/16) ~




Preview your changes

Based on your input, CloudFormation will change the following resources. For more information, choose View change set details.
Logical ID Physical ID
AutoscalingGroup

GPUTocHigh

GPUTaoLow

LaunchCGonfiguration

LoadBalancer

LoadBalancerSecurityGroup

ScaleDownPalicy

ScaleUpPolicy

SecurityGroup helloWorld-SecurityGroup-63BOXITILEPY

EEEEE BEBBBE

instance i-c10c64ef

Resource type Replacement
AWS:AutoScaling::AutoSealingGroup

AWS:CloudWatch::Alarm

AWS:CloudWatch::Alarm

AWS:AutoScaling::LaunchConfiguration

AWS: ElasticLoadBalancing::LoadBalancer

AWS:EC2::SecurityGroup

AWS:AutoScaling::ScalingPolicy

AWS:AutoScaling: ScalingPolicy

AWS::EC2::SecurityGroup True

AWS:EC2:Instance

e

Presentation Application Data
















e Like

¥ Like




1,00

) —

7
0300

Bl Frov

tpcned [l Gor




a3
B Provisionsd [l Cormumed







Engineering
Effort

‘ — RDS with join and transaction

—

Lifetime of the product

Main Database

15t stage

User Database User Database 1 User Database 2

User Table

2nd stage




DNS type

A IP address in [Pv4 format

Region s East (N. Virginia)

w Health checks

«  Evaluate target health

Mo health checks available

Region  Us west (N. California)
w Health checks

+  Evaluate target health

No health checks available

Region  EU fireland)
w Health checks

+  Evaluate target health

No health checks available

§ Add ancther region

@ Connect to...

@ Connect to...




Chapter 06: Running Containers in AWS

Installed
through Docker Same exact container
Hello World — .
CodeDeploy container
Installed
- / through Ansible Fully compatible

NPM
CodeDeploy agent

0OSX or Linux
or Windows

AWS Linux

AWS Linux

Provided by AWS

Computer

. Docker on an EC2 Docker on a standard
Classic AWS stack ntance computer
% docker pull
$ docker run
% docker stop

Docker Client

Docker Registry

Docker Server




Supported tags and respective Dockerfile links

7
7
7
7
7
6
6
* 6
6
6
4
4
4
4
4

.4.0, 7.4, 7, latest (7.4/Dockerfile)

.4.0-alpine, 7.4-alpine, 7-alpine, alpine (7.4/alpine/Dockerfile)
.4.0-onbuild, 7.4-onbuild, 7-onbuild, onbuild (7.4/onbuild/Dockerfile)
.4.0-slim, 7.4-slim, 7-slim, slim (7.4/slim/Dockerfile)

.4.0-wheezy , 7.4-wheezy, 7-wheezy , wheezy (7.4/wheezy/Dockerfile)

.9.4, 6.9, 6, boron (6.9/Dockerfile)

.9.4-alpine, 6.9-alpine, 6-alpine, boron-alpine (6.9/alpine/Dockerfile)
.9.4-onbuild, 6.9-onbuild, 6-onbuild, boron-onbuild (6.9/onbuild/Dockerfile)
.9.4-slim, 6.9-slim, 6-slim, boron-slim (6.9/slim/Dockerfile)

.9.4-wheezy, 6.9-wheezy, 6-wheezy, boron-wheezy (6.9/wheezy/Dockerfile)
.7.2, 4.7, 4, argon (4.7/Dockerfile)

.7.2-alpine, 4.7-alpine, 4-alpine, argon-alpine (4.7/alpine/Dockerfile)
.7.2-onbuild, 4.7-onbuild, 4-onbuild, argon-onbuild (4.7/onbuild/Dockerfile)
.7.2-slim, 4.7-slim, 4-slim, argon-slim (4.7/slim/Dockerfile)

.7.2-wheezy , 4.7-wheezy, 4-wheezy 6 argon-wheezy (4.7/wheezy/Dockerfile)

@ service a

@ serviceb
@ service ¢

@ serviced




Container requirement

CPU 1024
Memory 256

Schedule

Pending tasks

ECS Orchestrator

ECS Host capacity

CPU 9216
Memory 2560

Task placement

ECS Auto Scaling Group

default action

Target group

HealthCheck

Listener
HTTP:3000

ALB

Security Group




Source

-Get the code from
Github and
packages it

Build

«Call the Code Build
project to create a

new container and

push it to ECR

Staging Deploy
«Using Cloud
Formation, update
our template tag

Approval

+Request approval

parameter to deploy

the new container

to continue
deployment

Production Deploy
-Similar steps as in
Staging Deploy but
for the production
cluster

Source
GitHub

s 0




Chapter 07: Monitoring and Alerting
g

\./

2016-09-30 (17:00:00) - 2017-03-31 (16:59:58) =

Measure

Line

Actions ~

4]

Untitled graph

® BucketSizeByles.

All metrics Graphed metrics (1) Graph options.
Al > 83 > Storage Metrics  stack-27741-s3bucket-1gdSidbgfii © Q
BucketName (2) StorageType Metric Name
stack-27741-s3bucket-1gd513bqfixi AiStorageTypes NumberOfObjects
L stack-27741-s3bucket-1gd5i3bgfix StandardStorage: BucketSizeBytes
CloudWatch Log Grouwps  + Streams for /vaniog/messages - Custom NﬂmESPHCES
Search Croate Stream Delete Stream H
[ Search Log Groue | Lo - Helloworld/traffic
Filtar: "
Log Streams 3 Metrics
033 T2 305304080




Delivery Stream metrics

Goto (' CloudWatch for a complete list of Firehose metrics. Learn more.
[All graphs are displayed in UTC time zone.

Inc ingBytes (Sum) IncomingRecords (Sum) DeliveryToS3 DataFreshness (Maximum)
2500000 5000 400
2000000 4000
300
1500000 3000
200
1000000 2000
500000 1000 100
0 0 0
06/04 06/05 06/06 06/04 06/05 06/06 06/04 06/05 06/06

00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00




Management / Kibana
Index Patterns Saved Objects Advanced Settings

) No defau index pasiern. You must
select or create one ta cantinue

Configure an index pattern

I order ta use Kibana you must canfigure at least one index patten. Index patterns are used ta identify the Elasticsearch index to run search and analyics against. They are alsa used to conflgure fleds

Index name or pattern

Patterns allow you to define dynamic index names using * as a wildcard, Example: logstash-*
logs-*

8 Index contains time-based events

Time-field name @ refresh felds

umestamp

meta.error.time
Sy r

w T
Searching against the index pattern Jogstash-#will actually query elasticsearch for the specific matehing indices (e.g, logstash-2015.12. 21 that fall within the eurrent time range.

Go g|e Kibana UNEY

°c0

View saved  SafeSearch =

BEEIEEEsEEe

Al images  Mews  Videos  Bosks  Mere Setings  Tools




Untitled graph

1h 3h 12h 1d 3d 1w custom - Line

Actions ~

[+]

@ NotworkOut @ DiskWriteBytos. @ CiskWriteOps

All metrics

By Auto Scaling Group

91 Metrics

Aggregated by Instance Type

By Image (AMI) Id

14 Metrics

Across All Instances

Graphed metrics (3)  Graph options

Al > ECZ > P ©  Q [earch for any metric, dimension of resource id
Instance Name (12) — Instanceld Metric Name
omr-i-00b41eG7280732370 00b41ec7280732370 - DiskWriteOps +
emr-i-00b41ec7280732370 -00b41ecT280732370 DiskReadOps
emr--00b41ec7280732370 i-00b41ec7280732370 NetworkOut
emr--00b41ec7280732370 -00b41ec7280732370 NetworkPacketsOut
emr--00b41ecT280732370 1-00b41ec7280732370 CPUUtilization
emr-i-00b41ec7280732370 1-00b418C7280732370 DiskWriteBytes
emr-i-00b41G7280732370 1-00b416G7280732370 Metworkin
omr-i-00b41c7280732370 -00b41ecT280732370 DiskReadBytes
emr-i-00b41ec7280732370 i-00b418c7280732370 NetworkPacketsin
omr-i-00b41e67280732370 00b412c7280732370 StatusCheskFalled_System
emr-i-00b41e7280732370 -00b41ecT280732370 StatusCheckFailed
emr--00b41eG7280732370 -00b416G7260732370 StatusCheskFailed_Instance

Allmetrics  Graphed metrics  Graph options

Al > EC2 Q

283 Metrics

Per-Instance Metrics

164 Metrics

7 Metrics 7 Metrics

Allmetrics  Graphed metrics  Graph options

Q

195 Metrics

~  Custom Namespaces.
Linux System
10 Metrics

+  AWS Namespaces
Billing EBS EC2 ELB
11 Metrics 18 Metrics 63 Metrics 33 Metrics
Logs S3 SNS
4 Metrics. 48 Metrics 8 Metrics




Tasks Events Deployments AutoScaling Metrics

CPUUtilization
30005

15.00%

i Blmaximum Bl average

ce

Constraint  No constraints.

MemoryUtilization ce

100.00%

40.00%

08:00 1800 050

i Bl maximum Bl average

Tasks Events Deployments Auto Scaling

Metrics.
on June 8, 2017 11:33:59 P
T unhealthy

Event Id Event Time Message
462MbceT-43 201 28 -0700 ZZINAY 32868) is unhealthy in target-gr gi-Targe- 1KTQ4SIT timed out)
©455(300-200f-4441-a020-00BG10510BS  2017-06-08 19:00:46 -0700 helloworid- QZZKAY 32954) is unhealthy in targ gi-Targe-1XEBS1KTQ4SIT timed out)
BaddBaes-e093-4eck-a7 el -c3560824c3e 2017-06-08 17:07:18 -0700 helk rid- XAY 1MP/ 32852) is unhealthy in target-group stagi-Targe-1XEBS 1K7Q4SIT due to (eason Request timed out)
71860400-coad-4782-a20-6344b40d6010  2017-06-D8 16:09:48 -0700 32851) is unhealthy in targot g 5o 1KTQUSIT 0
74920950-0c70-4908-8360-9302ca097¢33  2017-06-08 13:09:27 -0700 WQZZ2XAY 32948) is unhealthy ar KTQ4SIT timed out)
Ofac4355-8475-4036-b350-07561218002  2017-06-08 12:10:35 -0700 IQZZ2XAY' 32947) s unhealthy In target-group stagi-Targe-1XEAS1K7Q4SIT dus to (reason Fiequest timed out)
1052152-1341-4891-b679-b7eaT00coBb7  2017-06-08 10:08:34 -0700 32945 is unhealthy in target-group stagi-Targe-1XEBS1K7Q4SIT due to (reason Fiequest timed oul)
©5746040-0aed-4570-516-6032170415b2  2017-06-08 09:11:01 -0700 I QZZZXAY 32044) s unhealtny Te EBS1KTQ4SIT timed out)

o700 32843) Is unhealthy in target-group ge 1K7Q4SIT timed out)




AWS Notifications <no-reply@sns.amazonaws.com=
to me [~

You have chosen to subscribe to the topic:
arn:aws:sns:us-east-1:511912822958: alert-email

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):
Confirm subscription

Please do not reply directly to this email. If you wish to remove yourself from receiving all future SNS subscription confirmation requests please send an email to sns-opt-cut




CloudWatch metrics: Showi

Below are your CloudWatch metrics for the selected resources (a maximum of 10). Click on a graph to see an expanded view. All times shown are in UTC. 3  View all CloudWatc]

Unhealthy Hosts (Count) Healthy Hosts (Count) Average Latency (Milliseconds) Sum Requests (Count)
1 126 12,500 20
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Sum HTTP 5XXs (Count) Sum ELB 5XXs (Count) Sum HTTP 4XXs (Count) Backend Connection Errors (Count)
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0 ] 0 0
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CloudWatch

Step 1: Create rule

Dashboards
Alarms Create rules to invoke Targets based on Events happening in your AWS environment.
ALARM (3]
INSUFFICENT B} Event Source
OK [4] ,
Build or customize an Event Pattern or set a Schedule to invoke Targets.
Billing
Events @ Event Pattern @ Schedule @
| Rules Build event pattern to match events by service -
Logs
Metrics Service Name EC2 -
Event Type EC2 Instance State-change Notification -
Any state @ Specific state(s)
% running || -
@ Any instance Specific instance(s)
-
» Event Pattern Preview Copy to clipboard  Edit
~ Show sample event(s)
{
*version®: *0",
"id": "ee376907-2647-4179-9203-343¢Tb3017a4",
“detail-type": *EC2 Instance State-change Notification®,
“time": "2015-11-11T21:30:342",
“region’: *us-east-1°,
‘resources™: |
"arn.aws:ec2;us-east-1:123456789012:instance/i-abcd 1111"
1
“detail"; {
“instance-id": "i-abed1111",
“state”: “running”
}
}
1 OK DiskSpaceUtilization-i-01d531a579ddb3b08-alert-sms DiskSpaceUtilization >= 80 for 10 minutes
T oK DiskSpaceUtilization-i-01d531a579ddb3b08-alert-email DiskSpaceUltilization >= 60 for 10 minutes
#production-alerts

&6 | %0 | Add a tepic

AWS Identity and Access Management (N. Virginia) Service Status ¢
Informational message: Increased Error Rates and Latencies

S & B

We are investigating increased error rates and latencies on |AM administrative APIs in US-EAST-1 Region. The IAM console and Create, Delete, List, Get,
and Update API actions on IAM Users, Groups, Roles and Policies may be impacted. Other AWS services whose features require these actions will also be
impacted. All existing authentications and authorizations are not impacted.

AWS Identity and Access Management (N. Virginia) Service Status ~p 2
Service is operating normally: Increased Error Rates and Latencies

Between 1:01 PM and 2:48 PM PDT we experienced increased errors and latencies within the IAM console and Create, Delete, List, Get, and Update APIs.
Other AWS services whose features require these actions were also impacted. The issue has been resolved and the service is now operating normally.




Alerts
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View all alerts
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Chapter 08: Hardening the Security of Your
AWS Environment

Customer Data

Platform, Applications

Guest 0S, Network,
Firewall configuration

Server and Client Side
Encryption,
Authentication, network
traffic protection

Foundation Services
(compute, storage, DB,
networking)

N 4

AWS Infrastructure
(regions, AZ, Edge
locations)

ie: EC2

Infrastructure services

Customer Data

Service Configuration

Client Side Encryption,
Authentication

Platform, Applications

0S, Network, Firewall
configuration

Foundation Services
(compute, storage, DB,
networking)

S~

AWS Infrastructure
(regions, AZ, Edge
locations)

Containers services
ie: RDS, ElastiCache

Customer Data

Client Side Encryption,
Authentication

Server Side Encryption,
Network traffic protection

Platform, Applications

0S, Network, Firewall
configuration

Foundation Services
(compute, storage, DB,
networking)

AWS Infrastructure
(regions, AZ, Edge
locations)

Abstracted services
ie: S3, DynamoDB

Self managed

i Managed by AWS




Security Checks
» A

Security Groups - Specific Ports Unrestricted

Checks security groups for rules that allow unrestricted access (0.0.0.0/0) to specific ports.

22 of 57 security group rules allow unrestricted access to a specific port.

» 1AM Use
Checks for your use of AWS Identity and Access Management (IAM).

At least one IAM user has been created for this account.

» MFA on Root Account
Checks the root account and warns if multi-factor authentication (MFN is not enabled.

MFA is enabled on the root account.

"\ Upgrade your Support plan to unlock all Trusted Advisor recommendations!

guidance, and more.

Refreshed: 8 hours ago | o¥a

Refreshed: 8 hours age | o

Refreshed: 8 hours ago | s

Q

Q

[$]

You will have access to technical support from a cloud support engineer, with phone and chat support, support API, Identity and Access Management, Architecture support - Use case

o S

Amazon Inspector - Findings
fter Amazon INSPEcIor funs an assessment against a spacified assassment target. Leam more.

ings are potential security i

X Fiters: {"severities”:["High"T}

Y Fiter
Severity® ~ Date ~ Finding Target Template

»  High 05/24/...  Instance in your taget c... Tar... Te...
»  High 05/24/...  Instance i in your target c. Tar... Te...
»  High 05/24/... Instance i-0935730fd55092aa8 is vulnerable to CVE-2016- . TestAssessmentTar.. TestAssessmentTe.

»  High 05/24/...  Instance i-0935730(d550A2aa8 is vulnerable 1o CVE-2016-...  TestAssessmentlar...  TestAssessmentTe...
»  High 05/24/... Instance i-09357301d55092aa8 is vulnerable to CVE-2016-... TestAssessmentTar. . TestAssessmentTe...
»  High 05/24/... Instance i-0935730fd55092aa8 is vulnerable to CVE-2016- .. TestAssessmentTar.. TestAssessmentTe.

» High 05/24/...  Instance i-035730(d550A2aa8 is vulnerable 1o CVE-2016-...  TestAssessmentlar...  TestAssessmentTe...
»  High 05/24/... Instance i-09357301d55092aa8 is vuinerable to CVE-2016-... TestAssessmentTar. . TestAssessmentTe...
»  High 05/24/... Instance i-0935730fd55092aa8 is vulnerable to CVE-2015- . TestAssessmentTar.. TestAssessmentTe...
» High 05/24/...  Instance i-0335730(d56092aa8 is vulnerable 1o CVE-2015-...  TestAssessmentTar...  TestAssessmentTe...
»  High 05/24/... Instance i-0935730fd55092aa8 is vuinerable to CVE-2016-... TestAssessmentTar. . TestAssessmentTe...
»  High 05/24/... Instance i-0935730fd55092aa8 is vulnerable to CVE-2016- . TestAssessmentTar.. TestAssessmentTe....
» High 05/24/...  Instance i-0335730/d55092aa8 is vulnerable 10 CVE-2016-...  TestAssessmentTar...  TestAssessmentTe...
»  High 05/24/... Instance i-0935730fd55092aa8 is vuinerable to CVE-2016-... TestAssessmentTar. . TestAssessmentTe...

Rules Package
Security Best Practices-1.0

Security Best Practices-1.0

Common Vulnerabilities and Exposures-1
Common Vulnerabilities and Expasures-1
Common Vulnerabilties and Exposures-1
Common Vulnerabilities and Exposures-1
‘Common Vulnerabilities and Expasures-1
Common Vulnerabilties and Exposures-1
Common Vulnerabilities and Exposures-1
‘Common Vulnerabilities and Exposures-1
Common Vulnerabilties and Exposures-1
Common Vulnerabilities and Exposures-1
‘Common Vulnerabilities and Expasures-1

‘Common Vuinerabilities and Exposures-1

o
mago) | &

Viewing 1-25 of 211

B

B

2]

& @

»




IAM Dashboard

+ Roles checked: 22
« Roles flagged: 0

+ groups checked: 0
+ groups flagged: 0

« Policies checked: 0
« Policies flagged: 0

« Policies checked: 32
+ Policies flagged: 0

+ Policies checked: 5
« Policies flagged: 0

= Policies checked: 44

b
S
5
3
]

&

g
]

« Password policy checked: 0
« Password policy flagged: 0

« Root account checked: 1
+ Root account flagged: 1

+ Access keys checked: 7
+ Access keys flagged: 0

« Users checked: 7
« Users flagged: 1

+ Roles checked: 22
« Roles flagged: 0

» Policies checked: 0
+ Policies flagged: 0

 Policies checked: 32
« Policies flagged: 0

« Policies checked: 5
» Policies flagged: 0

+ Policies checked: 44
« Policies flagged: 0

= Password policy checked: 0
« Password policy flagged: 0

Role with inline policies.

« Roles checked: 22
- Roles flagged: 11

« Root account checkad: 1
» Root account flagged: 0

User with inline policies

+ Users checked: 7
» Users flagged: 5

+ Roles checked: 0
« Roles flagged: 0

« Policies checked: 0
+ Policies flagged: 0

« Policies checked: 32
« Policies flagged: 5

« Policies checked: 5

o
[
2
i
8
5

+ Policies checked: 44
« Policies flagged: 1

« Password policy checked: 0
« Password policy flagged: 0

» Root account checked: 1
« Root account flagged: 0

- Access keys checked: 7
« Acoess keys flagged: 6

* Users checked: 7
Users flagged:




Filter: Selectattribute | Enter lookup value elect time range ]

Event time User name Event name Resource type Resource name
¥ 2017-02-25, 10:30:26 AM Nat ConsoleLogin
AWS access key Event source signin.amazonaws.com
AWS region us-east-1 Event time 2017-02-25, 10:30:26 AM
Error code Request ID
EventID 3b6a2602-7375-44c0-8a04-2026e8901 Tde. Source IP address 208.90.213.202
Event name ConsoleLogin User name Nat

Resources Referenced (0)

e
» 2017-02-25, 10:29:08 AM root ‘ConsoleLogin
» 2017-02-24, 02:59:52 PM root ConsoleLogin
» 2017-02-24, 01:34:47 AM root DeleteStack
» 2017-02-24, 01:34:03 AM root DeleteStack
» 2017-02-24, 01:33:55 AM root DeleteBucket S3 Bucket ‘stack-27741-s3bucket-1gd5I3bqgfixi
» 2017-02-24, 01:33:37 AM root DeleteStack
» 2017-02-23, 11:58:14 PM Nat DeleteBucket 'S3 Bucket: 'stack-27741-s3bucket-1gd5I3bqfixi
» 2017-02-23, 11:47:28 PM Nat DeleteBucket 'S3 Bucket 'stack-27741-s3bucket-1gd5I3bafixi
» 2017-02-23, 11:47:07 PM Nat DeleteBucket 3 Bucket 'stack-27741-s3bucket-1gd5I3bqfjxi
» 2017-02-23, 11:47:02 PM Nat DeleteBucket S3 Bucket ‘stack-27741-s3bucket-1gd5I3bqgfixi
» 2017-02-23, 11:46:56 PM Nat DeleteBucket S3 Bucket ‘stack-27741-s3bucket-1gd5I3bqfixi
CloudTrail Dashboard
= Trails checked: 14 » Trails checked: 14 « Tralls checked: 14
= Tralls flagged: 0 « Trails flagged: 0 « Trails flagged: 0

= Trails checked: 14 « Regions checked: 14
= Trails flagged: 0 + Regions flagged: 0
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Visualize / New Visualization (unsaved)
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Add Panels

Visualization  Saved Search

Name =
0 Cloudtrail - login failures by P
ad Cloudtrail - login timeline

1 Cloudtrail - top activity by user

*
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s

Cloudtrail - login failures by IP
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Parameters

InstanceType

KeyPair

PrivateSubnet

PublicSubnet

ScaleCapacity

Vpcld

t2.micro

EffectiveDevOpsAWS

j WebServer EC2 instance type

Name of an existing EC2 KeyPair to SSH

subnet-8386e5cb (10.10.48.0/20) (vpc-10 Private D)
subnet-a6b1bdc3 (10.10.16.0/20) (vpc-10 Private B) x
subnet-ff3a8fd3 (10.10.32.0/20) (vpc-10 Private C) x

subnet-a41cbefe (10.10.0.0/20) (vpc-10 Private A) x

PrivateSubnet

subnet-2aed4070 (10.10.64.0/20) (vpc-10 Public A) x

subnet-c98be881 (10.10.112.0/20) (vpc-10 Public D) x

subnet-dOb6bab5 (10.10.80.0/20) (vpc-10 Public B) x

subnet-1d259031 (10.10.96.0/20) (vpc-10 Public C) x

PublicSubnet

Number servers to run

vpc-2bac0452 (10.10.0.0/16) (vpc-10) -

VPC

Public DNS (IPv4)
IPv4 Public IP

IPv6 IPs

Private DNS

Private IPs
Secondary private IPs
VPC ID

Subnet ID

Network interfaces
Source/dest. check

EBS-optimized
Root device type
Root device

Block devices

ec2-54-221-43-80.compute-1.amazonaws.com
54.221.43.80

ip-172-31-62-32.ec2.internal

172.31.62.32

vpc-f7dc4093
subnet-4decfe66
ethO

True

False
ebs
/dev/xvda

/dev/xvda




Public DNS (IPv4) -
IPv4 Public IP -
IPv6IPs -
Private DNS  ip-10-10-14-60.ec2.internal
Private IPs 10.10.14.60
Secondary private |Ps
VPCID vpc-2bac0452
Subnet ID  subnet-a41cbefe
Network interfaces  eth0

Source/dest. check  True

EBS-optimized  False
Root device type  ebs
Root device  /dev/xvda

Block devices  /dev/xvda

£, SoftEther VPN

SoftEther L2TP/IPsec VPN server
Sold by: COsh0 WOrk

SoftEther VPN ("SoftEther" means "Software Ethernet”) is one of the world's most powerful and easy-to-use multi-protocol VPN
software. It runs on Windows, Linux, Mac, FreeBSD and Solaris. If you have smartphones, tablets or laptop PCs, SoftEther VPN's
L2TP/IPsec server function will help you to establish a remote-access VPN from your local network. SoftEther VPN's L2TP VPN
Server has strong compatible with Windows, Mac, i0S and Android.




0 & Filters ~v
Best match

0? Change virtual private networks (VPN)
System settings

Search suggestions

£ vpn-s

veb results

£ vpr




Settings

3
Add a VPN connection

VPN provider

Connection name

EffectiveDevOps

Server name or address

54.234.114.248| X

VPN type

Pre-shared key




Network

Select the interface and enter a name for the new service.
Interface: VPN
Wi-Fi
Connected VPN Type: L2TP over IPSec

Display Etherr Service Name: | VPN to EffectiveDevOps
Not Connected

Thunde...therr

Cancel (SN <
° Not Connected v

Display FireWire ~ | Serveraoaress:|vpn-T.uswznatch.am
Not Connected

Account Name: vpnuser
Bluetooth PAN 9

Not Connected Authentication Settings...

Thunde...t Bridge Connect
Not Connected N7
AN
EffectiveDevops |
Not Connected A\ N
SF ENG VPN )
Not Connected NN
Y Show VPN status in menu bar Advanced...

Assist me...




@® < it Network Q

Location: = Automatic

Wi-Fi —_>
Connected - Status: Not Connected
Display Ethernet
Not Connected AN
Thunde...thernet ~ - . - e
® o od o Configuration: = Default [T
Display FireWire Server Address: 52.55.12.217
Not Connected
Account Name: vpn
Bluetooth PAN
Not Connected Authentication Settings...
Thunde...t Bridge AR Connect
Not Connected
vpn-1.u...atch.dm
Not Connected AN\Y
EffectiveDevops
Not Connected ANV
¢ ASN
I Y Show VPN status in menu bar Advanced... ?
Assist me... Revert Apply

User Authentication:
o Password: eeseccecscescscsscsce
RSA SecurlD
Certificate
Kerberos

CryptoCard

Machine Authentication:
© Shared Secret: |eecessecscscssccsss

" Certificate

Group Name:
(Optional)

cancel | (CTINN




Session Options:
Disconnect when switching user accounts
Disconnect when user logs out

Send all traffic over VPN connection




	

