Chapter 01: An Introduction to the Microsoft
Azure Platform
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Chapter 07: Monitoring and Telemetry
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Gain deep insights
to your applications ’
and users.

@OO 0l

® Add new data source COMMON QUERIES
FAVORITES »

dependencies
ceptiol

availabilityRest

customMetrics

* performanceCounters

» browserTimings

~ OTHER DATA SOURCES

USERS PERFORMANCE ERRORS USAGE
Top 10 countries by traffic in the past What are the 50th, 90th, and 95th Find what exceptions led to failed What are the top 10 ¢
24 hours percentiles of request duration in the requests in the past 24 hours your application in thr .,
< >
B a ¥ (@ Twiter 5" Worumhandelt | @ Demo- Analytii | B AzurelogAnal | B Azure Monitor. | /A Dashboard X | () Website Statisti = [Ed Facebook Gl - X
< > 0 B portal.azure.com, w = R PR

oliver-michalski@t-o... (i
AcDIOTDEY g
Monitor 2 X

Microsaft

Zure Monitor

Time range @
% SQL data warehouses Eae)
Last 6 hours

f Azure Cosmos DB
SHARED SERVICES

B virtual machines e

& Load balance: Metrics
B Storage accounts Metrics (preview)

Virtual networks Log Analytics

_ Activity log
Azure Active Directo !

. ctory LOCATION RESFONSE DURA... FAILURE RATE AVAILABILITY

Service Health

© wonitor + macdeloud northeurope

@ Advisor soum

w9 rity Center .
Alerts Log Analytics

~ B Network watcher Alerts provide notifications for key metrics on your Bring your information together into a single view with
© CostManagement + B... Azure resources. [} Log Analytics. (e

Management solu

aa Help + support

More services >

[571



B 8 W ) Twitter B portale zum Erstellenund B8 | B Azure Log Analytics - meet | @ Demo - Analytics
| |

< > 0 |&o

portal.azure.com

zure Monitor > Log Search

Dashboard
Al resources
Show legacy language converter
Resource groups
App Services
SQL databases
SQL data warehouses

¥ Azure Cosmos DB

Virtual machines

retum all Usage records  piperesults  filter billable records

Load balancers
Storage accounts
Virtual networks

& Azure Active Directory

More services >

A\ Log Search - Microsoft X | 4 - X
1 |

oliver-michalski @t-o...
ACDIOTDEV.

o

Advanced Analytics

pipe results  count the records per DataType

Getting started

+ Ramp-up in 5 minutes with our

- Visit

= Usethe

to learn how to write new queries

for details on functions, operators and types

B a ¥ ) witter 5" Portale zum Erstellen u. | " Azure Log Analytics —n

< > 0O | A&

portal.loganalytics.c,

acdlademo 3 Analyfics

# Home Page

FILTER A Open a new tab to query your data, or query demo data on our playground

+

ACTIVE

Azure
Log Analytics

¥ ul acdlademo

~' LogManagement
» Alert
AzureActivity
AzureAudi
AzureM,
ComputerGroup.
ETWEvent

Event

Gain deep insights to
your application
and systems.

Heartbeat

Operation
Perf

ReservedAzureCommonfFields
ReservedCommonFields
ServiceFabricOperationalEvent COMMON QUERIES
ServiceFabricReliableActorEv...
rviceFabricReliableServic

Syslog
» Us

DATA VOLUME

See the stream of data collected in the
last 24 hour in intervals of 30 minutes

@ Demo - Analytics

DATA TYPES

Show a distribution of your data by
type over the last 24 hours

/A Log Search - Microsoft | @ acdlademo- Analy X | 4+ ¢ - X

Y o= L2 -
©@ [ @ || olvermichakski@tonlinede S

B SAVED QUERIES H FUNCTI

Anzahl von I15-Protokolleintragen nach URL fur den Host "www.contoso.com...

search csHost

m.contoso.com” | extend Type = $table | where

Anzahl von 1 nach URL, von Client (chne A...

search * | extend Type = $table | where Type

Anzahl von Verbindungen mit dem Operations Manager-SDK-Dienst pro Tag...

Event | where EventID == 26328 and Eventlog == "Operations Manager

Auf welchen Computern und wie haufig Einstellungen der Windows-Firewallr...

ent | where Eventlog == "Microsoft-Windows-Windows Firewall With

Durchschnittliche Dauer von HTTI ungen nach Cli o IC.

$table | uhere Type

search * | extend Type TISLog | summar

Durchschnittliche Dauer von HTTP-Anforderungen nach HTTP-Methode [Cat...

COMPUTERS STALE COMPUTERS

See which computers sent a heartbeat
in the last hour and when they sent it

Find out which compt
any data in the past 1
>
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B 8 W ) Twitter B Pportale zum Erstellenund B8 | B Azure Log Analytics - meet | @ Demo - Analytics X | A Metrics (preview) - Microso | + = X
& >0 O htps//portalloganalytics. e = 1 e -

Demo > Analytics © [ @  ouest &

A Home Page [=tl | Lt

SCHEMA FILTER ‘. Open a new tab to start writing queries

B SAVED QUERIES . FUNCTI

Workspace has no saved queries

Azure
Log Analytics

t ActionArea
t ActionAreald

Gain deep insights to
your applications
and systems.

t AffectedObjectName
ectedObjectType
t Assessmentld

t Computer
t Description
t Domain

t DomainController
t FocusArea
t FocusAreald

t Forest COMMON QUERIES
B IsCopied
CEElp DATA VOLUME DATA TYPES COMPUTERS STALE COMPUTERS
t Recommendation
t Recommendationld See the stream of data collected in the Show a distribution of your data by See which computers sent a heartbeat Find out which compt
t RecommendationPeriod last 24 hour in intervals of 30 minutes type over the last 24 hours in the last hour and when they sent it any data in the past 1 .
+ RarnmmendatinnRecult _
< >
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Chapter 08: Resiliency

SLA 95%

Sales Order

Remote
Site

SLA 95% SLA 99.9%

Sales Order

Remote
Site
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Azure Load Balancer

Microsoft Azure

Subnet

Virtual Network

't AZure New

New

SO Search the Marketplace

Azure Marketplace seeall  Featured See all

Get started &> Virtual network
ol Learn more

Recently created

& Compute . Load Balancer
F e o CTTTTTTTTTeTmTmTT P @ Learn more
+ Networking .

50
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Create load balancer

* Name

‘ PacktlLoadBalancer v

* Type @

" a -
U Internal  ® Public

* Public IP address
(new) LBPubliclP

[ ] Add a public IPv6 address @

* Subscription

Microsoft Partner Network v

* Resource group

O Create new  ® Use existing
MyRG ~

* Location

West Europe %

|:| Pin to dashboard

Automation options

[63]



fT AZUre PacktloadBalancer - Backend pools

l.oadBalancer - Backend pools

L2 Search (Ctri+/) =+ Add
Py L Search backend address pools
W Overview
" VIRTUAL MACHINE
H Activity log
No results.

w ;,.'. Access control (JAM)
. ' Tags
@ X Diagnose and solve problems
-8 SETTINGS
& Frontend IP configuration
[ ] J: Backend pools

Add backend pool

PacktLoadBalancer

* Name

| LB-backend v

IP version

Associated to @

| Availability set ~

Unassociated
Availability set

Single virtual machine
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e virtual machines

Choose virtual machines

Only virtual machines in the same availability set and
virtual network can be added to this backend pool.

Availability set
myAvailSet

Virtual machines

Choose the virtual machines

These are the virtual machines in
the selected subscription and

location "West US".

v web1
= myRG
v web2
= myRG
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Add health probe
k |

T

* Name

| HealthProbe

IP version
IPv4

Protocol

HTTP e

* Port
80

* Path @

| /HealthProbe.aspx

/]

* Interval @

[ 20

* Unhealthy threshold @
2

seconds

consecutive failures
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v— PacktlLoadBalancer - Load balancing rules

== Load balancer

O Search (Ctri+/)

< Overview

EH Activity log

.-,.'. Access control (I1AM)
' Tags

X Diagnose and solve problems

SETTINGS

Frontend IP configuration
Backend pools

1 Health probes

== Add

O Search load balancing rules

NAME

Mo results.

[67]




Add load balancing rule

* Mame

| HrTP v

Protocol

TCP upp

* Port
20

* Backend port @
80

Backend pool @

LE-backend (2 virtual machines) ~

Probe @
HealthProbe (HTTP:80/HealthProbe.aspx) v

Session persistence @

Mone ~

Idle timeout (minutes) @

] 4

Floating IP (direct server return) @

Enabled
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Add inbound NAT rule

PacktLoadBalancer

* Name

| inboundNATRuleVM1

Frontend IP address @
LoadBalancerFrontEnd (104.40.230.191)

IP Version @
1Pv4

Service

Custom

Protocol

TCP upp

* Port

[ 3301

Associated to @

[ Availability set

Availability set @

None

Port mapping @
Default

Floating IP {direct server return) &

Disabled | Enabled
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Create storage account

The cost of your storage account depends on the
usage and the options you choose below.
Learn more

* Name @

| mypacktstorageaccount v

.core.windows.net
Deployment model @

Resource manager | Classic

Account kind @

Storage (general purpose v1) v

Performance @

Premium

Replication @
Read-access geo-redundant storage (RA-... A~
Locally-redundant storage (LRS)
Zone-redundant storage (ZRS)
Geo-redundant storage (GRS)

Read-access geo-redundant storage (RA-GRS)

WICTUSOTU FaltnieT NELWOTK

* Resource group

® Create new O Use existing

[ mvRG v

D Pin to dashboard

Automation options
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Closed

Error limit reached

Wait time due

HalfOpen -
Request succeeded Request failed
Invoke API Application-level Yes
Request ) | throttling limit —
exceeded?
l No
Yes i
Resource-level Terminate
—
throttling limit Request
exceeded?
I No
Yes
APl-level throttling
limit exceeded?
l No
Grant Request
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Tasks

Message queue

D>-<JD-J DI

&

Requests received
at a variable rate

Messages

processed

at a more
consistent rate

v

Service

New > Enterprise Integration

— 8 X

MARKETPLACE

Compute

Networking

Storage

Web + Mobile
Databases

Intelligence + analytics
Internet of Things

Enterprise Integration

[72]

Enterprise Integration

Logic App

On-premises data gateway
(preview

Service Bus
nnect your cross private




Create namespace
- Bus - PREVIEW

* Name
NAVSBQueue-ns v
servicebus.windows.net
* Pricing tier S
Standard

* Subscription

Microsoft Partner Network v

* Resource group @

O Create new @ Use existing

Default-Networking v
* Location
West Europe v
Pin to dashboard

== NAVSBQueue-ns - Queues
Service Bus - PR /

== Queue
£ Search (Ctri+/) | Search to filter items...
Properties ~ NAME
a Locks no queues yet.

Automation script

ENTITIES

Queues

: Topics
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navsbqu
Se us - P!

eue
- PREVIEW

Create queue
PR

NAVSBQueue-ns

* Name

NAVSBQueue|

Max size

1GB

Message time to live (default)

14 days

Lock duration

30 seconds

Move expired messages to the dead-letter

subqueue
Enable duplicate detection

Enable sessions

ﬁ Delete

2 Search (Ctrf+/)

— ]
== Overview

K Diagnose and solve problems

SETTINGS

Shared access policies

Properties
n Locks
=

Automation script

SUPPORT + TROUBLESHOOTING

.‘.‘ New support request

Essentials ~

Mamespace
NAVSBQueue-ns

SCHEDULED MESSAGE COUNT
0 MESSAGES

DEAD-LETTER MESSAGE COUNT
0 MESSAGES

TRANSFER MESSAGE COUNT

0 MESSAGES

TRANSFER DEAD-LETTER MESSAGE COUNT
0 MESSAGES

Queue URL
https://NAVSBQueue-ns.servicebus.windo...

MAX SIZE

1668

CURRENT

0.0ks

100

FREE SPACE
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navsbqueue

DASHBOARD CONFIG

o NCOMING MESSAGES @) INTERNAL SERVER EEQOWTH @ SERVER BUSY ERRORS 6 MOREw

o
o
n
=
=

usage overview

Bl NAVSBQUEUE AVAILABLE

NAVSBQUEUE

RELATVE v 1HOR ()

[ 2 Messages |

20 Messages

=
"
=
o

10:35 10:40

10:45 10:50

0% of 16384 MB

0:55 11:00 105 11:10

quick glance

@ View Connection String

@ Download the sample solution for a
queus

STATUS
Active

QUEUE URL
https://navsbqueue-
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Chapter 09: Identity and Security

rch resources, services and docs

Multi-Factor Authentication

[2 Multi-Factor Authentication

re eidsr Users and groups - All users

T Refresh

New A o= Newuser  wfm New guestuser  JB R
Overview

Resource groups
Name Show

MANAGE Search by name or email All users v

USER NAME USER TYPE

App Services

Function Apps
@eidsrlborgomanero.onmicrosoft... Member

All groups

SQL databases
Member

Password reset @eidsrlborgomanero.onmicrosof

0000 -

& Azure Cosmos DB .
Company branding @eidsrlborgomanero.onmic... Member

B virtual machines R

ﬁ- User settings @eidsriborgomanero.onmicro... Member
" Load balancers ﬂ' Group settings
B Storage accounts L+ Device settings

Virtual networks

ACTIVITY

@ Azure Active Directory D sign-ins

B3 Microsoft @eidsriborgomanero.onmicrosoftcom | ?

multi-factor authentication
e settings

2

users se

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn mare about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

View: Sign-in allowed users ~ p Multi-Factor Auth status: Any W bulk update

MULTI-FACTOR AUTH

DISPLAY NAME = USER NAME
| STATUS
O @eidsrlborgomanero.onmicrosoft.com Disabled .
Stefano Demiliai
(| @eidsrlborgomanero.onmicrosoft.com Disabled
sdemiliani@eidsrlborgomanerc
O @eidsrlborgomanero.onmicrosoft.com Disabled
Stefano Demiliani @eidsriborgomanero.onmicrosoft.com Disabled

Manage user settings
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. App Services
%> Function Apps

<>
st SQL databases

Virtual machines

:’ Azure Cosmos DB
LY

Load balancers
Storage accounts
Virtual networks
Azure Active Directory
Monitor

Advisor

T CUSTOTT OO e
2 Mobility (MDM and MAM)
Password reset
Company branding
ﬁ User settings
Properties

Notifications settings

SECURITY

o) Conditional access

6 MFA Server
Users flagged for risk

A Risky sign-ins
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o Info

Mame

I Access from non-corp network policy

Assignments

o Users and groups @

0 users and groups selected

Cloud apps @

0 cloud apps selected

«= Conditions @

0 conditions selected

Controls

W Grant @

0 controls selected

Enable policy

o o |
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Include Exclude

) Naone

) All yeare

\®) Select users and groupsl

,

Cloud apps

PRE

E—
w

Select apps

,

MNone
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Locations
PRE '

Configure @

® All locations
) All trusted IPs

Include Exclude

Select the locations to exernpt from the policy

I All trusted |Ps I

Configure all trusted locations

Controls

Y Grant @ S

0 controls selected
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Grant

PREVIEW

Select the controls to be enforced.

() Black access
®) Allow access

Require multi-factor authentication @

Require compliant device @

Require domain joined device @

For multiple controls

®) Require all the selected controls

Require one of the selected controls

Enable policy

N -

5

IDENTITY
EI PROVIDER
4
3

\\\1
7§i§>

APPLICATION
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CLOUD

SERVICES

CLIENT GATEKEEPER TRUSTED | £y trust
HOST mode

Limited privilege
mode

DATA

O X Networking

O Search the marketplace

=

MARKETPLACE See all
he
- Compute >

Networking >
LU

Storage >

Web + Mobile > Virtual network gateway
- Tl cein yo
> Databases > G K3 -
L Intelligence + analytics >
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New

Dashboard

Azure Marketplace Seeall  Featured See all
All resources

Get started {‘g‘} Logic App
Resource groups Learn more
Recently created
App Services Compute APl management
. Learn more
SOL databases Networking
SQL data warehouses Storage ' l On-premises data gateway
Web + Mohile Learn more
’ Azure Cosmos DB Contai
ontainers
Integration Account
Virtual machines Databases = :. Learn more

laen e e Data + Analytics

Service Bus

Al + Cognitive Services Learn mare

Storage accounts

Internet of Things

: Enterprise Integration : Data Factary

L ___________ 4 Learn more

Virtual networks

@ Azure Active Directory Security + Identity
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APl Management se

* Name

[ MyPackia!

* Subscription

Microsaft Partner Network

* Resource group

® Create new O Use existing

.azure-api.net

MyPacktAPI-RG

* Location

‘West Europe

* Organization name @

| Packt

* Administrator email @

| demiliani@outlook.com

Pricing tier (View full pricing details)

Developer (Mo 5LA)

|:| Pin to dashboard

Automation options
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+ add amt
All APTs
Demo Conference APL

Echo API

Design Settings evi:ion:“

GET  GetSession

GET  GetSessions

GET G
GET
GET
GET

etSessionTopics

GET  GetSpeakerTopics

GET  GetTopic

GET  GetTopics

GET  GetTopicSessions

Demo Conference API

GetSpeakers

Query parameters

daymo
speakemame

+ Add parameter

Headers

Cache-Control

Change log

GetSpeakers » Console

+ Add header

integer

string

TYPE
string
bool

string

GET Speakers
[2 Publ sher portal “Z Developer portal
UPDATED Sep 25, 2!
Q_ search my aPis
Design Settings Test
+ Add APl
All APIs
GET  GetSession
Demo Conference API U0
GET  GetSessions
Echo API L
GET  GetSessionTopics
GET  GefSpeaker
GET  GetSpeakers
1 2
CLIENT CLouD CLOUD
APPLICATION STORAGE
4 3
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CLOUD CLOUD

CHEN] APPLICATION STORAGE

—

1) Request for a resource
CLIENT CLOouD 2) Request validation
APPLICATION SERVICE and
3) Token return Key Token generation

w t

wal) TARGET

CLOUD
4) Resource access using RESOURCE
token

https://storagesample.blob.core.windows.net/sample-container/sampleBlob.xt?sv=2015-07-088&sr=b&sig=39Up 3z HkxhUINFEJEHI594DJxe 7wEcIRCEOVEICG50%3 D &se=2016-10-18T2 1% 3A51%3 A3 TZ &sp=rcw

Storage Resource URI SAS Token
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preventstorage? - Containers
Storag

O Search (Cirl+/)

E Overview

B Activity log

s Access control (LAM)
i 4 Tags

x Diagnose and solve problems

SETTINGS

Access keys

Cenfiguration

Shared access signature

9 Firewalls and virtual network..,
Properties

n Locks

= Automation script

BLOE SERVICE

[ Containers

) CORS

+ Container () Refresh

Storage account
preventstorage2

Status
Primary: Available, Secondary: Available

Location
West Europe, Morth Europe

Subscription (change)
Microsoft Partner Network

Subserintion 1

O Search containers by prefix

NAME

demo
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NuGet: SharedAccessPolicy + > [LGhiE]

Installed Updates

azure storage client x - & | | Include prerelease

WindowsAzure.Storage by Microsoft, 17,4M downloads
A client library for working with Microsoft Azure storage services including blobs, files, tables, and queues.

6 NuGet.Client by NuGet.Client, 143K downloads
MuGet v3 core library.

Browse Installed Updates [l

azure configuration manager x - O | | Include prerelease

[ | WindowsAzure.Storage by Microsoft, 17,4M downloads G870
@ A client library for working with Microsoft Azure storage services including blobs, files, tables, and queues.

Microsoft.WindowsAzure.ConfigurationManager by bsoft, 13,1M downloads

Mi oft Azure Configuration Manager provides a unified API to load configuration settings regardless of where the application is hosted - whether on-prem:
in a Cloud Service.

Cn] Cqrs.Azure.ConfigurationManager by Chinchilla Software, 26,7K downloads v2.2.1466.702
Use Azure Configuration Manager as the configuration manager in CQRS.NET

B ChUsers\stefano\OneDrive\Packt\Implementing Azure Cloud Design Patterns\Chapter $\Code\SharedAccessPolicy\SharedAccessPolicy\bin\ Debug'Sh
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