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Learning About Toolchains
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All About Bootloaders
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Configuring and Building the Kernel

Application
PP User
C library space
System call handler
] ] Kernel
Generic services space

Device drivers

Hardware

.config - Linux/arm 4.9.13 Kernel Configuration
> Device Drivers > Character devices
Character devices
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

< > Trace data sink for MIPI P1149.7 cJTAG standard
[] /dev/mem virtual device support
[*] /dev/kmem virtual device support
Serial drivers --->
TTY driver to output user messages via printk
ARM JTAG DCC console
Virtio console
IPMI top-level message handler ----
Hardware Random Number Generator Core support --->
Siemens R3964 line discipline

< Exit > < Help > < Save > < Load >
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.config - Linux/arm 4.9.13 Kernel Configuration
> General setup
General setup
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

() Cross-compiler tool prefix
é ] Compile also drivers which will not load
Emelp-v1.0) Local version - append to kernel release|
[*] Automatically append version information to the version strin
Kernel compression mode (Gzip) --->
((none)) Default hostname
*] Support for paging of anonymous memory (swap)
*] System V IPC
] POSIX Message Queues
]

*] Enable process_vm_readv/writev syscalls

[
[
[
[

< Exit > < Help > < Save > < Load >
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Building a Root Filesystem

200 -w------- - Owner permissions

020 ----w---- + Group permissions

002 ------- w- + World permissions
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Selecting a Build System

Jhome/chris/buildroot/.config - Buildroot 2017.02.1 Configuration
> pootloaders —mM™ X —MX@X @ X X
Bootloaders
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
selectes a feature, while <=N> will exclude a feature. Press
<Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] feature

=fboot-stm32
Earebox
mxs-bootlets
=500-bootloader
t54800-mbrboot
U-Boot
Build system (Kconfig) --->
U-Boot Version (Custom version) --->

(2017.81) U-Boot version
ﬂbHHHHﬂﬂéﬂﬂ1ﬂﬂH!HMMﬂ!!HHﬂ!iHE!HHﬂHlEHEEﬁﬂlﬁiﬂﬂﬂﬁlﬂ!ﬂﬂﬂﬁlﬂﬂﬂ!ﬂﬂ!

U-Boot configuration (Using an in-tree board defconfig file
(am335x_evm) Eoard defconfig
[*] U-Boot needs dtc

< Exit = < Help = < Save = < Load >
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fhome/chris/buildroot/.config - Buildroot 2017.82.1 Configuration
> kerppf ————mmMm™Mmm—M———Hk—————————
Kernel
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
selectes a feature, while <N> will exclude a feature. Press
<Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] feature

[*] Linux Kernel

kKernel version (Custom version) --->
(4.9.13) Kernel version
() Custom kernel patches

kernel configuration (Using an in-tree defconfig file)
(omap2plus) Defconfig name
Q) Additional configuration fragment files

kernel binary format (zImage) --->

kernel compression format (gzip compression) --->
[*] Build a Device Tree Blob (DTB)

Device tree source (Use a custom device tree file) ---»

|(Joard/melp/nova/nova.dts) Device Tree Source file paths]

[1 Install kernel image to /boot in target

< Exit > < Help = < Save = < Load >

/home/fchris/buildroot/.config - Buildroot 2017.02.1 Configuration
> Toolchaip ——m— "o 0o0o—+nonono —w — — — ——————

Toolchain
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
selectes a feature, while <N> will exclude a feature. Press
<Esc»><Esc> to exit, <?> for Help, </> for Search. Legend: [*] feature

Toolchain type (Buildroot toolchain) --->

#%% Toolchain Buildroot Options *#**
(buildroot) custom toolchain vendor name

C library (uClibc-ng) ---=

**% Kernel Header Options ***

Kernel Headers (Same as kernel being built) --->
I

=x* Clibc Options *=**x
(package/fuclibcfuClibc-ng.config) uClibc configuration file to us

) Additional uClibc configuration fragment files

Enable RPC support

Enable WCHAR support

Enable toolchain locale/i18n support

< Exit > < Help > < Save > < Load >
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/media/chris/android/home/training/MELP/ch06 /buildroot/.config - Buildroot 2017
.> System configuratio¢n —7—7—7—7—7—H—H72—™———W——W———————————

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
selectes a feature, while <N> will exclude a feature. Press
<Esc»<Esc> to exit, <?> for Help, </> for Search. Legend: [*] feature

() Network interface to configure through DHCP
[*] Purge unwanted locales
(C en_US) Locales to keep
nstall timezone info
ath to the users tables
oot filesystem overlay directories
ustom scripts to run before creating filesystem images
) ustom scripts to run inside the fakeroot environment
Eb

O xtra arguments passed to custom scripts

< Exit > < Help > < Save > < Load >

.1798081 md: If you don’t use raid, use raid-noautodetect

.1931521 nd: fAutodetecting RBAID arrays.

1972921 md: Scanned 0 and added 0 devices.

2013231 nd: autorun ...

.204339]1 md: ... autorun DONE.

.2145681 EXT4-fs (udal): couldn’t mount as ext3 due to feature incompatibil

.2249431 EXT4-fs (uda): couldn’t mount as extZ due to feature incompatibil
2673651 EXT4-f= (vwda): mounted filesystem with ordered data mode. Opts: (

2762841 VUFS: Mounted root (ext4 filesystem) on device Z253:0.

.2830721 devtnpfs: mounted

.3050161 Freeing unused kernel memory: 412K (c0945000 - c09ac000)

.3104171 This architecture does not have kernel memory protection.
INIT: version 2.88 booting

Please wait: booting...

Starting udev

L 9.3165131 wdevd[115]1: starting version 3.2

[ 9.436544]1 wdevd[116]1: starting eudev-3.2

[ 12.0732431 EXT4-f= (vwda): re-mounted. Opts: data=ordered
Populating dev cache

INIT: Entering runlevel: 5

Configuring network interfaces... done.

Starting syslogdrsklogd: dome

Poky (Yocto Project Reference Distro) 2.2.1 gemuarn ~deuv-ttyl

gemuarn login:
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Creating a Storage Strategy

0o0oB
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/dev/mtd /dev/mtdblock
character driver block driver
MTD core
NOR NAND
chip drivers chip drivers
LEB
vol_1 vol_2
UBI
volumes §
MTD
partition

/dev/mtdblock0 /dev/mtdblockl /dev/mtdblock2

UBI
volume
MTD MTD
partition partition
NAND flash
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Updating Software in the Field

System applications
Root file system

Bootloader
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Mender - Mozilla Firefox

¥ Mender

€ | @ | https://localhost/ui/#/login?_k=rtkpup ¢ ||Q search w B 4+ @

&% mENDER
000

Create a user by entering your
email and choosing a safe

password
melp@2net.co.uk * required
T YT Y * required
Strength:

CREATE USER
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Mender - Mozilla Firefox

¥ Mender

localhost/ui/#/devices @ | |Q search w B8 + & =
e ]
MENDER 1 @ Mender is currently running in demo mode. See the documentation for help switching to production mode 1 n
Sy a
DASHBOARD DEVICES ARTIFACTS DEPLOYMENTS
Groups All devices = FITERS
All devices & .
D D Device type Currentsoftware Last heartheat
+ Create a group
D ac0d42¢ - = 2017-05-08 19:21 hd
D 71f94a5 vexpress-gemu release-1 2017-05-08 19:34 -
Device identity Device inventory
D artifact_name mac_ethQ
71f94a573db619e49c73cc36 release-1 52:54:00:81:91:19
1801blebd87ff5f4fe884bf71
cpu_model mem_total_kB
mac ARMVY Processor rev 0 (v71) 122948
52:54:00:81:91:19
device_type mender_client_version
vexpress-gemu 101
hostname network_interfaces
vexpress-gemu ethO
ipva_etho i
R o) Create adeployment for this device
kernel

Linux version 4.1.36-yocto-stand
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Interfacing with Device Drivers

No Graphics Images for this Chapter
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Starting Up — The init Program

No Graphics Images for this Chapter
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Managing Power

Overview

wWerToP

Idle stats

Freguency stats

Device stats

Tunables

summary: 4.2 wakeups/second,

Usage
257.0 us/s
2.3 msfs
72.0 us/s
54.7 usfs
us/s
us/s
msfs
us/s
us/s
us/s
usfs
us/s
us/s
us/s
us/s
us/s
us/s
us/s

M w
(I,
@

%)

[y
£ 00

[ I I T - B B S - ]
oo oo s~ D LW

o~

PowerTOP 2.8 Overview

9.0 GPU ops/seconds, 0.0 VFS ops/sec and ©.4% CPU use

Events/s Category
1.0 kWork
0.15 Process
0.6 Timer

0.6 Process
8.5 kWork

8.5 kWork
0.05 Process
8.25 Process
0.20 Process
9.15 kWork
06.10 Interrupt
9.10 kWork
0.00 Interrupt
9.85 kWork
0.85 kWork
0.05 Timer
0.00 Process
0.00 Process

Description
phy_state_machine
power top
tick_sched_timer
[rcu_preempt]
cache_reap
vmstat_shepherd
[irq/159-44e0boo]
[watchdog/e]

init [5]
neigh_periodic_work
[3] net_rx(softirq)
cpts_overflow_check
[159] 44eoboea.i2c
rb_free_work
flush_to_ldisc
sched_clock_poll

Jusr/sbin/dropbear -r fetc/dropbear/d

[kworker/0:1]

Idle stats

Package | CPU 8
300 MHz 38.6% | 300 MHz 38.6%
600 MHz 43.7% | 680 MHz 43.7%
720 MHz 0.0% | 720 MHz 0.0%
800 MHz 0.0% | 880 MHz 0.0%
1000 MHz 0.4% | 1080 MHz 0.4%
Idle 17.2% | Idle 17.2%
i

Frequency stats Device stats Tunables
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PowerTOP 2.8 Overview Idle stats e stats Device stats Tunables

Package | CPU ©
WFI 32.6% | WFI 32.6% 0.6 ms
C1 54.6% | c1 54.5% 238.2 ms
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Learning About Processes and Threads

/bin/prog
@ D
. data’ .

text

O,
/bin/prog
T2

Parent

fork ()

Return = PID
of child

Return = 0
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Process 1 Process 2
address address
space space

Shared

memory __-~
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Managing Memory

No Graphics Images for this Chapter
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Debugging with GDB

O™ E Terminal

File Edit View Search Terminal Help

p->count = 1;
p-=left = NULL;
p->right = NULL;

cond = strcmp (w, p->word);

if (cond == 0@

remote Thread 95 In: addtree Line: 41 PC: 0x85b4
Breakpoint 1, main (argc=1, argv=0xbefffe24) at sort-debug.c:72

(gdb) break addtree

Breakpoint 2 at 6x85b4: file sort-debug.c, line 41.

(gdb) «

Continuing.

Breakpiint 2, addtree (p=0x0, w=0xbefffc60 "the") at sort-debug.c:41
(gdb)
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int cond;

T if (p == NULL)
{
p = malloc(sizeof(struct tnodell;
p—>word = strdup (w);
p—=count = 1;
p->left = NULL;
p—>right = NULL;

File Edit ‘“iew Program Commands Status Source Data Help
e -t - o7 N
() -InFo -loca-ls E ’LnukuD Find:>  Break Ld?(?h Frint  Display IPlul Hitie RDT;E 561 Undisp
1l: *p
Args word = 0x11190 "the" L
ocals
p = 0x11178 count = 1 cond = 69540
w = Oxbefffce0 "quick" Teft = 0x0 - J
Fight = Ox0

* the count, otherwise add a new node */ m A
static struct tnode *addtree (struct tnode *p, char *w)

\nterrup

Step Stepl

Until

M
Up | Dow
Undo|

C
=

LT

(gdby graph display “info args”

(gdb) graph display *p dependent on -1
(gdby graph display “info locals®
(gt

Breakpoint 2, addtree (p=0x11178, w=0xbefffc60 "guick") at sort-debug.c EOL Make| Edit

A Display -2: “info Tocals™ [enabled)

-1T‘\ |

wi\g b |3y Oy Qv | & v % v
#% Debug = i1 I B R i ¥ = O||w-variables 5t . e Breakpoints
¥ & gdbserver debugger (23/03/2011 22:33) (Suspended) *|| Name
v ® Thread [1] (Suspended: Breakpoint hit.) > ¥p
= 2addtree() /home/chris/workspace/sort-bug/src/sort-bug.c:41 0x00008538 > W
= 1main() /home/chris/workspace/sort-bug/sre/sort-bug.c:94 0x0000875¢ - cond

s Remote Shell
s arm-angstrom-linux-gnueabi-gdb (23/03/2011 22:33)
¥ fhomefchris/workspacefsort-bug/Debug/sort-bug (23/03/2011 22:33)

[El gdbinit | % sort-debug.c [€ sortbug.c B
4 static struct tnode *addtree (struct tnode *p, char *w)

int cond;
if (p == NULL)
{

p = malloc (sizeof (struct tnode *));
p->word = strdup (w);

p->count = 1;

p->left = NULL;

p->right = NULL;

else

cond = str:mp (w, p->word);
if (cond ==

& Console %2 . ¥ Tasks | [2l Problems| @ Executables| @ Memory

sort-bug Debug [¢/C++ Remote Application] /home/chrisfworkspace/sort-bug/Debug/sortbug (23/03/2011 22:33)

! Registers | =k Modules

5 |$%Debug| @

an
s

+ B
Value

0x00000000

0xbea09c78

1

52 outline X

1 "o o % Y

stdio.h

stdlib.h

ctype.h

string.h

MAXWORD

tnode

o * getword(FILE*, char*, int) : int

© ° addtree(struct tnode*, char*) : struct tnode*
3 treeprint(struct tnode*) : void

© main(int, char**) : int

B BE[EE = 2v -

=0

8

8
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Profiling and Tracing

: 10K of event

t c =

11.29% grep 1libc-2.20.s0 [.] re_search_internal
8.80% grep busybox.nosuid [.] bb_get_chunk_from_file
5.55% grep libc-2.20.s0 [.] _int_malloc

5.40% grep libc-2.20.s0 [.] _int_free

3.74% grep 1libc-2.20.s0 [.] realloc

2.59% grep libc-2.20.s0 [.] malloc

2.51% grep 1libc-2.20.s0 [.] regexec@@GLIBC_2.4
1.64% grep busybox.nosuid [.] grep_file

1.57% grep 1libc-2.20.s0 [.] malloc_consolidate
1.33% grep 1libc-2.20.s0 [.] strlen

1.33% grep 1libc-2.20.s0 [.] memset

1.26% grep [kernel.kallsyms] [k] _ copy_to_user_std
1.20% grep 1libc-2.20.s0 [.] free

1.10% grep 1libc-2.20.s0 [.]1 _int_realloc

0.95% grep 1libc-2.20.s0 [.] re_string_reconstruct
0.79% grep busybox.nosuid [.] xrealloc

0.75% grep [kernel.kallsyms] [k] _ do_softirg

0.72% grep [kernel.kallsyms] [k] preempt_count_sub
0.68% find [kernel.kallsyms] [k] _ do_softirg

0.53% grep [kernel.kallsyms] [k] _ dev_queue_xmit
0.52% grep [kernel.kallsyms] [k] preempt_count_add

0 kernel.kallsyms finish task switch.isra.s85s

: 2256721655

'cycles', Event count

[28]

grep libc-2.20.s0 [.] re_search_internal
- re_search_internal
95.96% 0O
3.50% Ox208

+ 8.19% grep busybox.nosuid [.] bb_get_chunk_from_file
+ 5.87% grep 1libc-2.20.s0 [.] _int_free
+ 4.76% grep libc-2.20.s0 [.]1 _int_malloc
+ 3.75% grep 1libc-2.20.s0 [.] realloc
+ 2.63% grep 1libc-2.20.s0 [.] malloc
+ 2.04% grep libc-2.20.s0 [.] regexec@@GLIBC_2.4
+ 1.43% grep busybox.nosuid [.] grep_file
+ 1.37% grep 1libc-2.20.s0 [.] memset
+ 1.29% grep 1libc-2.20.s0 [.] malloc_consolidate
+ 1.22% grep libc-2.20.s0 [.] _int_realloc
+ 1.15% grep 1libc-2.20.s0 [.] free
+ 1.01% grep [kernel.kallsyms] [k] _ copy_to_user_std
+ ©.98% grep 1libc-2.20.s0 [.] strlen
+ 0.89% grep 1libc-2.20.s0 [.] re_string_reconstruct
+ ©.73% grep [kernel.kallsyms] [k] preempt_count_sub
+ ©.68% grep [kernel.kallsyms] [k] finish_ task switch.isra.85
+ B.62% grep busybox.nosuid [.] xrealloc
+  B.57% kernel.kallsyms do_softirg
P bindings




re_search_internal 1lib/1ibc-2.20.s0

cmp ri,

beq c362c <gai_strerror+@xcaf8=

str r3, [fp, #-40] ; Bx28

b c3684 <gai_strerror+0xcb56=>
0.65 dr ip, [fp, #-256] ; 0x100
0.16 ldr re, [fp, #-268] ; Bx16c
2.44 add r3,
4.15 cmp re,
3.91 strle r3, [fp, #-40] ; Ox28

ble c3684 <gail_strerror+0xcb50>
4.72 ldrb  r1, [r2, #1]!
10.26 ldrb r1, [ip, ri]
6.68 cmp ri,

beq c3660 <gail_strerror+@xcb2c>
0.90 str r3, [fp, #-40] ; Bx28
2.12 1dr r3, [fp, #-40] ; Ox28
0.08 ldr r2, [fp, #-268] ; Bx10c
0.33 cmp r2,

bne c3804 <gal strerror+0xccd@>
0.08 mov r3,

ldr r2, [fp, #-280] ; Bx118

h' for he

re _search _internal lib/libc-2.20.s0
++match_first;
goto forward_match_found_start_or_reached_end;

case 6:
/* Fastmap without translation, match forward. */
while (BE (match_first < right_lim, 1)
4.15 cmp re,
3.91 strle r3, [fp, #-40] ; 0x28
ble c3684 <gai_strerror+0xcb50=>
&8& !fastmap[(unsigned char) string[match_first]])

4.72 ldrb  r1, [r2, #1]!
10.26 1drb ri, [ip, ri]
6.68 cmp ri,
beq c3660 <gai_strerror+@xcb2c>
0.90 str r3, [fp, #-40] ; Ox28

++match_first;

forward_match_found_start_or_reached_end:
if (BE (match_first == right_lim, @))

2.12 1dr r3, [fp, #-40] ; Ox28

0.08 ldr r2, [fp, #-268] ; Bx10c
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GPr = = 8 B cControd Flow 2 | B Resources 1 Sgatistics =
= - ] = | w% &0 RS Yo D
W hello-Lost e 15:08:49.605 15:08:49.610
5 pest ¥ deapbear
v i vessl_d ¥ dropbear
A Euperiments ¥ deopbear I — .
v 2 Traces [1] xR |
kemel  f ittng tH
R P usay ls H |
T B L Ko Ikt g | m
L m Tmi SEati syshogd || I
klegd l |
»  awahi-daeman [ |
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—— 1 1
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.
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[30]




Real-Time Programming

scheduling|latency

preemption latency

interrupt|latency

hardware
interrupt .
latency T@e
Interrupt ISR starts ISR Thread ~
wakes up scheduled
thread
In-line interrupt handler
RT thread
ISR
do_IRQ 1
H/W interrupt
Threaded interrupt handler
RT thread
ISR
do_IRQ
H/W interrupt
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samples

100000

10000

1000

10

CPUO
spin_lock spin|unlock
spin
CPU 1 Ti—__,
spin_lock
No preempt

"b'bb-yoctoln opreem'pt-floodping.dat" I—

L 1|

150 200 250 300 350
microseconds

450

500
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samples

100000

10000

1000

100

10

Preempt

50

I"bbb—yoc'to—;::reem'ptrfloodycﬂng.dat" I—

100 150 200 250
microseconds

300

350

400

450

500
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samples

RT

100000 r T T T T T T T
"bbb-yocto-rt-floodping.dat” s

10000 B

1000 | .

0 50 100 150 200 250 300 350 400 450 500
microseconds
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