Chapter 1: Review of TCP/IP Protocol Suite
and Python Language
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08I Model
Layer Protocol data unit (PDU) Function®!
7. Application High-level APls, including resource sharing, remote file access

Translation of data between a networking service and an application; including
6. Presentation

Data character encoding, data compression and encryption/decryption
Host
Managing communication sessions, i.e. centinuous exchange of information in
layers 5, Session ons ¢
the form of multiple back-and-forth transmissions between two nodes
Reliable transmission of data segments between points on a network, including
4. Transport Segment (TCP) / Datagram (UDP)
segmentation, acknowledgement and multiplexing
Structuring and managing a multi-node network, including addressing, routing
3. Network Packet
and traffic control
Media
Reliable transmission of data frames between two nodes connected by a
layers 2. Data link Frame )
physical layer
1. Physical Bit Transmission and reception of raw bit streams over a physical medium

Network Topology

Host Host
A Router —Router 5

Data Flow

Application, 'DFDCESS{D-DFDCESS » Application

| |

Transpnrt_‘ - Transport
l |
Intarnet Intarnet Internet Internet
! I S l
Link Link Link Link
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Ethernet SEitt:a?lri'te, Ethernet
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TCP Header

Offsets Octet 0 1 2 3
Octet Bit o 1 3| 4 5 6 17 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 |25 26 27 28|29 |30 31
0 (1] Source port Destination port
4 32 Sequence number
8 64 Acknowledgment number (if ACK set)
C|E| U|A P|R|S|F
12 96 Data offset H:SZN:d 2 W|(C|R|C|S|S5|Y|I Window Size
R|E|G|K H|T| N|N
16 128 Checksum Urgent pointer (if URG set)
20 160 Options (if data offset > 5. Padded at the end with "0" bytes if necessary.)
UDP Header
Offsets Octet 0 1 2 3
Octet Bit 0o 1 4 4| 5 6 17 8| 9|10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
0 o Source port Destination port
4 32 Length Checksum
IPv4 Header Format
Offsets Octet 0 1 2 3
Octet Bit 01 2 3 4 5 6 7|8 9 10 11 12 13 14|15 16 17 18 19|20 21 22 23 24 25 26|27 28 29 30 31
0 0 Version IHL DSCP ECN Total Length
4 32 Identification Flags Fragment Offset
8 64 Time To Live Protocol Header Checksum
12 96 Source IP Address
16 128 Destination IP Address
20 160
2 192 Options (if IHL > 5)
28 224
32 256




Fixed header format

Offsets Octet 0 1 2 3
Octet Bit 0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21|22 23 24 25 26 27|28 29 30 31
0 0 Version Traffic Class Flow Label
4 32 Payload Length Next Header Hop Limit
8 64
12 96
Source Address
16 128
20 160
24 192
28 224
Destination Address
32 256

36 288




Chapter 2: Low-Level Network Device
Interactions

MAR 31-APR 4, 2014 EXPO: APR 1-3

INTEROP Los Vegas

1993

Router> enable Router> enable

Reuterd cenfigure tesminal Routest configure terminal

Router (config) # enable mecret cisco Router (config) # enable mecret cisco

Router (config) # ip route 0.0.0.0 0.0.0.0 20.2.2.3 Router fconfig) # ip route 0.0.0.0 0.0.0.0 20.2.2.3
Router (config) # interface ethernatd Router (config) # interface ethernatd

Router (cenfig-1r14 ip address 10 1 z55.0.0.0 Router (cenfig-1f14 ip address 10.1.1.1 255.0.0.0
Router (config-ifl# no shutdown Router (config-ifl# no shutdown

Router (config-if)# exit Router (config-if)é exit

Router (config) # interface seriald Router (config) # interface seriald

Router (config-i£)# ip address 20.2.2.2 288.6.0.0 Router (config-if)# ip address 20.2.2.2 288.06.6.0
Router (cenfig-1f14 no shutdown Router (cenfig-1f)14 no shutdown

Router (config-1f}# exit Router (Config-ifl# exit

Router (config) # router rip Router (config) # router rip

Router (config-router) # network 10.0.0.0 Router (config-router)# network 10.0.0.0

Router (config-router)# network 20.0.0.0 Router (config-router)# network 20.0.0.0

Router (config-routar)# axitc Router (config-routar)# axit

Router (config) # exit Router (config) b e

Router# copy running-config startup-cen: Routerd copy running-config startup-config
Routert disable Routert disable

Routers Routers

Terminal Protocol: Telnet Terminal Protocol: SSH

Interop.com @Interop Y #interop




ip-address
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L2 Kernel
Patch

REBOGI}

VMMaestro

& wirl.1.2.64.pc
£

Disconnect Network Adapter

v NAT
Bridged (Autodetect)
Host-only

Network Adapter Settings...

| [Software Updater]

rtual
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) virl.1.2.64.pc
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Disconnect Network Adapter 2

NAT

Bridged (Autodetect)
b v Custom (vmnet2)

Host-only

n Network Adapter 2 Settings...

2=

L2 Kernel
Patch

ip-address

= nternet Routing La

REBOBI}

VMMaestro

= @ ] I: i | [Software Updater] ) 8 01:46 (D

] Properties 52

AEE v= O
A Topology Nodes: 2
AutoNetkit - 1
Connections:
Extensions

Management Network: Shared flat network v
XC management node
Static serial port offset:

* LXC management node

L¥C node's static IPv4 address:
L¥C node's bound IPv4 address:

L¥C node's static forwarded TCP port:




i, *Chapter2.virl 23 ansible.vi

[ Properties 58

Node
AutoNetkit
Configuration
Extensions

i virl:topology b

Name: iosv-1
Subtype:  |I0Sv
1P 192.168.01
Pl

T Static Serial Ports
(Clensole port
(A)uxiliary port:
(M}eonitor port:
(E}xtra port:

VM Image:

VM Flavor:

| Exclude nede from simulation launch.

¥ Other

Management interface static IPv4 address:

e
iosv-2
192.188.0.2

Browse...

Browse...

R e




Login | Register

alialn )
cisco ~ Discover Technologies Community Support _

Learn Code Inspire Connect X
Learning Tracks Sandbox Remote Labs DevNet Creations Browse Communities

Learn the latest Cisco AP| & technologies Free 24x7 hosted labs for integrating and See the latest creations from the Events

with guided Learning Tracks working with Cisco Technologies community and contribute your own

Innovation Challenge
1 Cisco Innovation Centers

Get Started Sample Code on Github
Find code on Github to help you get Latest Blogs

started with Cisco APls DevNetZone at Cisco Live

Find APIs and tools

e & s, = ) (@] iy co

leT Cloud Networking Data Center Security Open Source Collaboration DevOps

< C (3 | @ Secure [N om|

el dCloud

Come Experience Cisco

Experience Cisco Why dCloud? Easy to get started

Huge catalog of demos, training and sandboxes Fully scripted, customizable environments Login using your Cisco.com account and run




DOWNLOAD DOCUMENTATION COMMUNITY MARKETPLACE ACADEMY Login

THE SOFTWARE THAT EMPOWERS
NETWORK PROFESSIONALS.

4 Free Download » Watch the Video

New GNS3 Software Release >> Check Out Version 1.5.3!

sign Up.



Chapter 3: APl and Intent-Driven Networking

Activity
Model

Detailed Data
Requirements
Technical

Environment

Perfoermance
Considerations

Business
Data

Create.’Update\l

!

Logical Data ‘
Model /

Conceptual Data Model

Entities/Subtypes
Attributes
Relationships
Integrity Rules

Mte/u pda;<

: ; Physical Data
™ Model <

/ Create/Update ‘

Physical Data Model
Tables
Columns
Keys/Indicies
Triggers

e

Cisco NX-API Sandbox

= C 7t ®172.16.1.90

il NX-API Developer Sandbox

cisco

Quick Start

Logout G+

Enter CLI commands here, one command per Tine

Message format: @

Command type: @

json

Gopyright @ 2014 Gisco Systems, Inc. All rights reserved.

NX-API version 1.0




Cisco NX-API Sandbox

G 0 ®172.16.1.90

NX-API Developer Sandbox Quick Start  Logout G»

Message format: @

show version

xml json

Command type: @

cll cli_ascil

body": {

how version”,

“version": 1.2 .2(e)p1(1) [build 7.2(e)zD(e.120)]1",
. "sys_ver_str 7.2(0)01(1) [build 7.2(@)ZD(e.120)]",
nid': 1 “kick_file_name 'bootflash:///titanium-d1-kickstart.7.2.0.2D.0.120.bin",
¥ "kick_cmpl_tim ' 3/8/2015 1: ",
] "kick_tmstmp": "©3/@8/2015 11:0. g

"isan_file_name"
"isan_cmpl_tim

'bootflash: ///ti
' 3/8/2015 1:00:

nium-d1.7.2.0.7D.8.128.bin",

Layer Example
Content Configuration Data Notification Data
| |
Operations <edit-config>, ...
| |
Messages <rpc>, <rpc-reply> <notification>
] | |
T?;n‘?;ggn SSH, TLS, (BEEP/TLS), (SOAP/HTTP/TLS), ...




Approaches to Automation

= Evolution of traditional
network operations

= Custom development
far integration

* Leveraging existing tools
{(Puppet, Ansible, etc.)

; h
* Software development * Integration & . zlarﬁz;;ﬁficﬁspufn { for
T r roach customization via scripts .75
asources & approac P appllcalrons

ZTFServer
EOS SDK DevOps Model .
AR Ruby & Python EOS CloudVision

Object Model

ARISTA ARISTA ARISTA

£} A NotSecure hips

AR I STA Explorer Overview Command Documentation
Command API

Simple Request Secript Editor

Simple eAPI request editor

This page lets you craft a single eAPI request, and explore the returned JSON . Note that this form creates real eAPI requests, so any configuration you perform will apply to this
switch. Don't know where to start? Read the AP| overview or try one of these examples: Check version, Create an ACL , | Show virtual router , or View running-config !

API Endpoint | https://192.168.199.158/command-api Version 1

Commands
1

Format  ‘json' %

Timestamps  false 3

D  EapiExplorer-1

Submit POST request

Request Viewer Response Viewer

1 lEnter commands obove and click ‘Submit POST request'" 1




Explorer Overview ‘Command Documentation

API Endpoint | https://192.168.199.158/command-api Version 1
Commands Format  ‘json" %
1 show version
z
Timestamps | false H
ID | EapiExplorer-1
Request Viewer Response Viewer

3
4
5 5 “modelName": "DC5-7@58QX-32-F",
[ [ “internalVersion "4,16.6M-3205780.4166M",
7 7 "systemMacAddress 88:1c:7: 8:4a:f1",
8 “show wversion" 8 “serialNumber”: "JPE13131723",
9 1. 9 “memTotal”: 3978148,
10 "version": 1 10 "bootupTimestamp”: 1465964219.71,
1 1. 1 "memFree": 257952,
12 "id": "EapiExplorer-1" 12 "version": 16.6M",
13 } 13 "architecture' "i386",
14 "isIntlVersion": false,
15 "internalBuildId": "373dbd3c-60a7-4736-8d%e-bf5e7d207683",
16 "hardwareRevision": "@0.00"
17 }
13 .
19 "id": "EapiExplorer-1"




Chapter 4: The Python Automation
Framework - Ansible Basics

hosts:

tasks:

192.168.199.170
PLAY

- name: check disk usage

shell: df > df_temp.txt TASK

LAYBOOK




Chapter 6: Network Security with Python

=]
-
Client

10.0.0.10/30

10.0,0.9/30

Management

Client 172.16.1.152
Server 172.16.1.153
10Sv-1 172.16.1.154
NX-0Sv-1 172.16.1.155

e
nx-osv-1  10.0.0.4/30 iosv-1
192.168.0.1 192.168.0.2

10/0.0.13/30
10{0.0.14/30
| —
Server
] Properties 52 Problems s = ¥ = 8
. Topalogy Modes: 4
AutoNetkit . .
- Simple Cennections: 3
Extensicns

Management Network: | Shared flat network
Use an LXC management node

Static serial port offset:




Chapter 7: Network Monitoring with Python -
Part 1

~ -

Client Server
L L
ioav-1 iosv-2
192.168.0.1 192.168.0.2

GET / SET Request

Master Agent

Manager ~ GET / SET Response

GET / SET Req
GET / SET Res.

-
Bl

6

-

Agen




OID Tree
You are currently viewing your object with 2 a levels of hierarchy abowve your object.
Liso(1). org (3) . dod (6) . internet (1) . mgmt (2) . mib-2 (1)
l—_— interfaces (2)
I -~ ifNumber {1}
l-_— ifTable (2)

|
- —IfEntry (1) object Details

- [findex (1

- IfDeser (2

- ifType (3

— IfMtu (4

- ifSpeed (5

- ifPhysAddress (6
- fAdminStatus (7

- ifOperStatus {8

— IfLastChange (9}

- [finOctets {10

- ifinNUcastPkts (12

ifinDiscards {13

— [fnErrors {14

- finUnknownProtos {15
- IfoutOctets (16

- IfOutUcastPkis (17

fOutMUcastPkts {18

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| - ifinUcastPkts (11
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| -- fQutDiscards (19
|
| - HOutErrors (20
|
| - fQutQlen (21
|
|

- ifSpecific (22
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Browser usage evolution (in %) - Mozilla Firefox

Browser usage evoluti... x

@ | file:///home/echou/Master_Python_Networking/Chaj ¢ | |Q search wBa ¥ @&

Browser usage evolution (in %)

[l Firefox B .
W chrome 1 ___ ™ = = oo oo
W IE .
Others .y
78 a s
\"._
60 <
L
—
T g g, R
. . Y
P .
48 "x.\

28 = y ..

10 = -

2002 2003 2004 2005 2006 2007 2008 2000 2010 2011 2012




Router 1 Gig0/0 - Mozilla Firefox

Router 1 Gig0/0

€ (@ |file:///home/echou/Master_Python_Networking/Chaj ¢ | |Q searc wB ¥ @

Router 1 Gig®e/®

Il out_octets PP PSP S SR SRS SE AL A S S AL S i

M out_packets 5888888 — | — = — = — = = = — = = = — & — — e e e e e e —— -

M in_octets
in_packets

Ban o o g L an on B o 4 L e L S * LS .

36666668

L I B R e

ABBBBEE — = == = = = = = == === = = e e e e e e m




Protocol Breakdown - Mo

Protocol Breakdown

€ @ /file;///home/echou/Master_Python_Networking/Chaj @ | |Q search wBaE ¥+ @ =
Protocol Breakdown
W Tcp
[ uoP
W 1CMP
Others
= —
console || graphs
Console -> Devices > (Ed! Logged in 25 admin (Logout)
Cr— T
New Grapns Genaral Host Options
[N [ooteiee
‘Granh Management Give this host a meaningful description
Graphiress | |Hostname
SefiueD Fully qualified hostname or IP address for this device. 172161188
bata Sources Host Template Cisco Rout B
Devices Choose the Hast Template to use ta define the default Graph Templates and Data Queries assaclated with this Host. Isco Router
Collection Methods Number of Collection Threads
bt Querles The number of concurrent threads to use for polling this device. This applies to the Spine poller only. 1 Thread (cefault)
“ata nput Methods || Pisable Host 5
Detalinp et hocs Check this box to disable all checks for this host. L) Disable: Host

Avallability/ Reachability Options

GraphTemplates | powned Device Detection

Host Templates The method Cact! will use to determine if a host Is avallable for polling. SNMP Uptime B
‘bata Templates | |NOTE: Itis recommended that, at a minimurm, SNMP afways be selected.

Ping Timeout Value
mport/Export The timeout value to use for host ICMP and UBP pinging. This host SNMP timeout value applies for SNMP pings 400
Import Templates.

AmeoreTemolaies | ping Retry Count s
Export Templates After an Initial fallure, the number of ping retries Cacti will attempt befare falling.
[Conrnton ]| v oprs
Settings SNMP Version
blugin Management || Cho0se the SNMP version for trs gevice. versionz_ [
| 2 et
SNMP read community for this device.
System Utilities SNMP Port -
User Management Enter the UDP port number to use for SNMP (default is 161).
Logout User SNMP Timeout 500
S| | ¥he maximum number of milliseconds Cacti will wait for an SNMP response (does nos work with php-snmp support).
Maximum OID's Per Get Request 10

Specified the number of OI0's that can be obtained In a single SNMP Get reguest.

otes
Enter notes to this host.

&

Cancel | Create




I0Sv-1 (172.16.1.189) *Create Graphs for this Host

SNMP Information *Data Source List
System:Cisco IOS Software, I0Sv Software (VIOS-ACVENTERFRISEK9-M), Version *Graph List
Jwwa.cisco.com/techsupport Copyright (o) 1986-2016 by cisco Systems,

1 Compiled Tue 22-Mar-16 16:19 by prod rel team

Uptime: 26687354 (3 days, 2 hours, 7 minutes)

Hostname: icsv-l.virl.info

Location:

Contact:

New Graphs for [ 10Sv-1 (172.16.1.189) Cisco Router ]

*Edit this Host
*Create New Host

Host: 10Sv-1 (172.16.1.189) Graph Types: Al

o

Graph Templates
‘Graph Template Name

Create: Clsco - CPU Usage

Create: SNMP - Generic OID Template

Create: | (Select a graph type to create) §

Data Query [SNMP - Interface Statisti

Showing All Items

Index Status Description Allas (IF-MIB) Type Speed o
1 up GigabitEthernet/0 GI0/0 00B Management. 6 1000000000 1000 FA:16:3E:45:2B:47 172.16.1.188
2 up GigabitEthernetd/1 Gio/L to losv-2 6 1000000000 1000 FA:16:3E: FD:FE:B7 10.0.0.13
3 up GigabitEthernet0/2 Gi0f2 to Client 6 1000000000 1000 FA:16:3E:71:63:58 10.0.0.6
a up Nullo NuD 1 4294967295 10000
5 up Loapbackn Lo Loopback 24 4294967295 8000 192.168.0.1
L Select a graph type:  In/Out Unicast Packets

Cancel  Create

I0Sy-1 - Traffic - GiO/0

400

200

@FQL

2008

168

bits per second

o]

Sun 20: 00 Mon 90: 00 Mon ©4:00 Mon @8: 00 Mon 12:00 Mon 16: 00

B Inbound Current: 182.12 Average: 205.75 Maximum: 253,97
B Outbound Current: 232.16 Average: 300.25 Maximum: 439,28

Daily (5 Minute Average)




s

onsole
Consale -> Data Input Methods -> (Edit)

Logged in a5 admin {Logout)

EEE | save Successful.

New Grapns

[Management Sl Data Input Methods [edit: 10Sv-1 SNMP Permit Count]

Graph Management

Data Input Methods

Graph Templates
Host Templates
Data Templates
import/Export
Import Templates
Export Templates

settings
Plugin Management

System Utilities
User Management
Logout User

e

Enter a meaningful name for this data Input method.

Input Type

Choose the method you wish to use to collect data for this Data Input method

Input String
The data that Is sent to the script, which includes the complete path to the script and Input seurces In <> brackets.

18Sv-1 SNMP Permit Count

Script/Command B

Jusr/sharejcacti/site/scripts/cacti_1.py

Input Flelds
Name
No Input Fieids

Output Fields

Name

SNMP Permit Count 0 (ot In Use)

SNMP Permit Count

Return  Save




Chapter 8: Network Monitoring with Python -
Part 2

";’c ChapterB.virl % Chapter8-Sjpx0m 23

=[]
’;’{ virl:topolegy » & LXC » giif Jumphost «
= |

Client

ré-edge
192.168.0.5

| 3 u 1
r1

r2 r3
192.168.0.1 192.168.0.2 192.168.0.3

r5-tor
192.168.0.4

[ Properties 52

& Problems

1
£
9
]

0

[

Topology General

i AutoNetkit Enable CDP: >
Ena P

Extensions
Infrastructure Only:
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(C) 1998-2012 - Luca Deri=1

About Summary All Protocols 1P Utils  Plugins  Admin aQ
Local IP Traffic
Host & IP Address Data Sent Data Revd
O172.1611 OP 172.16.1.1 716.7 KBytes 29.0% 1.7 MBytes 55.8%
172.16.1.173 P 172.16.1.173 1.0 MBytes 41.6 %) 923.9 KBytes 30.4 %
172.16.1.215 172.16.1.215 0 0.0 % 362.1 KBytes 11.9%)
172.16.1.218 gy 172.16.1.218 74.4 KBytes 3.0% 10.1 KBytes 0.3 %
172.16.1.219 gy 172.16.1.219 71.5 KBytes 2.9% 10.0 KBytes 0.3 %
172.16.1.220'-' 172.16.1.220 74.6 KBytes 3.0 % 10.7 KBytes 0.4 %
172.16.1221 gy 172.16.1.221 75.5 KBytes 3.1% 10.5 KBytes 0.4 %,
172.16.1.222 gy 172.16.1.222 69.2 KBytes 2.8 % 12.5 KBytes 0.4 %)
172.16.1.254 172.16.1.254 362.1 KBytes 14.6 %) 0 0.0 %)
Total Traffic [ Data Sent [ Data Revd [ Used
2.7 MBytes| 2.4 MBytes| 3.0 MBytes| 19.6 Kois|
(C) 1998-2012 - Luca Deri =1
About Summary All Protocols IP Utils  Plugins  Admin
Top Talkers: Last Hour
Time Period Top Senders Top Receivers
172.16.1.1 @& |18.4 Koi/s
172.16.1.173 @ |11.8 Kbit
Mon Mar 13 22:27:00 2017 172.16.1.173 @ | 6.8 Kbiy/s
L 1721611 @5 | 5.4 Kbit
Mon Mar 13 22:27:59 201 172.16.1.215 @ 2.6 Kbit/s
172.16.1.254 @ | 2.6 Kbit
22400251 @ | 21biys
172.16.1.173 @ 10.6 Kbit/s, 172.16.1.1@@ 17.6 Kbit/s
Mon Mar 13 22:26:00 2017172.16.1.1 @ & 5.3 Kbitys|[|172.16.1.173 @ | 6.7 Kbits
2.
Mon Mar 13 22:26:59 2017|(172.16.1.254 & | 2.6 Kbit/s|[l172.16.1.215 @ | 2.6 Kbiy/s
1721612 & 5 1.1bit/s|||224.0.0251 @ | 3.0biys
172.16.1.173 @ | 9.0Kbit/sfll172.16.1.1 @ | 16.4 Koit/s
172.16.1.1 @ 5.2 Kbitss|f172.16.1.173 6.7 Kbit/s
Mon Mar 13 22:25:00 2017 = @
3. 172.16.1.254 @ | 2.6 Kbiyysfll172.16.1.215 @ | 2.6 Koiys
Mon Mar 13 22:25:59 2017 -
172.16.1.221 @ |547.5 bivss|||172.16.1.222 @ | 89.5 bit/s
172.16.1.218 @ |535.8 bitys|[|172.16.1.221 @ | 77.7 bivs
172.16.1.173 @ | 9.2Kbitysfll172.16..1 @ |17.2 Kbit/s
172.16.1.1 & 5.4 Kbit/s|{l172.16.1.173 5.0 Kbit/s
Mon Mar 13 22:24:00 2017 2 @
4. 172.16.1.25¢4 @ | 2.6 Kbitysfll172.16.1.215 @ | 2.6 Koiys
Mon Mar 13 22:24:59 2017 - -
172.16.1.220 & |193.5 bit/sl{172.16.1.221 @ | 35.7 bivs
172.16.1.210 @ |184.5biysll172.16.1.222 @ | 35.7biys

Run time/Internal

Web server URL

http://any:3000

GDBM version

GDBM version 1.8.3. 10/15/2002 (built Nov 16 2014 23:11:58)

Embedded Python

2.7.12 (default, Nov 19 2016, 06:48:10)

[GCC 5.4.0 20160609]




Directory (search) order

Data Files

Jusrishare/ntop
fusr/local/share/ntop

Config Files

[usr/share/ntop
fusr/local/etc/ntop
Jetc

Plugins

.fplugins
Jusr/lib/ntop/plugins
fusr/local/lib/ntop/plugins

About | Summary  All Protocols  IP Utils  Plugins  Admin
What is ntop?
ntop blog
Credits
Make a Donation Network A
ntop World 3
Online Documentation  » Man Page
Show Configuration @  Python ntop Engine  » Python AP
# Report a Problem @ Help Tutorial ~ peation
FAQ
= Risk Flags
172.16.1.215

"

172.16.1.216 < P

About

Ssummary Al Protocols 1P Utils  Plugins  Admin

Hello, Eric
Nrop Information: 5.0.1 x86_64-pc-linux-gnu 2 days 22:54:55

Rleport created on Thu Mar 16 21:0031 2017 [top uplie: 2 days 22:54:55]
Generated by ntop v:5.0.1 (B4 bil) [xB6_B4-pe-inux-gnu]

©1998-2012 by Luca Deri, buit: Dec B 2015 05:27:54.

Listaning on [ensa] for all packets (ie. without a fitering expression)

‘Web reparts inciude only interface "ansdd"

172.16.1.1 - - [16/Mar/2017:21:00:31 -0700] "GET /python/chapter8_ntop_l.py HTTP/1.1" 200 10220 - - 48

Mastering Pyton Networking

(C) 1998-2012 - Luca Deri=!

aQ




About Summary All Protocols  IP Utils  Plugins  Admin

Mastering Python Networking

Here are my interfaces:
["ens34" )

Report created on Thu Mar 16 21:12:03 2017 [ntop uptime: 2 days 23:06:27]
Generated by ntop v.5.0.1 (B4 bit) [x8E_84-pe-linux-gru]

@ 1998-2012 by Luca Deri, built: Dac B 2015 05:27:54

Listening on [ens34) for all packets (Le. without a filtering expression)

Wb raports include only interface "ens34"

172.16.1.1 - - (16/Mar/2017:21:12:03 -0700] "GET /python/chapter8_ntop_2.py HTTP/1.1" 200 10191 - - 24

C Y ® 192.168.199.185

» sFlow-RT

Software Version | 20-r1180
Host Name | pythonicNeteng
sFlow Rate | 237 bitsis
License| Research and Evaluation License

The sFlow-RT analytics module incorporates InMon's asynchronous sFlow analysis technology (patent pending) to deliver real-time performance metrics through the REST and JavaScript APls. Visit sFlow-RT.com
for decumentation, software, and community support.

Acknowledgements lists third party software included in this package.

Copyright © 2012-2017 InMon Corp. ALL RIGHTS RESERVED




@ 192.168.199.185

sFlow-RT

192.168.199.148 | 1686

Copyright © 2012-2017 InMon Corp. ALL RIGHTS RESERVED

Resource Groups

Eric Chou ~  N. Virginia v Support ~

Dashboard Modify the access policy for EEE——

My domains To allow or block access to the domain, select a policy template from the template selector or add one or more Identity and Access
I anagement (IAM) polioy statements in the Edit the access policy box.
Status  Active

Set the domain access policy to Select a template -

‘Add or edit the access policy

"Version": "2012-10-17",
"Statemen L

"Action":
"Resource': "arn:awsiesius-east

S

“Condition”: {

Iphddress”: {
Yaws: Sourcelp”: [

Back




Chapter 9: Building Network Web Services

with Python

HotFrameworks

Python

Framework
Django
Flask
Tornado
Bottle
web.py
Pyramid
web2py
CherryPy
Grok

Zope
TurboGears
Tipfy

Quixote

Top Frameworks Rankings

Score

91

83

T2

63

62

62

59

55

47

39

38

33

Languages ~ FAQ
Django [ Fiask Tornado [ Botte web.py
I Pyramic webzpy [ crerryPy Grok [ Zope
TurboGears Tipfy Quixote
100
a0
80 | g ~—o
70

60 v—.—‘—.

50

e LD

o W

30

20

[ITVNTS




- Chapter9.virl & Chapter@-7dir08 52

i virltopology #

o
iosv-1
192.168.0.1

L
iosv-3
192.168.0.3

e
iosv-2
192.168.0.2

e
iosv-4
192.168.0.4

http://.../devices/
[GET]
[POST]

http://.../devices/<id>
[GET]
[PUT]




Chapter 10: OpenFlow Basics

TUTORIALS » RESOURCES » PROJECTS » EVENTS ABOUT

dig All-in-one SDN App Development Starter VM

Jumpstart your SDN development through our all-in-one pre-built tutorial ¥M, built for you by SDN Hub. This
is a 64-bit Ubuntu 14.04 image (3GB) that has a number of SDN software and tools installed.

.

Example code for a hub, L2 learning switch, traffic tap, and other applications
Open vSwitch 2.3.0 with support for Openflow 1.2, 1.3 and 1.4, and LINC switch

.

SDN Controllers: OpenDaylight, ONOS BERRYU, Floodlight, Floodlight-OF1.3, POX, and Trema .

= Mininet to create and run example topologies RECENT POSTS
= Pyretic
« Wireshark 1.12.1 with native support for OpenFlow parsing Experimenting with NETCONF
+ JDK 1.8, Eclipse Luna, and Maven 3.3.3 i connector in OpenDaylight
Download N Experimenting with ONOS
clustering

1. You can directly download the OVA file from our file server: [64-bit | 32-bit]

Docker Networking

Instructions to use the VM
Import the OVA (i.e., SDN Hub Tutorial VM) into Virtualbox or VMware Player and boot it. Feel free to SDN starter kit based on Ryu
change any of the VM attributes, but we highly recommend allocating at least 2 vCPUs and 2GB memary. controller platform

In case the OVA (version 1.0) does not work on your VirtualBox or VMware player, unzip the OVA to extract
the VMDK file. That file can be used to create a VM in your environment.

Ensure you have connectivity to the Internet from the VM. If not, please ensure your Virtualbox/VMware
network settings are correct for the VM's network adapter (should be in NAT mode). m
Username and passwd are both “ubuntu”

You will need to open a Terminal Emulator to create and run network topologies using mininet. A link is Select Manth E
placed right on the desktop.

.

.

.




Importing the Virtual Machine

Importing SDN_tutorial_VM_64bit 2

-
? Cancel
[ ] Show All SDN_tutorial_VM_64bit 2: Processors & Memory Add Device...
Processors
2 processor cores B
Memory
2560  MB

4 MB 1024 MB 16384 MB

(recommended)

B

13824 MB remaining for your Mac

» Advanced options




Connect Network Adapter
This network adapter is configured to use:

Bridged Networking
Autodetect

Wi-Fi

Thunderbolt Ethernet

Dell D3100 USB3.0 Dock
Apple USB Ethernet Adapter
iPhone USB

Bluetooth PAN

Custom

@ Private to my Mac

® vmnet2 (-]
® vmnet3

» Advanced options

O] Show All SDN_tutorial_VM_64bit: Network Adapter 2 Add Device...

The virtual machine uses a custom network

connection.

Name:

Type:

Subnet IP:
Subnet Mask:

vmnet2
Custom
172.16.1.0
255.255.255.0

Controller

?

1
OpenFIo_w Protocol

¥

T
I
Secure | | Group
Channel | | Table
I
Flow Flow
Table [ """ Table
Pipeline

OpenFlow Switch




Packet
In

OpenFlow Switch

Packet +
ingress port + E ec te Packet
metadata | Tgpe Table [Packet : ; cﬁ:n g out
R ion ]
Action Agf:z” ! set
Set{ | | |

(a) Packets are matched against multiple tables in the pipeline

Match fields:
Ingress port +
metadata +
pkt hdrs

Action set
—_— >

@ Find highest-priority matching flow entry

PR ® Match fields: @ Apply instructions:
° " = b Ingressport + i. Modify packet & update match fields
Flow m:mﬁf; (apply actions instruction)
Table ) ii. Update action set (clear actions and/or
Actlon set _ write actions instructions)
® = ® iii. Update metadata

® Send match data and action set to
next table

(b) Per-table packet processing




/* 0XM Flow match field types for OpenFlow basic class. */

enum oxm_ofb_match_fields {
OFPXMT_OFB_IN_PORT =
OFPXMT_OFB_IN_PHY_PORT
OFPXMT_OFB_METADATA =
OFPXMT_OFB_ETH_DST =
OFPXMT_OFB_ETH_SRC =
OFPXMT_OFE_ETH_TYPE -
OFPXMT_OFE_VLAN_VID -
OFPXMT_OFE_VLAN_PCP -
OFPXMT_OFB_IP_DSCP -
OFPXMT_OFB_IP_ECN -

/* Bwitch input port. =/

/* Switch physical input port. */
Metadata passed between tables. w
Ethernet destination address. */
Ethernet scurce address. */
Ethernet frame type. */

VLAN id. =/

VLAN priority. */

IP DSCP (6 bits in ToS field). =/
IP ECN (2 bits in ToS field). */

-

[ IR T TN S A ]
-
-
]

- = o=
S
L)

w

- e e
—
® % % % =

OFPXMT_OFE_IP_PROTOD = 10, /* IP protocol. */
OFPXMT_OFB_IPV4_SRC = 11, /% IPv4 source address. =/
OFPXMT_OFB_IPV4_DST = 12, /% IPv4 destination address. */

OFPXMT_OFB_TCP_SRC = 13, /#* TCP source port. */
OFPXMT_OFB_TCP_DST = 14, /#* TCP destination port. #/
OFPXMT_OFE_UDP_SRC = 15, /* UDP source port. */
OFPXMT_OFE_UDP_DST = 16, /* UDP destination port. =/
OFFXMT_OFB_SCTP_SRC = 17, /= BCIP source port. */
OFPXMT_OFE_SCTP_DST = 18, /= BCTP destination port. */
OFFXMT_OFB_ICMPVA_TYFE = 19, /= ICMP type. */
OFFXMT_OFB_ICMPV4_CODE = 20, /= ICMP code. */
OFPXMT_OFE_ARP_OP = 21, /= ARP opcode. */
OFPXMT_OFE_ARP_SPA = 22, /* ARP source IPv4 address. *=/
OFPXMT_OFE_ARP_TPA = 23, /* ARP target IPv4 address. */
OFPXMT_OFB_ARP_SHA = 24, /% ARP source hardware address. */
OFPXMT_OFB_ARP_THA = 26, /* ARP target hardware address. */
OFPXMT_OFB_IPVE_SRC = 26, /% IPv6 source address. =/
OFPXMT_OFB_IPV6_DST = 27, /% IPv6 destination address. */
OFPXMT_OFB_IPV6_FLABEL = 28, /% IPv6 Flow Label #*/
OFPXMT_OFB_ICMPVE_TYPE = 29, /* ICMPvE type. */
OFPXMT_OFB_ICMPVE_CODE = 30, /% ICMPv6 code. */

OFPXMT_OFB_IPV6_ND_TARGET = 31, /* Target address for ND. */
OFPXMT_OFE_IPVE_ND_SLL 32, /* Source link-layer for ND. */
OFPXMT_OFE_IPVE_ND_TLL 33, /= Target link-layer for ND. */
OFFXMT_OFE_MPLS_LABEL 34, /= MPLS label. »/

OFFXMT_OFE_MPLS_TC = 35, /= MPLS TC. =/

OFFXMT_OFF_MPLS_BOS = 36, /= MPLS BoS bit. »/

OFPXMT_OFE_PBB_ISID = 37, /= PBB I-SID. =/

OFPXMT_OFE_TUNNEL_ID = 38, /= Logical Port Metadata. */
OFPXMT_OFB_IPVE_EXTHDR = 39, /% IPv6 Extension Header pseudo-field */







Chapter 11: Advanced OpenFlow Topics

class ryu.controller.ofp_event.EventOFPMsgBase(msg)
The base class of OpenFlow event class.
OpenFlow event classes have at least the following attributes.
Attribute Description

msg An object which describes the corresponding OpenFlow message.

msg.datapath Acryu.controller.controller.Datapath instance which describes an OpenFlow switch fro

B

192.168.2.1

192.168.1.1

L

192.168.1.10/24 192.168.2.10/24




Tabs Help

@sdnhubvm
Creatil
Addi
ble t

ip addr add 192.1
i r del 16.0.8
d 1

B The Wireshark Network A... [E] Terminal

T iresh.

Analyzer [Wireshark

(Git Rev Unknown from unknown)]

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

S @®) 4 u

& 12 ¥ EE

T

Filter:

=
WIRESHARK

Interface List

Live list of the capture interfaces
(counts incoming packets)

A Start

Choose one or more interfaces to capture from, then Start

&1 nflog

2] nfqueue
Bl

&#lany

1 Loopback: lo

Capture Options

Start a capture with detailed options.

= How ta Cantura

Ready to load or capture No Packets

¥ | Expression... Clear Apply Save

The World's Most Popular Network Protocol Analyzer

Version 1.12.1 (Git Rev Unknown from unknown})

Open Wwel

Open a previously captured file Visit th

@ Use

fl fou The Ust

Open Recent:

Sample Captures Sec

Arich assortment of example capture files on the wiki Work w

Profile: Default




2 0.003445000 00:00:00_00:00:02 00:00:00_00:00:01 ARP 60 192.168.1.1 is at 00:00:00:00:00:02

+ Frame 2: 68 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @
~ Ethernet II, Src: 00:00:00 00:00:02 (00:00:00:00:00:02), Dst: ©0:00:00 00:00:01 (PO:00:00:00:00:01)
» Destination: ©0:00:00 00:00:01 (P0:00:00:00:00:01)
b Source: 00:00:00 00:00:082 (00:00:00:00:00:02)
Type: ARP (8xB88086)
Padding: 00PB00EPEPEROEORE00NE0OEREREREERE00RE
« Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (8x0808)
Hardware size: &
Protocol size: 4
Opcode: reply (2)
Sender MAC address: 00:00:00 00:00:02 (00:00:00:00:00:02)
Sender IP address: 192.168.1.1 (192.168.1.1)
Target MAC address: ©0:00:00 00:00:01 (00:00:00:00:00:01)
Target IP address: 192.168.1.10 (192.168.1.18)

060 60 00 00 60 01 60 GO ©0 00 00 ©2 08 O6 6O O1jA........

PRYCNEE 00 06 04 60 02 00 60 ©0 €0 00 02 cO a8 O1 1. ....... ........
0020 01 6a 60 00 00 60 00 COpEM........ ........
0030

=l |




Capturing from h1-eth0 [Wireshark 1.12.1 (Git Rev Unknown from unknown)]
File Edit WView Go Capture Analyze Statistics Telephony Tools Internals Help

®)

Amgd BNXe ce29F 2 B wouwfF @ -

Filter:’ |vIExprmsinn... Clear Apply Save

No. Time Source Destination Protocol Length| Info
1 0.000000000 00:00:00 00:00:01 Broadcast ARP 42 who has 192.168.1.17
2 0.003445000 00:00:00 00:00:082 00:00:00 00:00:01 60 192.168.1.1 is at 0@:
3 0.003454000 192.168.1.10 192.168.2.10 ICMP 98 Echo (ping) request
4 0.006517000 192.168.2.10 192.168.1.10 ICMP 98 Echo (ping) reply
5 1.002884000 192.168.1.1@ 192.168.2.10 ICMP 98 Echo (ping) request
6 1.002945000 192.168.2.18@ 192.168.1.10 ICMP 98 Echo (ping) reply

i ]

b Frame 2: 60 bytes on wire (488 bits), 60 bytes captured (480 bits) on interface ©

» Ethernet II, Src: 00:00:00 00:00:02 (60:00:00:00:00:02), Dst: 00:00:00 00:00:081 (00:00:00:00:00:01)
» Address Resolution Protocol (reply)

0Eee ©0 00 00 0O G0 P1 GO GO OO0 6O GO 02 @B @6 B0 1  ........ ........
0010 ©8 00 06 04 @0 B2 GO GO ©O0 OO GO ©2 cP a8 1 @1  ........ ........
0020 00 00 0O 00 00 61 cO a8 Ol Ba OO OO OO 0O 00 @0 ........ .. ...,
0030 ©0 00 0O 0O OO GO OO @ Ee e@ EO EGE ...

O™ hil-etho: <live capture in progress>... Packets: 6 - Display... Profile: Default




Capturing from h2-eth0 [Wireshark 1.12.1 (Git Rev Unknown from unknown)]

Source Destination Protocol Length Info
1 0.000000000 192.168.1.10 192.168.2.18 98 Echo (ping) request id=6x56c4, seq=1/256, ttl=64 (no response found!)
2 1.008149000 192.168.1.10 192.168.2.10 ICMP 98 Echo (ping) request id=ex56c4, seq=2/512, ttl=64 (no response found!)

~ Ethernet I Src: 00:00:00_00:00: :00:00:00:00:01), Dst:
» Destination: @6:00:00 60:00:10 (00:00:00:00:00:18)
b Source: 00:00:00_00:00:01 (00:00:00:00:00:01)
Type: IP (@x0880)

» Internet Protocol Version 4, Src: 192.168.1.10 (192.168.1.1@), Dst: 192.168.2.10 (192.168.2.10)
~ Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: @

Checksum: ©x85d3 [correct]

Identifier (BE): 22212 (0x56c4)

Identifier (LE): 50262 (0xc456)

Sequence number (BE): 1 (©x0001)

Sequence number (LE): 256 (0x©160)

e —
::L:I:Nl00 60 60 60 00 18 80 Be Be

LINNO0 54 3b 04 40 60 40

:[::Nl02 6a 08 00 05 d3 56

CLE:INO0 00 58 af 65 00 00

08040 17 18 19 1a 1b 1c

eese 27 28 29 2a 2b 2c
LI 36 37 67]

O Frame (frame), 98 bytes * Packets: 2 - Displayed: 2 (100.0%) - Profile: Default




Chapter 12: OpenStack, OpenDaylight, and
NFV

()

How will you be using OpenStack?

COMPUTE +

COMPUTE OBJECT STORAGE OBJECT STORAGE

Deployed together, Compute and Object Storage provide the full set of OpenStack core services and open
APIs. In combination, the platform provides robust cloud computing capabilities with horizontal storage
for managing images, snapshots, backups, virtual machines and block devices.

!

Select the Core Services you want to use.

D G S .

SWIFT KEYSTONE NOVA NEUTRON CINDER GLANCE

Object Storage Identity Compute Networking Block Storage Image Service




Optional Services ( 13 Results )

NAME

Horizon

Ceilometer

Heat

Trove

Sahara

Ironic

Zagar

Manila

Designate

Barbican

Magnum

Murano

Congress

SERVICE

Dashboard

Telemetry

Orchestration

Database

Elastic Map Reduce

Bare-Metal Provi

Messaging Service

Shared Filesystems

DNS Service

Key Management

Containers

Application Catalog

Governance

Gof8

10f8

6of8

40f8

Sof8

40f8

10f8

=
5
c
3
3

10f8

5¥rs

4Yrs

4Yrs

3Yrs

3Yrs

3Yrs

3Yrs

3Yrs

3Yrs

3Yrs

2Yrs

2Y¥rs

2Yrs

ADOPTION

87 %

55%

67 %

13%

10%

21%

4%

14 %

16 %

9%

M1%

Mm%

2%

DETAILS

More Details

More Details

More Details

More Details

More Details

More Details

More Details

More Details

More Details

More Details

More Details

More Details

More Details




Contribution by companies

[ R T R N P

Company
Red Hat

Mirantis
Rackspace
IBM

Intel

Huawei

SUSE

HPE
*independent
99¢cloud

First  Previous . 2

25741
18175
13226
10339
8459
6271
5018
4785
4059
3656

5

4

M Red Hat
[ Mirantis
0 Rackspace
o IBM

M Intel

W Huawel
W SUSE

W HPE

I *independent

M others

Reviews

5 Next

v

Last

Contribution by modules

o B
# Module
1 nova 8209
2 project-config 5658
15) neutron 5616
4 cinder 4107
5 ironic 3745
3 openstack-manuals 31537
7 kolla 3502
8 tempest 2371
9 dragonflow 2342
10 kolla-ansible 2230

First  Previous . 2 3

M nova

I project-config

I neutron

M cinder

M ironic

M openstack-manuals
M kolla

W tempest

1 dragonflow

M others

Reviews v

4 |5 Next  Last




Compute Node Network Node

Neutron Router
Tenant Network

Provider Network

Tenant Network 1 Tenant Network 2




Linux Bridge - Self-service Networks

Overview

Controller Node

sQL
Database

Networking
Management

' Instance I

Message
Bus

Compute Nodes

DHCP Agent

l Firewall |

Linux Bridge Agent

DHCP
MNamespace

Metadata
Agent

Interface 1

Metadata

Interface 3

/_inux BridgeAgen\

=) (

. Management netwaork
10.0.0.0/24

. Overlay network
10.0.1.0/24

Provider network
Aggregate

. Provider network

Physical Network
Infrastructure

. Self-service network




Linux Bridge - Provider Networks
Components and Connectivity

Compute Node

Linux Bridge 1 Linux Bridge 2
brg brg

DHCP DHCP
Namespace 1 Namespace 2
qdhep gdhep

et

Metadata Metadata
Process Process
ﬁ ﬁ

VLAN 101
VLAN 102

Physical Network
Infrastructure

Provider network Provider network 1 Provider network 2
Aggregate VLAN 101 WLAN 102




BGP Dynamic Routing

Overview

BGP Agent L3 Agent

Peering
Session

Router 1

Router 2

Router 3

It

Provider
Router

Peering
Session

Router X

;

g

Provider
Metworks

28 openstack D ———— RTINS0t

Project - Networks
Compute v Q  +Create Network X Delete Networks
Network ~ Name Subnets Associated Shared Status Admin State Actions

Network Topology Internal 192.168.37.0/24 No Active uP Edit Network | ~

Networks Displaying 1 item
Routers

Object Store v

Identity v




B3 openstack

Project ~
Compute v
Network ~
Network Topology
Networks
Routers
Object Store v
Identity v

Routers

Q |+ Create Router (Quota exceeded)

Name Status External Network Admin State Actions

router1 Active public

Displaying 1 item

3 openstack

Project ~
Compute v
Network @

Network Topology

Networks

Routers
Object Store v
Identity v

Network Topology

Resize the canvas by scrolling up/down with your mouse/trackpad on the topology. Pan around the canvas by clicking and dragging the space behind the topology.

22 Toggle labels

loggle Network Collapse & Launch Instance + Create Network + Create Router (Quota exceeded)




Manage Floating IP Associations

IP Address *

IP Address *

8.43.87.101

<
+

Port to be associated *

echou_u01: 192.168.37.3

<>

Select the IP address you wish to associate with the
selected instance or port.

3 openstack L AR08
Project - Instances
Comeute . Instance Name & Filter || & Launch Instance More Actions v
Cveview) Instance Image Availability Power Time since
e s IP Address  Size Key Pair Status crory Task State — Actions
Instances
192.168.37.3
Volumes . " o q
echou_u01 Ubuntu16.04  Floating IPs: m1.small my pub_key 01 Active nova None Running 7 minutes Create Snapshot
Images 8.43.87.101

§ Displaying 1 it
Access & Security Sy
Network &

Object Store v

Identity v




DAYLIGHT An Operational View of OpenDaylight

i (Policy/Intent)

. bl | tchebincivinte S ]




LJ OpenDaylight Diux

& 3> C (d ©®NotSecure 172.16.1.174:

Please Sign In

. OPEN

| Usermame |

| Password |

~| Remember Me




RestConf Documentation

= C d ©172.16.1.174:31

# OpenDaylight RestConf API Documentation

Controller Resources Mounted Resources

Below are the list of APIs supported by the Controller.

X5QL(2014-06-26)
aaa-authn-model(2014-10-29)
config(2013-04-05)
flow-capable-transaction(2015-03-04)
flow-topology-discovery(2013-08-19)
ietf-interfaces(2014-05-08)
ietf-netconf(2011-06-01)
ietf-netconf-monitoring(2010-10-04)
lidp-speaker(2014-10-23)
nc-notifications(2008-07-14)
network-topology(2013-07-12)




RestConf Documentation

erfindex.html#!/n

lidp-speaker(2014-10-23)
nc-notifications(2008-07-14)

network-to polugy(201 3-07-12) Show/Hide = List Operations = Expand Operations = Raw

fconfig/

/config/network-topology:network-topology/
feonfig/network-topology:network-topology/
/config/network-topology:network-topology/
/canfig/network-topology:network-topology/
/config/network-topology:network-topology/topology/{topology-id}/
/config/network-topology:network-topology/topology/{topology-id}/
/config/network-topology:network-topology/topology/{topology-id}/
/canfig/network-topology:network-topology/topology/{topology-id}/
/config/network-topology:network-topology/topology/{topology-id}/topology-types/
/config/network-topology:network-topology/topology/{topology-id}/topology-types/

/config/network-topology:network-topology/topology/{topology-id}/topology-types/

/config/network-topology:network-topology/topology/{topology-id}/topology-types/




Chapter 13: Hybrid SDN

L}
spine-1

192.168.0.2 BGP

[} Ly

leaf-1 leaf-2

192.168.0.1 192.168.0.5
10.20.1.0/24

= | =

™ .'-_'\

leaf1-servers leaf2-servers

% G D D Eﬂ o)) 4

Disconnect Network Adapter 3

NAT
Bridged (Autodetect)

¥ Custom (vmnet3)
Host-only

Metwork Adapter 3 Settings...




WMMet2 172.16.2.0/24

s

sping-1 ~
1682, 168,04 L)

VMMNet! 172.16.1.0/24

leaf-1 :
192 1BR.O.5 leaf-flat

server-1




Neutron/DynamicRouting/BGPSpeakersComparison

< Neutron | DynamicRouting

Comparison of BGP speakers for bgp-dynamic-routing &. Another potential user is bgp-vpn &.

Ryu BGP & Quagga &|BIRD #|ExaBgp & BaGPipe &
Protocol version BGP-4 BGP-4 |BGP-4 |BGP-4 BGP-4
Implementation Language Python C c Python Python
IPv4 advertisement yes yes yes yes no (easily added)
IPv6 advertisement yes yes yes yes no (easily added)
VPNv4 advertisement yes yes
VPNvE advertisement yes not yet
RTC support (RFC4684 &) yes ? ? ? yes
IPv6 BGP peering yes yes ? yes could inherit from ExaBGP
32bit ASNs (RFCE793 &) no ? yes yes ?
Standalcne mede (run as a standalone process)|yes yes yes yes yes
Controlling API for Standalone mode JSON RPC over WebSocket & stdin/out from subprocess [JSON RPC over HTTP
Library mode (run in an agent process) yes (example & reference &) yes ves
Ryu-flat  Ryu-flat-1

mz-0sv-1 155?&111

152.168.0.3

seEq server-2




Ryu Topology Viewer

« { "actions": [ "OUTPUT:CONTROLLER" ], "idle_timeout": 0, "cookie": 0, "packet_count": 0, "hard_timeout": 0, "byte_count": 0,
"duration_sec": 11, "duration_nsec": 459000000, "priority": 65535, "length": 96, "flags": 0, "table_id": 0, "match": { "d]_type": 35020,
"dl_dst": "01:80:¢2:00:00:0e" } }




Ryu Topology Viewer

e { "actions": [ "OUTPUT-:CONTROLLER" ], "idle_timeout": 0, "cookie": 0, "packet_count": 468, "hard_timeout": 0, "byte_count”: 28080,
"duration_sec": 474, "duration_nsec": 277000000, "priority": 65535, "length": 96, "flags": 0, "table id": 0, "match": { "dl_type": 35020,
"dl_dst": "01:80:¢2:00:00:0e" } }

Gz
Satanon |

-
//‘}y wireless-6 24

groadbhand Rouler
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