Chapter 1: PowerShell Key Concepts

EN Administrator Windows PowerShell — O >

P5 C:\> Get-Help New-Ma1 X Passwor

-Password <SecureStrings
The Password parameter specifies the password for the mailbox (the use
r account that's associated with the mailbox). This parameter isn't re
uired if you're creating a linked mailbox, resource mailbox, or share
mailbox, because the associated user accounts are disabled for these
types of mailboxes.

This parameter uses the syntax (ConvertTo-SecureString -String

ord>" -AsPlainText -Force). Or, to be prompted to enter the password a
nd store it as a variable, run the command $password = Read-Host "Ente
r password" -AsSecureString, and then use the value $password for this
parameter .

Required? true
Position? Named
Default value

Accept pipeline input? F
Accept wildcard characters? f

5e

al
al

T

2 Machine: tlexD1 testlabs.ce = O >

Mame

Get-Mailbox




3 Machine tlex01 testlabs.se — O x

Confirm
LA you sure_you want TG pﬂrfurm this

ving mailbox "te stu n111
and mark the mailbox a
removal.
[v] ves [A] ves to ATT [N] No [L] No to AT11 [?] Help
{(default 15 "Y"):

alue Get-Member

Ft .Exchange.Data.Byt

e Definition

int_CompareTo(Microsoft.Exchange.Data.By
buu] Equa em.0Object obj), bool Egqua

TGKB

ToMB

ToString string Tuwf 1ﬂg14, string ToString(string form...
ToTB Method uint64 ToTB()

[P5] C




E.—’? Machine: tlex01.testlabs.se

1= 32

1.GetType()

2. GetType()
Name

String

PS

[P5]

Mame

Terrance Randolph
testuser

Tomas Dawson

verhName

Prohibitse
ndQuota
Unlimited

Unlimited
UnTlimited

Mame

Terrance Randolph

trandolph

mverhName

Prohibitse
ndQuota

UnTlimited




E.—’? Machine: tlex(1.testlabs.se

pression
(pression

Manager




55 Machine: tlex01.testlabs.se

_Start-Job
:h\Scripts\Mylob. ps

Name P5lobTypeName

Job3 BackgroundJob

: cripts=Debug-Job
Hit Line breakpoint on 'C:

At C:\Scripts:
+ 3

+
[DBG]:

Format-Tab

ed
Remo gned
RemoteSigned

EN Adrinistrator: Windows PowerShell
PS5 C:\HelpF1les:> Update-He

Updating Help for module Microsoft.PowerShell.Core

Installing Help content...




[ Machine: tlexd1 testlabs.se — O >

cage

package(s) come(s) from a package source that is not marked as trusted.

L1

e you want to install software from 'PSGallery'? e
Yes to All [N] Mo [L] Mo to All [S] Suspend [7] Help (defa
v

Summary

PsGallery

Computername Days




Chapter 2: Exchange Management Shell
Common Tasks

EN Administrator: Windows PowerShell — O *
P5 C:Y 1tia Get-Credentia

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:
Credential

- New-P5Session ] ] Microsoft
: 3 tlabs.se/PowerShell/
PS5 C:%> Import-
WARNING: ] of some imported commands from the module
"tmp_unlbg5hj.wn3' include unapproved verbs that might make them less
disc able. To find the commands with unapproved verbs, run the
odule command ag with the Verbose parameter. For a list of
ad verbs, type Get-verb.
Name ExportedCommands
tmp_unlbgShj.wn3 {Add-ADPermis. ..
Connections - .
Q @ Default Web Site Home
= Al ¥
-8 Start Page .
H—~ Filter: - G = Show All
v €3 TLEXO1 (TESTLABS\Administrator) e U0 T Nl how
t} Application Pools ASP.MET
v (] Sites = 2 [
~ % Default Web Site B 04
‘_3 AP MET MET .MET Error MET
- 1 aspnet_client Authorizat.. Compilation Pages Globalization
J[SF Autodiscover
= = [*°]
B e HF @ & &
P EWS Pages and Providers  Session State SMTP E-mail
-[2F mapi Controls
-[2¥ Microsoft-Server-ActiveSync IS
1P 0OAB N
2 i
..__Ef owa r'\? ) t%g| 0 EE_ )
-[2¥ PowerShell (HHLS g / -
P Rpe Authentic... Compression  Default Directory

Document  Browsing

% change Back End




E.i’? Machine: tlex01.testlabs.se

Hnnmll
Room20
Room3
Roomd
Room5
jonas . andersson
Room ADM
Room EDU
Rooml

earchMailbox. ..

FR.
FR.
FR.
FR.
FR.

Rooml
Room20
Room3
Roomd
Room5

jonas.andersson
rl.adm

rl.edu

rooml

mverName

tN

etworkCredential()

.Password

crosoft.
crosoft.
~osoft.
~osoft.
crosoft.
"osoft.
~osoft.
~osoft.
osoft.
"osoft.
~osoft.
crosoft.

Jonas Andersson

crosoft.

SSSS [N [ NS U N ———— _— _— _—_— |
S [ NS S ————— — — —— — |




E.—’? Machine: tlex01.testlabs.se

Temp=Import-Csv

Name Email

Hdrn'lrrl strator

\reportl.csv

Temp=Import-Csv

; jonasl

.TESTLABS"

\Document




Chapter 3: Managing Recipients

H ©- = mailboxes1.csw - Excel Jonas Andersson &= = O

File Home ‘ Insert | Page LE}"DI.‘ Formulas | Data | Review | View ‘ Developer | Z Tell me ;Ql- Share

Al0 - S v

A B C D E F -

1 |Name Alias UserPrincipalName COrganizationalUnit
2 |Pete Dickson pdickson Pdickson@contoso.com  Sales
3 |Emanuel Moss emoss Emoss@contoso.com Sales
4_LeeSander5 Isanders Lsanders@contoso.com  Sales
5 |Arlene Finley afinley Afinley@contoso.com  Sales
& |Ruben Mcleod rmcleod Bmcleod@contoso.com  Sales

mailboxes1 ) 1 ’

Ready ] B - i + 100%

H ©- = mailboxes2.csv - Excel Jonas Andersson =

File Home ‘ Insert | Page Layo | Formulas | Data | Review ‘ View | Developer | 2 Tell me 9,_ Share

Al0 - S J

A B C D E F G|~

1 |Name Alias UserPrincipalMame Password

2 |Pete Dickson pdickson Pdickson@contoso.com 4i:N2I0zXe

3 |Emanuel Moss emoss  Emoss@contoso.com SIGHFXKRW
4 |Lee Sanders Isanders Lsanders@contoso.com Hez9slz&zX
5 |Arlene Finley afinley  Afinley@contoso.com 9%, /uNKsny
6 |Ruben Mcleod rmcleocd Rmclecd@contoso.com  gD-*[Z(ku(

mailboxes2 ® 1 ’

Ready 3 ] - 0 + 100%




heipdesk : & Help Deskc representative will comtact you within 2 howrs

heitlpdersc =

E.—’? Machine: tlex(1.testlabs.se

Jones
Jones

Unchanged




% Machine: tlex01.testlabs.se i O *

Mame Enabled Priori

Sales True




Chapter 4: Managing Mailboxes

53 Machine: tlex01.testlabs.se

atus -ne "Comp
centComplete, By

»Get-MigrationUser | Get-MigrationUserStatistics FT

Batch




i =

2 Tell me what you want to do

(5 Ignare x E Q @ 8 ER Meeting T:I

aQJunk' Delete Archive = Reply REATII}-' Forward E-EMDrE" =]

Delete Respond

Microsoft Outlook Muro; Jonas -

Migration batch Move Batch #1 has completed

MigrationReport.csv
W5, 386 bytes

Migration batch Move Batch #1 has completed

Date: 2% March 2017
Run time: 46 minutes
Total: Mailboxes - 4

Please dort reply bo this &mail. It was sant from an unmonitoned Bocount




33 Machine: tlex01.testlabs.se

o -Identity testuser -5SearcnQuery “Subject
eContent ce

WARNING: h-Mailbox cmdlet returns up to 10000 results per mailbox

it a search query is specified. To return more than 10000 re ? , use

the New-MailboxSearch cmdlet or the In-Place eDiscovery & Hold console in

the Exchange Administration Center.

RunspaceId

Select Status, Items, SuccessResults, Numis

hangelocation

bs.se, Item count: 4, Total siz
( .se, Item count: 1, Total
estlabs.se, Item count: 1, Total size:
estlabs.se, Item count: 1, Total s
@testlabs.se, Item c¢ : B, Total size:

NumFailedSources




All  Unread By Date = Mewest ¢

4 public folders - nuno@... 4 Monday

Fl _:_AII Public Folders Nuno
First PF Email! :) Mon 17:32
First PF Email! &) <end=

4 [ AMER

4, USA

-+ Projects

- Favarites

Machine: tlex01.testlabs.se

01-DBE2
1-001




Chapter 5: Distribution Groups and Address
Lists

3 Machine: tlexD1 testlabs.se - O x

UnTlimited

nox DL_|
Pe D { Mailbox DL_Sal
Emanue] Y Mailbox DL_Sal
Lee Sanders M DL_Sales

users.tit - Motepad s O >

File Edit Format View Help

atinleyjgtestlabs.se
rmcleod@testlabs. se
emossigtestlabs. se

pdickson@testlabs.se

[ Machine: tlex01.testlabs.se - O >




t-hg Machine: tlex1.testlabs.se

Mame
Tomas
John D

Uni
Uniwe

Processing data..
Processing.. 25.3%
[ooo000000000000

nam1cD1stributionGroup Marketing).re
—TwLH ' *marketing® i 1H1d

ecipientfilter
nFromaddre




3 Machine: tlexD1 testlabs.se — O *
Get-Group

Object {%_.GroupType

Name DisplayName S
Global-NonUnivers: istributionGroup Global-NonUniver
. . r1but1GﬂGrGup
Global-NonUniversal-SecurityGroup Global-NonUniwve
rityGroup

[P5] C Get-Group tSize Unlimited -R i NonUniversal
Group t Sales | Where-Object {%_.GroupType -

¢
G oupMPranr
it TypeDetails
Get-User {i_.UserAccountControl

Name

"oupMPmJ
ntTypeDetails

.UsericcountControl

lf1onhr0upMPmbPr %




mj GAL.csv - Motepad
File Edit Format Wiew Help

"DisplayName"”,"EmailAddresses”

"Accounting”, "SMTP:Accounting@gtestlabs.se”
"Administrator”,"SMTP:Administratorgtestlabs.se”
"Arlene Finley","SMTP:afinleyj@gtestlabs.se”
"Alejandro Jones","SMTP:ajonesgtestlabs.se”
"Blex Knowles","SMTP:aknowlesgtestlabs.se”
"Blice Andersson”,"SMTP:alicegtestlabs.se”

[Gf Address Book
File Edit Tools

Mame List Qrganization

Search:
Go
E\--@ ContosoRoot Mame Title Business Phone
-5 Executives & Cassandra Peck Technical Presales
@ & Dave Jones Executive 5ales
a Lee Sanders Manager
;Terrance Randolph Manager assistant
; Tomas Dawson Store Manager




Chapter 6: Mailbox Database Management

% Machine tlex01 testlabs.se - O >
Name, EdbF1 [ePath, LogFo

Name : DB1 . .
EdbFilePath : F:\Datab: \ \Database\ .edb
LogFolderPath : F:\Databa

Name : DB2
EdbFilePath \
LogFolderPath

Mame

DE1
DEZ

Measure-Object

TEVELI
Minimum :
Property :




3 Machine: tlex01.testlabs.se - O *

(Get-Mailbox

2:10 PM
2:10 PM




Chapter 7: Managing Client Access

3 Machine: TLEXD1.testlabs.se - O >
>Get-Counter

2017-05-01 22:10:29 N : Y c_1_roo

mapihttp emsmdb\user count

HTTP




[ Machine: TLEXD1.testlabs.se - O *

iPhone




Chapter 8: Managing Transport Servers

3y Machine: testlabs.se —
3 Machine: TLEX1.testlab O e
[PS] C:

InputObject SideIndicator




[ Machine: TLEX1.testlabs.se — O x

[PS] C:\»Get-SystemMessage

15T,

':I ":I or

»Get-TransportService TLEX1 FL ConnectivitylLog®




E.—’? Machine: TLEX1.testlabs.ze

Get-TransportService TLEX1

eProtocoll

SmtpReceive

E.—’? Machine: TLEX1.testlabs.se

»Get-TransportService TLEX1

SendProtocol®




H o

Home Insert Page Layout Formulas i View Add-ins Power Pivot Team Q Tellmew
[T o [h 5 I F £ Show Queries [T~ L&l Connections al [Z1A| \ -
n—l @ -¢— = r‘mFrcm Table Al ' S
From From From From Other Existing New _, Refresh z Sort Filter Te:
Access Web Text Sources  Connections Query~ (& Recent Sources All - o Y Advanced | g
Get External Data Get & Transform Connections Sort & Filter
B9 v fx 08D47B6BE12F53F2
A B C D E
1 #Software: Microsoft Exchange Server
2 |#Version: 15.0.0.0
3 |#log-type: Transport Connectivity Log
4 #Date: 2017-04-04T15:03:37.308Z
5 |#Fields: date-time session source Destination direction description
6 |2017-04-04T15:03:36.168Z2 Transport * service started; MaxConcurrentSubmissions=8
7 |2017-04-04T15:05:41.6117 08D47B6BE12F53F2 SMTP internalproxy + Undefined 00000000-0000-0000-0000-00000000
8 2017-04-04T15:05:41.655Z 08D47B6BEL12F53F2 SMTP internalproxy > TLEX1.testlabs.se[192.168.1.61]
9 |2017-04-04T15:05:41.660Z |08DA7B6BE12F53F2 _lSMTP internalproxy > Established connection to 192.168.1.61
10 12017-04-04T15:05:42.012Z 08D47B6BE12F53F2 SMTP internalproxy - Messages: 1 Bytes: 4466 ()
11 | 2017-04-04T15:07:45.876Z 08D47BGBE12F53F8 SMTP clientproxy + Client proxy session for HealthMailboxb122ff3
12 12017-04-04T15:07:45.876Z 08D47B6BE12F53F8 SMTP clientproxy > TLEX1.testlabs.se[192.168.1.61]
13 1 2017-04-04T15:07:45.877Z 08D47B6BE12F53F8 SMTP clientproxy > Established connection to 192.168.1.61
14 12017-04-04T715:07:45.9347 08DA7B6BE12F53F8 SMTP - Messages: 0 Bytes: 0 (Remote error from prox
[% Machine: TLEX1.testlabs.se — O hot




[ Machine: TLEX1.testlabs.se — O x

Group Sort Count FT Mame, Count

Count

33 Machine: TLEX1.testlabs.se — O x

Status Messz

Mor
Undefined y ] MNorm




[ Machine: TLEX1.testlabs.se — O x

Action
SmtpResponse

BeaEe
Undeftined

Default-First-S
Inbound to Default




E.—’? Machine: TLEX1.testlabs.ze

tionStatus

"1[3
Number of crede
Number of ¢




Chapter 9: Exchange Security

E.—’]' Machine: TLEX1 testlabs.se

C:h\»Get-MailboxPermission admin

{Fulla

{Full

Domain {Fulla
Enterpri... {Fulla
min {Full
{Full

{Full

{Full

{Full

{Full

{Full

{Full

{Full

[ L R I, R R )

Where-0Object {$_ .AccessRights

[5}] SV ]
bt et el ot ot

F
F
F
F
Fa
F
F
F

mmmm M

1¥]

m

»Get-MailboxPermission admin

Where-0Object
.User )]
; IsInherited

ghts IsInherited

.AccessRights

. _.IsInherited




[5 Machine: TLEX1 testlabs.se — a >

W I I T I U T I W R Ty )




E.—’? Machine: TLEX1 testlabs.se
[PS] C:

MName

Mail Recipients Mai pients

10ns

Information

Phone

amMailbo
om Apps




[5 Machine: TLEX1 testlabs.se — a >

[PS] C et-RbacDiagnosticInfo nuno
WARNING: User name is nuno

Value

Com

[PS] C:\»(Get-RbacDiagnosticInfo nuno) .CombinedCmdlets
me I Select Mame, Parameters
WARNING: User name is nuno

WET =




[5 Machine: TLEX1 testlabs.se — a >

[PS] C: Get-RbacDiagnosticInfo nuno) .CombinedCmdlets
ame 1) .Parameters
WARNING: User name is nuno

ives




[5 Machine: TLEX1 testlabs.se — a >

[PS] C Get-RbacDiagnosticInfo

s
C J
WARNING: User name is nuno

Mic ft.

Contighiri
[P5]

[PS] C:'\»Get-ExchangeCertificate

Thumbprint




t—".—’? Machine: TLEX2 testlabs.se — O >

»Get-ExchangeCertificate FL Thumbprint, CertificateDomains
1fs

FAEDGEDEZ2464
stlabs.s
SMTP

47D

-

Search Current Mailbox A | Current Mailbox -
4 Today -
admin o
Testing Domain Security 12:59
Hi Muno, Please let me know if this message
4 | ast Month




[

=
397

b

W Testing Domain...

2 Tell me what you want to do

S 4=liE DE

Delete Archive Respond Quick Move | Tags Editing| Zoom
- Steps" - - -
Delete Quick Steps s Zoom

Tue 02/05/2017 1259

A admin <admin@nunomota.pt>

Testing Domain Security

To  Muno

Hi Nuno, Exchange Domain Authenticated Email >
From: admin@nunomota. pt s

Please let me

indicating thi

1 This message was received securely by Microsoft Exchange from

Thanks! . :
nunomota.pt, The message and its content were not viewed or
changed in transit.

. o058
Admin




J+J »
» 2,228 mail.nunomota.pt Microsoft ESMTP MAIL Service ready at Tue, 2 May 2817 13:24:4
, <, EHLO tlexl.testlabs.se,
»»,258 mail.nunomota.pt Hello [192.168.1.161] SIZE 37748736 PIPELINING DSM ENHANCEDS]
» <, STARTTLS,

,>,228 2.8.8 SMTP server ready,
7, CN=mail.nunomota.pt, OU=IT, O=Nunc Mota, L=London, C=GB CN=DigiCert SHA2 Secure §
» %, CN=TLEX1 CN=TLEX1 17A753A2EBCBBCOD41EEBFCAEDS3EDAS 7DB99306C5F30E401CFA2BBDCIEDF4
2%, TLS protocel SP_PROT_TLS1 2 SERVER negotiation succeeded using bulk encryption al
, <, EHLO tlexl.testlabs.se,

» %, CN=TLEX1 CN=TLEX1 17A753A2EBCB@CODA1EEBFCAEDS3EDAS 7DB993086C5F38EA01CFA2BODCIEDFA
» ¥, ,T1sDomainCapabilities="None"'; S5tatus="Success'; Domain=""

2%, CN=TLEX1 CN=TLEX1 17A753AZEBCBBCOD41EEBFCAEDS3EDAS 7DB993086C5F30E401CFA2BODCIEDRA
;75 T1sDomainCapabilities="None"'; Status="Success’; Domain=""

»»,258 mail.nunomota.pt Hello [192.168.1.161] SIZE 37748736 PIPELINING DSM ENHANCEDS]
,<,MAIL FROM:<admin@testlabs.se» SIZE=5346,

3%, CN=TLEX1 CN=TLEX1 17A753AZEBCBBCODA1EEBFCAEDS3EDAS 7DB99306C5F30E4A01CFAZBADCIEDRA
» ¥, SMTPSubmit AcceptRoutingHeaders,Set Session Permissions

» 7, SMTPSubmit AcceptRoutingHeaders,5et Session Permissions

, ¥, B80491548CAD3049,;2817-85-82T12:24:083.4697;1, receiving message

, <, RCPT TO:<admin@nunomota.pt>,

,2,258 2.1.8 Sender OK,

,>,258 2.1.5 Recipient 0K,

»<,BDAT 1782 LAST,

, ¥, ,Proxy destination(s) obtained from OnProxyInboundMessage event

,,7250 2.6.8 <Bdff7003d376447880ed4b890f4cf7bf@testlabs.se> [Internalld=154189325928]
»<,QUIT,

s-saLocal




p  Certificate

General Detsilz: Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Allows data on disk to be encrypted
* Protects e-mail messages
* Proves your identity to a remote computer

Issued to: Muno
Issued by: TLDC1-CA

Valid from 12/05/2017 to 12/05/2018

"f? You have a private key that corresponds to this certificate.




(© Options

Shortcuts

» General
4 Mail
4 Automatic processing
Automatic replies
nbox and sweep rules
Junk email reporting
Mark as read
Message options
Read receipts
Reply settings
« Accounts
Block or allow

POP and IMAP

4 Layout
Conversations
Email

gnature
Link preview
Message format
Message list
Reading pane
S/MIME

» Calendar

S/MIME settings

5/MIME lets you encrypt and digitally sign email messages you send, view encrypted content in messages you
receive, and verify senders' digital signatures. Learn more

To use S/MIME, you need to install the S/MIME control. Te install it, Click here,




@ Encrypted Email Using S/MIME - Internet Explorer - O X

5 Reply all | ¥ Ml Delete Junk|Y == b4

Encrypted Email Using S/MIME

Nuno S Replyall | v
Teday, 16:28

lonas ¥

f The digital signature for <nunof@testlabs.se> on this message is valid

and trusted. For more information, click here.




Chapter 10: Compliance and Audit Logging

% Machine: TLEX1 testlabs.se - O >

Get-Mailbox nuno Format-List *archive®

FT Name, Type

AndAllowRe
Allow

move to archive RecoverableItems




l:/'] nuno@testlabs.se
U') Microsoft Exchange
Add Account
IET‘ Account Settings
L] Change settings for this account or set up more connections
5“':':.':'””1: Access this account on the web,
ettings https://mail testlabs.ce/owa/
You are currently on in-place hold, please visit the provided URL
Get the Outlook app for iPhone, iPad, Android, or Windows 10 Mobile.
Change
[3 Machine: TLEX1 testlabs.se - O X

1 ( ComplianceSearch
NumFai 5, MumBindin

Completed

NumFaile
umBindi




Eﬂ? Machine: TLEX1.testlabs.se _ 0O W
[PS] C:\>New-DlpPolicy

Enforce Enabled
WARNING: The rule contains NotifySender action with an option that may
reject the message. In case the message gets rejected, other actions won't

be applied.
[PS] C

% Machine: TLEX1 testlabs.se - O ot
Get-DlpPolicyTemplate

Description : Helps d
consider
includi
inform . . poli

After

with known busine ar s or
transport rule tions, such as
ion to mes s that contain this t

Policy Tip: This message appears to contain sensitive information. Make sure all recipients are authorized to receive it.

To.. admin@nunomota.pt
CC...
Send
Subject Payment Details

_ Credit Card Details.tt
Attached 557 hykes




m Machine: TLEX1.testlabs.se

Unlimited NUNo

Policy Tip: This message can't be sent because it appears to contain sensitive information.
'admin@nunomota.pt’ 7% isn't authorized to receive this type of information,

To send this message without removing the information, you must first click override .

Tao.. ‘admin@nunomota. pt’
Ce..
Send
Subject Payment Details

Credit Card Details.bd
—| 2KB

Attached

Microsoft Qutlook X
|

This message incdudes one or more recipients who aren't authorized to receive sensitive information. Please remove those recipients and try again to send the message.




Delivery has failed to these recipients or groups:

'admin@nunomota.pt’ (admin@nunomota.pt)
Unable to deliver your message. You can override this policy by adding the word 'override' to the
subject line.

Your message wasn't delivered because the email admin for the organization 'testlabs se' created an
email rule restriction. Please contact the email admin for that organization and ask them to remove or
update the rule restriction.

For more information about this error, see DSN code 5.7.1 in Exchange Online - Office 365.

% Machine: TLEX1 testlabs.se - O ot

[PS] C:\»Get-MessageTrackinglLog Unlimited admingnunjg
omota.pt FATL FL Source, SourceCOntext, RecipientStatus

-.IJEH

Mode Prior

count

count

EnablHd




E.i’? Machine: TLEX1.testlabs.se —

(Get-TransportRule
.MessageContainsDataClassifi

c-9chg b
ount:Infinity,

-ad437-4293

AdminAuditL
AdminAuditL

Add-MailboxPermission Where
CmdletParam

admin
admin@t
admin ; .56 er nuno




[% Machine: TLEX1.testlabs.se - O *

esslistsEnabled}
sslistsEnabled,

stMembership,

ListsValue, Addr ListMembership}

S] C: ] .ModifiedProperties
PS] C 8] .ModifiedPropert FL

MName : HiddenFromAddressListsEnabled
Tru
False




E.i’? Machine: TLEX1.testlabs.se
Set-Mailbox CEO

et-Mailbox CEOD Select Audit®

6:66:00
{Update, Move, MoveToDel
HardDelete, FolderBind,
{Update, SoftDelete, Hard

AuditAdmin

AuditDeleg:
AuditOwner

E.—’? Machine: TLEX].testlabs.se
[PS] C:\»Set-Mailbox CEO (@4 Add

[PS] C:\»Get-Mailbox CEO | Select Audit®

AuditE

AuditAdmin

AuditDelep:

AuditOwner




i Machine: TLEX1.testlabs.se

[PS] C:\»Search-MailboxAuditlLog

17 -LogonTypes Delegate -Shc

Runspaceld
Operation
OperationResult
LogonType
ExternalAccess
DestFolderId
DestFolderPathName
FolderId
FolderPathName
ClientInfoString
ClientIPAddress
ClientMachineName
ClientProcesshame
ClientVersion
InternallLogonType
MailboxOwnerUPN
MailboxOwnersid

DestMailboxOwnerUPN
DestMailboxOwnersid
DestMailboxGuid
CrossMailboxOperation
LogonUserDisplayName
LogonUserSid

Sourceltems

SourceFolders
SourceltemIdsList
SourceltemSubjectslist
SourceltemAttachmentslist
SourceltemFolderPathNamesList
SourcefFolderPathNameslList
TtemId

ItemSubject
ItemAttachments
DirtyProperties
OriginatingServer
MailboxGuid
MailboxResolvedOwneriame
LastAccessed

te 85/81/2017 -EndC

7a6dcb8c-a437-429a3-87c1-86c2e5354e44
SendAs

Succeeded

Delegate

False

Client=MSExchangeRPC
192.168.1.171

OUTLOOK . EXE

16.8.80867.6527

Owner

admingtestlabs.se
5-1-5-21-1411283154-1884355696-2892060891 -
1183

admin
5-1-5-21-1411263154-1884355696-208928608891 -
1183

1}

11

Unknown
Bonus

TLEX1 (15.81.1834.813)
df7a53%e-fedd-4d47-8c65-baded4a9f22a
CEO

19/85/2817 67:24:56




E Viachine: TLEX .testlabs.se

[PS] C:\>»Search-MailboxAuditlLog CEOQ

Runspaceld
Operation
OperationResult
LogonType
ExternalAccess
DestFolderId
DestFolderPathMName
FolderId

FolderPathMName
ClientInfoString
ClientIPAddress
ClientMachineName
ClientProcessMName
ClientVersion
InternallLogonType
MailboxOwnerUPN
MailboxOwnersSid

DestMailboxOwnerUPN
DestMailboxOwnersid
DestMailboxGuid
CrossMailboxOperation
LogonUserDisplayName
LogonUsersid

Sourceltems

SourceFolders
SourceltemIdslList

SourceltemSubjectslist
SourceltemAttachmentsList
SourceltemFolderPathNamesList
SourceFolderPathNamesList
ItemId

ItemSubject
ItemAttachments
DirtyProperties
OriginatingServer
MailboxGuid
MailboxResolvedOwneriName
LastAccessed

n P [ R R

7abdcb8c-a437-429a-87c1-06c2e5354e44
SoftDelete

Succeeded

Delegate

False

LgAAAACduxFmtr3NRZPEHNXQZc7oAQDEwlNgal rbQ6

\Inbox
Client=MSExchangeRPC
192.168.1.171

OUTLOOK . EXE

16.8.8067 .6527

Owner

ceoftestlabs.se
5-1-5-21-1411263154-18843556096-26092668891 -
1691

False
admin
5-1-5-21-1411263154-1884355696-2692068891 -
1183
{RgAAAACduxFmtr3NRZPEHNXQZc7oBwDBwlNgalrbQ

1
RgAAAACduxFmtr3NRZPEHNXQZ c7oBuD8wlNgal rbQ6

Disciplinary Action

Inbox

TLEX1 (15.81.1634.8613)
df7a53%e-fedd-4d47-8c65-badB44acf22a
CEO

19/85/2817 87:24:25
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= O X

=] C:\Software\SearchResultxn 2 ~ C = C\Software\SearchResult.x...

- «<Event OriginatingServer="TLEX1 (15.01.1034.013)" LogonUserSid="5-1-5-21-1411203154-1084355696-
2092060891-1103" LogonUserDisplayName="admin" CrossMailboxOperation="false" MailboxOwnerSid="5-1-
5-21-1411203154-1084355696-2092060891-1691" MailboxOwnerUPN="ceo@testlabs.se"
InternalLogonType="Owner" ClientIPAddress="192.168.1.171" ClientInfoString="Client=MSExchangeRPC"
FolderPathName="\Inbox"
Folderld="LgAAAACduxFmtr3NRZPEHNxQZc70AQD8wINgaLrbQ6s8AxuhiSTUAAAAAAEMAAAB"
LogonType="Delegate" OperationResult="Succeeded" Operation="SoftDelete" LastAccessed="2017-05-
19T07:24:25+01:00" Owner="CEO" MailboxGuid="df7a539e-fe4d-4d47-8c65-bad044a9f22a"
Clientversion="16.0.8067.6527" ClientProcessName="0UTLOOK.EXE">

- <Sourceltemsz
<Item FolderPathMame="\Inbox" Subject="Disciplinary Action"
Id="RgAAAACduxFmtr3NRZPEHNXxQZc7oBwD8wINgaLrbQ6s8AxuhiSTUAAAAAAEMAADSwINgaLr

«</Sourceltems> V]
</Event:
£ >
[ Machine: TLEX1 testlabs.se - O >

ult Get-Content
1t .SearchResults.Event

2892686




Chapter 11: High Availability

@ Machine: TLEX1 testlabs.se
»Get-DatabasefivailabilityGroupNetwork

[PS] C:
Identity ReplicationEnabled Subnets
DAG\MapiDaghNetwork True {4 8.1.8/24,Up}}

[P5] C:

@ Machine: TLEX1 testlabs.se
»Get-DatabaseAvailabilityGrouphietwork

etwork True

True

DAGA\Replication

[PS] C:




[5 Machine: TLEX1 testlabs.se — a >
[PS] C:\>»Move-ActiveMailboxDatabase DB2 TLEX1

MumberOflLogslos

Ug=

4Disk 1 e ————————

Basic Volume1 (M:)
ED,E!D GEB 20,00 GB MTFS
Online Healthy (Primary Partition)

sIDisk 2 I
Basic Volume2 (M:)
20,00 GB 20,00 GB NTF5
Online Healthy (Primary Partition)




» ThisPC » Local Disk(C:) » BExVols »

Mame

s Volumel

s Volume?

Date modified Type
21/0472017 12:26 File folder
21/04/2017 12:26 File folder




C:\ExVols C:\ExDBs

7 Se

C:\ExVols\ C:\ExVols\ C:\ExDBs\
Volume1 Volume2 DBO1
> A 4 A\ x4
Mount |pOIr‘hl Mount Ipcnnt :
\/ \J |
DBO01.log
Volume1
-

/\ = DBO1.db

DB0O1.db DBO1.log




[5 Machine: TLEX1 testlabs.se — a >

Date and Time Source .. Task Category

1) Information 21/04/2017 13:20:10 HighAvailability Auto Reseed Manager
L) Information 21/04/2017 13:20:10 HighAwvailability Auto Reseed Manager

o

B e

Event 1109, High&vailability x

General Details

Automatic Reseed Manager is starting repair workflow 'FailedSuspendedCopyAutoReseed’ for database 'DBO1.

WorkflowLaunchReason: The Microsoft Exchange Replication service is unable to create required directory C:\ExDEBs
"DBO1\DBO1.log for DBOT\TLEX1. The database copy status will be set to Failed. Please check the file system
permissions. Error: Systemn.|O.DirectoryMotFoundException: Could not find a part of the path 'C:\ExDEs\DBO1
\DBO1.leg'.

at Systern.|Q.__Error, WinlOError(Int32 errorCode, String maybeFullPath)

at Systern.|O.Directory.InternalCreateDirectony(String fullPath, String path, Object dirSecurityObj, Boolean
checkHost)

at Systemn.|O.Directory.CreateDirectory(String path, DirectorySecurity directorySecurity)

at Microsoft.Exchange.Cluster.Replay.DirectoryOperations. TryCreateDirectory(String directory)




7 Machine TLEX1 testlabs.se

Balance DAG DBEs
22 April 2817 B86:24:31

ServerCount
DatabaseCount
CopiesCount

ServeriMame TotalDbs ActiveDbs PassiveDbs PreferenceCountlist MountedDbs

Considering move of "DE2' from "TLEX2' (AP = 2) to "TLEX1" (AP =

Confirm

Are you sure you want to perform this actiom?

Moving mailbox database "DB2" from server "TLEXZ.testlabs.se" to server
"TLEX1l.testlabs.se".

[Y¥] Yes [A] Yes to ALl [MN] Mo [L] Mo to A1l [2] Help

{default is "¥"):g




[ Machine: TLEX1.testlabs.se - O *




7 Machine TLEX1 testlabs.se
[PS] C:\>Test-ReplicationHealth

Result

ClustersService

ReplayService

ActiveManager Passed
TasksRpclistener Passed
TcpListener Passed
ServerLocatorService Passed
DagMembersUp Passed
MonitoringService Passed
Clusterietwork Passed
QuorumGroup Passed
FileShareQuorum Passed
DatabaseRedundancy Passed
DatabaseAvailability Passed
DECopySuspended Passed
DECopyFailed Passed
DBInitializing Passed
DEDisconnected Passed
DELogCopyKeepingUp Passed
DELogReplayKeepingUp Passed

[PS] C:\Program FllES‘UluPDSDFHKEXghaﬂgE Server\V1s\scripts> . \CollectOverMe

trics. psi -DatabasefvailabilityGroup DAG -ReportPath C:\temp\Report
Get statistics from TLEX2.testlabs.se

Get statistics from TLEX1l.testlabs.se

Found total of 184 entries

Searching for ACLL loss reports on TLEXZ2.testlabs.se.

Searching for ACLL loss reports on TLEX1.testlabs.se.

Generated the following per-DAG reports:
C:\temp\Report\FailoverReport.DAG.20817_84 22 86 47 3B.csv

[FS] C:\Program Files\Microsoft\Exchange Server\V1S\Scripts>»_




[—l_.i’? Machine: TLEX1.testlabs.se

e

5.5
5.58e
5.5




Chapter 12: Monitoring Exchange Health

% Machine: TLEX1 testlabs.se - O >

[PS] C:\Program Files\Microsoft ange Serve cripts».\new-TestCasCoffg
nnectivit UwEF p l

e pa

[ :Dn—iHUﬂ.:
|_|_w-.-_'r'F incipalMame: estlabs.s
WARNING: Please update UweDataba eQuotabDefaults to +alse in order for
mailbox quotas to apply.
WARNING: The command completed successfully but no
"testlabs.se/Users/extest_93583daBa3ac4’ have been

You can enable the test user for Unified ¥ Punﬂing this command
wWith e follo ptional parameters : <dialplannam
ension <numDigitsInDialplan>] "

[PS] C:\P am Files\Microsoft




[% Machine: TLEX1.testlabs.se - O *

[PS] C:\>Test-ServiceHealth

Running

esMotRunning

Ser sRunning
cesRunning

=

ServiceshotRunning

Role
esRunning

=1

ServicesNotRunning




[% Machine: TLEX1.testlabs.se - O *

vy Machine: testlabs.se —
% Machine: TLEX1.testlab | x

Get-Credential

cmdlet Get-Credential at command pipeline position
ralues for the following parameters:

Test-OutlookWebServices nur
viceEndpoint Resu

Sce

=
=
=
=
=
=

mail.
mail.

m

[PS] C




[% Machine: TLEX1.testlabs.se - O *

[PS] C:
cred Select Serv

- | X

o B https://mailtestl., 2 ~ @ & | [} mailtestlabs.se

200 OK
TLEX1.TESTLABS.SE




[% Machine: TLEX1.testlabs.se - O *

v»Invoke-WebRequest

cription

RawContent

New-0Object S
.downloadstring(

»TLEX1.T




i Machine: TLEX1.testlabs.se

[PS] C:\»Set-ServerComponentState TLEX1 OwaProxy
tenance Inactive

[PS] C:\>

[PS] C:\>%wc.downloadstring(

]
&

[PS] C:\>

[PS] C:\>

[PS] C:\:»Set-ServerComponentState TLEX1 OwaProxy
tenance Active

[PS] C:\>»

[PS] C:\>%wc.downloadstring(

200 OK<br/>TLEX1.TESTLABS.SE
[PS] C:\>g

% Machine: TLEX1.testlabs.se

[PS] C:\>»Get-ServerHealth TLEX1 FL CurrentHealthSetState, Mame, HealthSet|gd
Mame, AlertValue

CurrentHealthSetState : NotApplicable

MName : CrashEvent.MSExchangeBotsaAppPool
HealthSethlame : 0365Griffin

AlertValue : Healthy

CurrentHealthSetState : Online

Name : RuleEvaluationAdFailureEventLogMonitor
HealthSetName : HubTransport

AlertvValue : Healthy

CurrentHealthSet5tate : NotApplicable
Name : PowerShellHttpGenericErrorAboveThresholdMonitor




[% Machine: TLEX1.testlabs.se - O *

Online
NotApplicable
Online

Appli
NotAppli e PublicFolders
MotApplicable DataProtection

Get-HealthReport TLEX1
te, HealthSet, AlertValue, MonitorCount

[PS] C:




[% Machine: TLEX1.testlabs.se - O *

[PS] C:\»Get-ServerHealth
tValue FT Mame, Ta

DEB4 Unheal
DE3 Unhealthy
eMonitor DE2 Unhealthy

[PS] C:\>(Get-WinEvent Microsoft
veMonitoring/Pr .

Fortach {[XML] %_.toXml{)}).Even
t.UserData.EventXml Sort ExecutionEndTime Select E
1 FL

Error : 'DB1' is low on log v C:%\]. Current=9.85 GE,
Thresholc




E.i’? Machine: TLEX1.testlabs.se

6

[#)]

A A B

MName

A A B




E.—’j. Machine: TLEX1 testlabs.se

nsitionTime
ansitionTime

undan

ilab
railable

ilab




[-hg Machine: TLEX1 testlabs.se

DatabaseRedundancy DAG select I
ilable ¥, @{Expression={%_.AtlLeast3AvailableCopy.

se
se
se
se

[Fa N F N T T ]

M M




E.i’? Machine: TLEX1 testlabs.se

Error:

'DBB4 "

There were

TLEX1

; id-1018} | Select

@{ LogName

1

Unh

1% _.AlertValue

ransitionTime

ealthy

MonitorCount




Chapter 13: Integration

3 Machine: TLEXD1.testlabs.se - O >

ExchangeAutodiscoverAllowedDomains




g Administrator: Skype for Business Server Management Shell \;li-

SErjaTNumber
Subject

AlternativeNames

S5F44E95EA3DS0EFEAF221D0B4571D2A7 S
ve -11 22:29:40

ousThumbprint
UpdateTime
Use
Sourcescope

‘> Get-CsUser pdickson | T1 Identity,ClientPolic
ivingPolicy,RegistrarPool,SipAddress

ngPAF’h1
RegistrarPool
51pAddr

- 51 pAddr sip:pdickson@test [abs. S|l
serCredential $credential

Diagnosis




Ty Administrator: Skype for Business Server Management Shell I;Ii-

ug-CsUn1TiedCont

ationAttemptCount
sMigrationAttempt
S pUr
UcsMode

AuthToken

Name )
ApplicationIdentifier
Realm

: ' 1

App1i . =] ) o
ACCe urityIdentifierInformation : False
: True




Skype for Business Configuration Information

Controlled Phones TRUE --
GAL or Server Based Search  GAL search --
PC to PC AV Encryption AV Encryption Enforced --
Telephony Mode Telephony Mode Disabled --
Line Configured From Auto Line Configuration --
Configuration Mode Auto Configuration --
EWS Internal URL https://mail testlabs.se/EWS/Exchange.asmx --
EWS External URL https://mail testlabs.se/EWS/Exchange.asmx --

SharePoint Search Center UF --
Skill Search URL --

Skype for Business Server tifel1.testlabs.se --

Local Log Folder ChUsers\pdickson\AppData'\Local\Microsoft\Officel 16.00ync\ Tracing --

Inside User Status TRUE --

Contact List Provider Ucs --

Pairing State Skype for Business cannot connect to your desk phone because the US Enabled

UCS Connectivity State Exchange connection Active --

MAP! Information MAP| Status OK MAP| Status OK
EWS Information EWS Status OK
License State Skype for Business ProPlus --

3 Machine: TLEX01 testlabs.se - O >

C:\»=Get-ExchangeCertiticate

Thumbprint




Pete Dickson - Microsoft Edge — O >
| E] mail.testlabs.sefowa/Fviewmodel =Chat&ltemID =
Pete Dickson
Pete Dickson 20:44
Hey Emanuel, how are you today?
Me 20:45
I'm fine thanks, how are you?

@J Skype for Business

File Meet Now Tools Help

What's happening today?

fﬂ Pete Dickson
i * Available -
o .

Set Your Location

B il - Peie Dicesnn -0 X 4
“ o testinkaam | =

¥ Cownload & Editand reply X
Word Orilisg 'é._ Meade | I B R FeN:
i a - e i - S " .
= - - PP - u iy -
——— - e wom g — - -
an - ey L P e b b -
= i e - w i i - e
S—— S - — - — -
S - - I — PP N ——




E.—’? Machine: TLEX01 testlabs.se
erationTrust

Begin proc

STEP 1 of 6: Getting ADUser information for
RESULT:

STEP 2
RESULT:
STEP 3
tes as
at

F‘.EhLILT:

STEP 4 of
trust ob
RESULT:

validating current configuration for FYDIBOHFZ55PDLT.t
validation =

STEP 5 of egquestin tion token...
RESULT: Su . cen retrieved.

STEP © idats delegation token...
RESULT: (

Closing T

rom the

test]abs

feder

ation




E.—’? Machine: TLEX01 testlabs.se
Get-OrganizationRelationsnip
pdickson@testlabs

ting for organiz
di6 1+hL 14 i Thb
1G+T Exuhlhg = '

idating user configuration

RESULT: Suc

Test-OrganizationRe lationship -User

ration information from remote organization...

RESULT:

STEP 3: V3 Cy
RESULT: 5uc
STEP 4: ting delegation token from the

RESULT: .
Wﬂr1 1 for target https

WSSecurity for o

RESULT:

STEP b
RESULT:

L :T.
Mo

STEP: Writing results...

COMPLETE.

in returned fede

ing organization relationships

ration information

.outTlook.c
change.Auto

rom remote par'tner -

returned from remote partner




Chapter 14: Scripting with the Exchange
Web Services Managed API

3 Machine: TLEXD1.testlabs.se - O >

c.ur]
.urd

crosoft.Exchange.W. ..

New-Object Microsoft.Exchange.wel

ePointManager ]
idationCallback
Au+0D13rncprUr1+




[ Machine: TLEXD1.testlabs.se - O *

Add-Type 1 CMEWSH) ] nange . W
;! New-Object Microsoft.Ex

AutoDiscoverUr](
New-Object

ForEach-Object g.ToRecipients.Add(3_) | Out-Null}
. SendAndSaveCopy

nd-EWSMat IMessage
stlabs.se




[ Machine: TLEXD1 testlabs.se — O
HasAttacnments

west. ) t 7 stopped
on a pG1HT kangaroo

}|:|_-|'|- a-mile bef A got e =u|d urmb'l-- to

ing Tun1_ and m cing - shoe-nai
ntains, wrote at once to w11111m-
C arndGﬂ b ar - runn1ng to t
A fir C - . W Taty
in great numbers ' 5 {

5/1/2017 7 01 PM




E.—’? Machine: TLEX01 testlabs.se

\GetMessageHeaders.psl

“Isander estlabs.se Inbox

from TLEX(
from TL

ganization-5CL
ator

ctionality Originating
.testlabs.:
ganization-AuthMechanism
-1P
Jrganization-Network-Message-Id

2]
p

Za-4b0c

J)rganization-AVStamp-Enterprise
ange-Transport-EndToEndLatenc

£mo
SoftD

Confirm

Are you sure you want to perform this

Per forming the operation "Remove-Mail

Book"

[¥] ves [A] Y ! [N] Mo [L] No to All [S] Suspend [7] Help
{default 1s )

ion?
tem" on target




5 Machine: TLEXO1.testlabs.se — O *

- (Get-Date) .AddHou
(Get-Date) . AddHours
Imin@test]

Inbox

| = | export — O x
“ Home Share View 9
= v A « Local Disk (i) » export v | 0 Search export 2

ol Marmne Date modified Type Sizg
7 Quick access
Document.docx 5/6/2017 &:29 PM Office Open XML ...
I Desktop - )
| Spreadsheet.xlsx 5672017 &31 PM KLSX File

< Downloads
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