Chapter 2: Setting Up a Python Environment

Fackege Control Messages

Package Control
Anaconda

NN B B

Welcome to anaconda, the Subli

Anaconda works fine out of the package Control
it to your needs or style.

http: //damnwidget.github. io/

Package Control:
Package Control:
Package Control:
Package Control:
| _\ _ Package Control:
¢ 1 I | { package Control:
—" Package Control:
Package Control:
Package Control:
Package Control:
Package Control:

Package Control:
For a complete guide of use an Package Control:
Package Control:
Preferences: Package Control Settings - Default

: Add Channel

Add Repository

Disable Package
Discover Packages
Enable Package

Install Package

List Packages

Remove Channel
Remove Package
Remove Repository
Satisfy Dependencies
Upgrade Package

: Advanced Install Package
Create Package File
Install Local Dependency
List Unmanaged Packages

Please, consider donating to m Preferences: Package Control Settings - User

https://pledgie.com/campaigns,/32238




Package Control Messages

Anaconda
A.. .pment.. letion,...inting,...,...ing,...McC...lexi...li...i...Jedi,.. .lakes,
install v2.1.18; damnwidget.github.iofanaconda/
anaconda_go
AnacondaGO adds autocompletion, linting and IDE features for CGolang to your 5... ... ¢
_* | install v0.2.1; github.com/DamnWidget/anaconda_go
: \( : anaconda_php
[N [ W
Anaconda.PHP adds PHP |...messing detector that will never freeze your Sublime Text :
install v0.1.6; github.com/DamnWidget/anaconda_php

Anaconda

anaconda_rust
Welcome to anaconda, the Sublime Anaconda Rustoffers auto completion, auto formatting an...eeze your Sublime Text 3

install w0.2.10; github.com/DamnWidget/anaconda_rust
Anaconda works fine out of the bt

it to your needs or style. Angular CLI
Angular CLI for Sublime Text3

For a complete guide of use and ¢ install v1.0.0; 4ern.de

http://damnwidget.github. io/an: Angular-io-Code

Main repository for Angular.io Code Color Theme

install v0.0.2; github.com/Angular-io-Code/Angular-io-Code
https://pledgie.com/campaigns/3223@

Please, consider donating to mair

python
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Install Python 3.6.2 (32-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

< Install Now
C:\Users\rejah\AppData\Local\Programs\Python\Python36-32

Includes IDLE, pip and documentation
Creates shortcuts and file associations

< Customize installation
Choose location and features

Install launcher for all users (recommended)
[v] Add Python 3.6 to PATH
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Environment Variables .
n Properties

User variables for rejah 3d|"' tem Protech |n b
¥

Variable Value .

istrator to make most of these changes.
PATH C:\Users\rejah\AppData\Local\Program...
TEMP %USERPROFILE%\AppData\Local\Temp

TMP %SERPROFILE%\AppData'\Local\Temp g. memory usage, and virtual memory

Variable name: .
n-in

Variable value:

.COM;.EXE;.BAT;.CMD;.VBS; .VBE;.JS;.... debugging information

W
P
| ok || cancel | | Environment Variables... |

| OK ‘ | Cancel Apply
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Chapter 5: Web Scraping with Scrapy and
BeautifulSoup
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&= Storage

£k Memory = Network

{1 style Editor (T, Performance

-I:]- Inspector Consocle [ Debugger
=0l class="row"=(=)</ol=
<div=
=yl class="pager"=
iibefore
=li class="current">()=</Lli=
=a href="catalogue/page-2.htm1">next</a=
= li=
rrafter
=ful=
</div>
«fdive
</section=
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¥=article class="product_pod"=>
F=div class="image_container"=.</div=
kb =p class="star-rating One">.=/p>
¥ <h3=

=a href="in-her—wake 9B@/index.html" title="In Her Wake"=In
Her Wake=/a=

=/ h3=
¥=div class="product_price"=
-
»-p class-'; Add Attribute =/ p=
F =Torm=.</fi Edit Attribute
=/fdiv= Edit as HTML

verticle N
</1li> Copy > | Copy outerHTML

#<1li class="col-x Copy selector

b <li class="col-x Hide element Copy XPath

b<1i class="col-x Delete element

Cut element
html  #default div div div div s¢ | o | . m
E Li DOM Breakpoi Expand al opy eemen
25 vent Listeners res int
Styl poind Collapse all
Filter .

:active s ——
element.style { | i = |
) :hover p e |

. i border - i
.product_pod .price_color { 'f".:.c‘us i Ir"""._;_:""_""'! i

margin-top: @; :visited : i i |
} |- s |-

" - i i i )

.product_pod .image_container, Scroll into View E L] i
.product_pod .availability, : - |
.product_pod .price_color { Break on... > ; 0 |

margin-bottom: 10px; L-- ---- --
1
.product_pod .availability, styles.css5:8989) —
.product_pod .price_color { Filter LI Show all
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=
15

<!DOCTYPE html>

£} Inspector

Console [ Debugger {} Style Editor (G, Performance

<!——[if 1t IE 7]> <html lang='

<!——[if IE 7]> <html lang="en"

<!——[if IE 8]> <html lang="en"

<!—-[if gt IE 8]><!-—>

<html class="no-js fp-enabled"
<!-—<![endif]-—>

n" class="no-js ie6"> <![endif]-->

class="no-js ie7"s <llandifl__

class="no-js ie8'" Edit As HTML
Create New Node

style="overflow: Duplicate Node

Delete Node
w <body class="fp-viewing-@ fp-responsive" data: Attributes
<div id="fullpage" class="fullpage-wrapper" |
<section i home" class="section fp-sectic hover
<div class="fp-tableCell" style="height: active
<div class="main"> focus

<div class="wrappr">
<div>

<div class="me">(=

<div class="desc">
<h1>REJAH REHIM</h1>

<h2 color3">WebDev | Pentest<

html.no-js.fp-enabled body.fp-viewing-0.fp-responsivg

W 7 Filter output

Paste

Expand All
Collapse

Scroll Into View
Screenshot Node

{k Memory = Network & Storage (@ Adblock Plus

lg="en">

Inner HTML

Outer HTML
CSS Selector
CSS Path

ction.active.f... div.fp-tableCell div.main

Image Data-URL
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Chapter 6: Network Scanning with Python

Port is Open Port is Closed Port is Filtered

PN P P

E77777) 27/ 7) RLLLED
m—SYN Flag == m=SYN Flagmep () SYNFag=P> [
[ ==SYN Flag
€5 +ACK—% | I S T % E €oMPErormm L]

. -—-Rm}-—)»E::::::j V777780
Clent Server Cient %] Client :]
Server
source port number destination port number
2 bytes 2 bytes
sequence number
4 bytes
acknowledgement number
; ~ A4bytes
data offset | reserved control flags WindOW size
4 bits 3 bits 9 bits 2 b\ftES
checksum urgent pointer
2 bytes 2 bytes

optional data
0-40 bytes

~ Flags: ox02 (SYN)
= Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Mot set

Acknowledgement: Not set

Push: Mot set

Reset: Mot set

Syn: Set

o
|
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Port is Open Port is Closed Port is Filtered
PN AT
FIN Flagm——3p Vi rrs FINFlag = A
=FIN Flag Vi) mFIN Flagmep (] > C777778)
— ) CLLLLLAAG
O |5 | <222
Cli No Response i
- ’ Server Cllent ?] Client ?]
Port is Unfiltered Port is Filtered
ﬁé;;;;;éﬁ 4.
—r — RLLLLL)
T —soK e (7
«—s— <o 211101 o
et : Client No response [
Server —
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Chapter 7: Network Sniffing with Python

Accessible with DATAGRAM / STREAM

Layer 2 Footer
eg: Ethenet

Layer 2 Header Layer 3 Header Layer 4 Header

eq: Ethernet eg: IP eq: TCP Application Layer / DATA

Accessible with RAW Socket

Accessible with DATA link AP1

Destination MAC Source MAC Eher Type
6 byles B bytes 2 bytes L CAC Checksum
MAC Hiader DATA
[14 bytes) 46 - 1500 bytes 4 bytea
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mm!"ﬁl [ B I" | 1 | l2 L1 hd ||3| L1 | l

IP Oplion {variable kengih, opional, not common)
l P —— l. P T - mr R ———
Ba "0 1 2 3 4567 88 5123405789 53123456789 51

Hitsbio -l Byt -l Word il |
L
Oftnee O 1 | 1 2 I E I I
0 Source Pori Destination Pon
4 Sequence Mumber
20
8 Acknowledgment Numbar Bylos
Ciffset
12 TCP Flags
Oftsat | Rosorved |~ ¢ y A PR S F Window
L Checksum Urgent Pointer
20 TGP Oiptions (variable lenglh, optional)
Bit %0 1 2 3 4 5 67 83 51 2345789 ,123456788 51
I-l-ﬂm-l-{—m—-l—wm "I
Byte
Oﬁse‘|°|lllt|||1|11||||l2|11|||1|3|t11||1|
0 Checksum I

2 3
123 435% 7 8 951220345878 8,41
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Byte
Offset

Bit

| Nibble —#}— Byte —#}—

Word

0 [ I | |1 L | | LA2 |31 [
Source Port Destination Port 3
S S S S - T T S S S S S S - - Bytes
Length Checksum *
T T 1 L} ) 1 L I T I1| 1 I I L ) l2! I L) I L ) 1 T I 3
01234567'89,12345%789,123'456789 1
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pprint.pprint(dir(capl[0]))
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Chapter 8: Scapy Basics




ShortField (None)
chksum : XShortField (None)
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>>> pkt.show()
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Chapter 9: Wi-Fi Sniffing

MAC header
bytes | 2 2 6 6 6 2 | Variable 4
I I I I I I I I I I I I I I I I I I I I I
Frame ) Seq- | Frame
Control| PUrtion DA SA BSS ID ctl Bady FCS
| | | | 1 | | 1 | | 1 | | 1 | | | L _’I_ = 1 | |
_F____,_-'——’_'F_H__F \\\
bytess ___ .8 -----"2"""2 \Variable Variable 2 8 4 Variable
I I I I I I I I I I | I I B | T
Beacon| Capability Supported DS CF IBSS
Timestamp intervall  Info S5 ID{% Rates Parasr;lteter Paraérgteter Par%;[lteter TIM
| 1 | | 1 | | | | | | 1 | 1 | | 1 | | |
Il >
Mandatory Optional
Variable 3 6 8 4 3 \Variable Variable
T T T | T T T I T T T T I T T T I I T
Country Power Channel : TPC Extended Robust
Info éé Constraint Switch L Report | ERP | rates 3 Security Network
1 1 | | 1 | 1 | 1 1 1 1 | 1 | 1 | | |

—|
Optional (continued)

v Tagged parameters (104 bytes)
v Tag: SSID parameter set: Coherer
Tag Number: SSID parameter set (0)
Tag length: 7
SSID: Coherer
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v IEEE 802.11 Beacon frame, Flags: ........C

Type/Subtype: Beacon frame (0x0008)
» Frame Control Field: 0x8000
. 000 0000 0000 0000 = Duration: @ microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: Cisco-Li_82:b2:55 (00:0c:41:82:b2:55)
:82:b2:55)

(//ﬁguﬁee’addTESS' Cisco-L1i_BZ:bZ:
BSS Id: Cisco-Li_82:b2:55 (00:0c:41: 82 b2:55)

1111 1000 0101 .... = Sequence number: 3973
Frame check sequence: 0x5cc9619f [correct]
[FCS Status: Good]

v IEEE 802.11 wireless LAN
v Fixed parameters (12 bytes)
Timestamp: 0x000000011bd4f189
Beacon Interval: 0.102400 [Seconds]
v Capabilities Information: ©@x@411

ESS capabilities: Transmitter is an AP
IBSS status: Transmitter belongs to a BSS
CFP participation capabilities: No point coordinator at AP (0x00)
Privacy: AP/STA can support WEP
Short Preamble: Not Allowed
PBCC: Not Allowed
Channel Agility: Not in use
Spectrum Management: Not Implemented
Short Slot Time: In use
Automatic Power Save Delivery: Not Implemented
Radio Measurement: Not Implemented
DSSS-0FDM: Not Allowed
Delayed Block Ack: Not Implemented
Immediate Block Ack: Not Implemented

S
mn n

o -
m nn

- s = o=
munn
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v 802.11 radio information
PHY type: 802.11b (4)
Short preamble: False
Data rate: 1.0 Mb/s
Channel: 1
Frequency: 2412MHz

v [Duration: 1344us]
[Preamble: 192pus]

v IEEE 802.11 wireless LAN
v Fixed parameters (12 bytes)
Timestamp: 0x000000011bd41189
Beacon Interval: 0.102400 [Seconds]

[28]



###[ RadioTap dummy ]&##
version ]
pad a
len 26
present T5FT+Flags+Rate+Channel+dBm_AntSignal+Antenna+bl4
notdecoded= "Ny\x7fcixB8x88%x00x08" xB8 \x02 x1B\xBal t\ xcB\ xB8 \ xel xB8 \ xB8xB0 "
#H##[ BBZ.11 ]#E#
subtype
type
proto
FCfield

EL
Management
BL

14840
fE:ff:ffeff:ff:ff
Gc:19:Bf:el:4a:05
Bc:10:Bf:el:4a:05
42068
= Hone
BBZ2.11 Beacon (###
timestamp = 268360200588
beacon_interwval= 188
cap = short-slot+ESS+privacy
BB2.11 Information Element ]###
ID S55ID
len o
info "HInfected'
.11 Information Element ]###
ID Rates
Len B
infao "WxB2) xB4\xBby x06 \xBc\ x12\ x1B%"

.11 Information Element ]###
ID D5=et
len 1
infao "\x87'
.11 Information Element ]###

ID = TIH
len = 4
info = "\ xB8YxB1\x688"
.11 Information Element ]###
ID ERPinfo
len 1
infao AR
.11 Information Element RH
ID ESRates
len 4
info "BHL”

—
SN0 u




Chapter 10: Layer 2 Attacks
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802.1Q Tag2
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E% Client Broadcasts
DHCP Discover

Client
Server Respond with a DHCP Server
possible Address (DHCP)
=
H‘M‘"'“Elient
E% Broadcasts
Client DHCP Request

/DHGF Server

Server Respond with Acknowledgement

DHCP ACK

Client
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Chapter 11: TCP/IP Attacks
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S YN Fla) m—
SN + AC

Client oLy O

Server
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Chapter 12: Introduction to Exploit
Development

' PP45E514 ntdl 1. 77456914

8(FFFFFFFF)
il FFFFFFFF )
il FFFFFFFF )
1 FFFFFFFF ]
11 BBE1 FFF )
1 FFFFFFFF]

~ ERROR_ENUUAR_HOT_FOUMND
2 [HO,ME,HE,A, M5, PO, GE, 5]

K|
o Tl i e Sl
— — -

D e W e ||_._

G TICAERE T
—I_I———

= -

5
5
5
5
5
5
5

e

S = r-'| ptuy
i EMphy
empty
empty
] Hmnty
Coempty

Iapiaginpiapingingiagin]

—
[ R
1

E
(%}

}uﬁﬂﬂ

T
[ g
=15 T
-
=1
=il
| ol o |
= 5 -

(]
30
m 3
[ NN h]

T
H

Il

-
=
m
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rax
ribx
rcx
rdx
Fsl
rdi
rbp
rsp
r8 Bx7Ffrfrdd4gca 146737351868328
ra Bx=a =]
ria Bx7
ril Bix8 a
ri2 Bxdo04ba 4195
ri3 5
rid Bxd a
ris Bx0 L
rip Ax40085ca Ox4085ca <maln+dS>
eflags Bx 206 [ PFF IF ]
| Bx33 51

Bx2b 4%

Bx6 a

Bixd a

Bixd a

b a

o4

5
e

o T T I

B O W W N
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Hodu leEntryPoint >

Increment

Decrermnent

Zero

Setto 1

Modify

Copy selection to clipboard

Copy all registers to clipboard

Follow in Dump

Follow in Stack

View MMX registers
View 3DNow! reqisters

View debug registers

Appearance
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d Hexn dump
A e L EC
.-_1_ K

ol

(el iy

%0
!

o

UNICODE

A 2 a s a a A & a aoaoaoa oa

A 2 a2 a2 2 a2 a2 a apf a2 a afg) = a a

hexdump Srsi
Bx7fffffffeass
Bx7fFffffffesss
ex7fFffffffea7s
Bx7fFffffffeass

ex7fFffffffeess
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lemtwhoePkDbzr. s ? Code auditor and

dl L. F74EE"
EE:
C

RD PTR DS:
RT ntdll.

nearpc
» Ox7Tffff7ddb260 <_start> rdi, rsp
Ox7ffff7ddb263 <_start+3> _dl_start

Ox7ffff7ddb268 <_dl_start_users ri2, rax

Ox7ffff7ddb26b <_dl_start_user+3> eax, dword ptr [rip + 0x221b87] <
Ax7Ffff7ddb271 <_dl_start_user+9= rdx

Ax7ffff7ddb272 <_dl_start_user+18s rsp, [rsp + rax®8]

Ox7ffff7ddb276 <_dl_start_user+14= edx, eax

Ox7ffff7ddb278 <_dl_start_user+16> rdx

Ax7ffff7ddb279 <_dl_start_user+17: rsi, rdx

Ox7ffff7ddb27c <_dl_start_user+28=> ri3, rsp

Ox7ffff7ddb27f <_dl_start_user+23> rsp, @xfffffffffffffffe
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Chapter 13: Windows Exploit Development

Bottom of the memory
structure

High memory address

Kernel

Process Environment
Block (PEB)

Thread Environment
Block (TEB)

Dynamic Link Library
(DLL)

Program Image

/\

Low memory address

H
cap Heap Growth

Stack Growth

Top of the memory
structure

[47]



Bottom of the stack

High mamory Addresses

stack
Growth

v
Low memory Addresses

Top of the stack
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Top of the Heap

High mamory Addresses
F Y

Heap
Grawth

Low memory Addresses

Bottom of the Heap
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¢& Immunity Debugger - FTPServer.exe - [Memory map]
@File View Debug Plugins ImmLib Options

—J Open

Attach

Window Help Jobs
F3 |whocP
Ctrl+F1 ,

Alt+X

Ctrl+F2

€& Immunity Debugger - FTPServer.exe - [Memory map]
EFiIE View Debug Plugins ImmLik Opticns Window Help Jobs

- > Log Alt+L

RS Executable modules Alt+E
Mermory Alt+M
Heap
Threads
Windows
Handles
CPU Alt+C
SFH rhain Alt+5

| 1l emtwh c

thiread

main tha
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Address |Size Owner Section |Contains Initial|Mapped as

Tupe| Aocess

Address | Size Cn e Section |Contains Tupe| Aocess | Initial| Map
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f main
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Actualize

Litzelf) 3 Durnp in CPU
- Durnp
litself) Search Ctrl+B
fddress (I3 C\Pragram Files\Immunity Inc\Immunity DebuggerPyCommands w | BN Go

Faolders x
) ComPlus Applications ~ F
=1 |2 Irnmanity Inc acrocache
= ) Immunity Debugger
) Data
+ () Documentation I=
3 Libs chunkanalyz. ..
= |} PyCommands
) deplib
[ xE6smk I=
) PvHooks
3 PyPlugins findantidep

) Pythan.inst

A

ackivex

A

CITPITIE

A

finddatatwpe
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dlLl.E
I ""HARAHAAAAAARAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAARA

e . B04(

32bit FFFODDBBA(FFF)
MULL

ERROR_SUCCESS slElslalals
MO,ME,NE,R, NS, PO, GE, &

u=1= T

I
-
T2
I_
T
-

I

T

00
et [ O

|
1
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|£| File  Wiew Plugins Immlib ©Options Window Help  Jobs
158 BIE Run F3 |1 em t w

-litErE [FFPU]

Close t! alk+F2 IE ntdll.

Stepinto F7
Skep over Fa

i

5[ FFFFFFFF)
4 [

'i B FFFFFFFF)
it B(FFFFFFFF)
: 22hit TFFOCEEELFFF)
A HOLL

astErr ERROR_SUCCESS

i
o

50 0
e
Ll
]

i

C
Fl
H
._F
D

e

i
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1l.drl
L

!mona findmsp
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[ FEFFFFFF
FEFFFFFF)
FEFFFFFF)
FEFFEFFE)

TFFOEBEE! FFF)

1O D)

PO, GE, 51

El
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
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:mona jmp -r esp
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T

E Backup

ntdll.KiQ

cro @
s Copy B ASCIT ™C
GisE  Einary 3
%%E: Assemnble Space -
¥ rOH P
pelil:  Label
7D
;. —omment ;
%%E; Add Header . it
W& 1odify Yariable - A3 MULL
Breakpaink astErr ERROF_S
Run trace AR 2 (MO, HE, I
Follow Enter
3o ko Presdious Minus
Thread Expression Chkrl+ia
Follaw in Dump
4141414
#  Search for 4141414
4 i - . 4141414
e Find references to " - 4141414
AR
ﬁﬁj Copy bo executable
EEEY Analysis
HEd
HEd4
1k Bookmark.
B4
HEd
AR Appearance
o Y o e o = =
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Enter expression to follow

:
Backup
apy
Binary
Assemble

Label = 3 22bit @iFFFFFFFI

- B(FFFFFFF]
Comment Bi FFFFFFF|

] - BIFFFFFFFI
Add Header ; - PFFODEEE! |
Modify Variable
i Toggle
Fun krace Zonditional Shift+Fz

Conditional log Shift+F4
Follow

o ko Memory, on access
Thread Memary, on wrike
Fallow in Dump Remove memary breakpoink

Search fFor Hardware, on execution
Find references to Remove hardware breakpoink
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isters [(FPLUI

BEEYFCZC
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nc -nv 192.168.1.37 4444
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2xd
bytes

2 x4
bytes

2 x4
bytes

Top of the stack

Exception Handler 1

Paointer to the next SEH (nSEH)

Pointer to the Exception handler

Exception Handler 1

Paointer to the next SEH (nSEH)

Pointer to the Exception handler

Exception Handler 1

Paointer to the next SEH (nSEH)

Pointer to the Exception handler

Bottom of the stack
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= Immunity Debugger - [CPU]

: Immlib  ©phions  Window  Help  Jobs

1 C:\Program Files\&viosoftiDWD & Plaver 5.5 Professional\DyDiePlayver . EXE
2 CHiDocurments and Settingstrejahify Documents)Downloads) &687ef6F72de

5elect process to attach

Service Listening i ndow

Default IME

TF_FloatinglLangBar_ndTit L |
Crup] UDOP: 3 I

Remotd UOP:

Open & new tab (Ctrl+T) roar ik

| Altach I Cancel |
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)
Y,

- A FFFFFFFF1
it BIFFFFFFFFI

- A FFFFFFFF1

- AIFFFFFFFF1
it FFFOOE&EFFF)

TR

ot

C
FI
A
._F
O

e e
0 S T T

s

r ERROR_SUCCESS
» (MO, ME,HME,H,HS, PE, GE, 5]

nol M
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%2 SEH chain of main thread E]

BUlZFSEE 41414141
41414141 #u# COREUFPT EMTRY ###%

[66]



E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
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RHHHABHHEHHABHAEHA
(=%

" HHEBHEHERBEHERBEHEHBEHEHE

#
#
it
#
it
#
it
#
i
#
i
#
i
#
i
#
i
#
&
i
B
+
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W
o
i
=
n
o
.
&
o
=
=)
w
[=]

EIF 41414141

{FFFFFFFF)

Hex dump
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Imona findmsp j
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Hddress | Message

;

Imona jmp -resp
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g E calculator
d Edi View Help

dr
55 &l

34 OHex @Dec OO0t (OB (®)Degrees (O FAadians () Grads

4 O [CHwe I_ |_ Ea-:k:m-:e” CE || C

3
*q | Sta FE || | ] MC 7 8 9 ! || Mod || And
| dms Exp N MR | 4 B B ' Il 1] i
an || #" || leg M5 1 2 3 : Leh || Met
cos || ¥ 3 || o M+ i - * . Ik
tan || #°2 || 1% o
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E Calculator

Edit View Help
FFFFFFFFFFFFFFCA
(*)Hex (Dec (0ct () Bin ) Qword O Dword O wiord () Byte
L [ JHyp l_ l_ Backzpace CE | | C
Sta ‘ [ | ] L T a2 | V Miod || And
(g} MR 4 4] B : Or For
2y log bS 1 2 3 - Lsh || Mat
23 nl bl + 0 +/- : + = Int
nE 14 A = C D E F
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41414141

41414141
41414141
41414141

it B(FFFFFFFF}

4141
41414141
41414141
41414141
41414141
41414141
4141414
41414141
41414141
41414141
41414141
1414141
41414141
41414141
141

141
4 141
41 4

1
41414141

414
41414
414

N T T T Yy TN
T o T 1 P P B P P e B e s e e
N T T T TN YT
T o T P 1 B P P P B e s e e
N N N TNy WY

4
4
4
4
4
4
4
4

14
4
4
4
4
4
4
4
4
4
4
4
4
4
4
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Chapter 14: Linux Exploit Development
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format
vararg

eax edx
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80484b7: I8 @E A
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