Chapter 1: What's New in PowerShell and
Windows Server

PS5 C:\Windows\system32> $CommandsBeforeRSAT | Get-Member | Select-Object -ExpandProperty TypeName -Unigue
System.Management . Automation. AliasInfo

System.Management. Automation. FunctionInfo
System.Management. Automation. FilterInfo
System.Management. Automation.CmdletInfo




8 Scommands | Select-Object Mame,Source, CommandType | Sort-Object Source,Name | Qut-GridView

Filter

and Mame starts with |Get- X

e Add criteria ¥ | | 3 Clear All |

MName | Source

Get-Verb Use the filter to
Get-ADAccountiuthorizationGroup  ActiveDirectory search and narrow
Get-ADAccountResultantPasswor.,  ActiveDirectory your results.
Get-ADAuthenticationPolicy ActiveDirectory Crmdlet
Get-ADAuthenticationPolicySilo ActiveDirectory Cmdlet

Get-ADCentralAccessPolicy ActiveDirectory Cmdlet

Get-ADCentraldccessRule ActiveDirectory Cmdlet
Get-ADClaimTransformPolicy ActiveDirectory Cmdlet

Get-ADClaimType ActiveDirectory Cmdlet

Get-ADComputer ActiveDirectory Cmdlet
Get-ADComputerServiceAccount ActiveDirectory Cmdlet
Get-ADDCCloningExcludedApplic...  ActiveDirectory Cmdlet
Get-ADDefaultDomainPasswordP...  ActiveDirectory Cmdlet

Get-ADDomain ActiveDirectory Cmdlet

Get-ADDomainController ActiveDirectory Cmdlet
Get-ADDomainControllerPasswor...  ActiveDirectory Cmdlet
Get-ADDomainControllerPasswor...  ActiveDirectory Cmdlet
Get-ADFineGrainedPasswordPolicy  ActiveDirectory Cmdlet
Get-ADFineGrainedPasswordPolic..  ActiveDirectory Cmdlet

Get-ADForest ActiveDirectory Cmdlet

Get-ADGroup ActiveDirectory Cmdlet

Get-ADGrouphMember ActiveDirectory Cmdlet

Get-ADObject ActiveDirectory Cmdlet

Get-ADOptionalFeature ActiveDirectory Cmdlet

Get-ADOrganizationalUnit ActiveDirectory Cmdlet
Get-ADPrincipalGroupMembership  ActiveDirectory Cmdlet
Get-ADReplicationAttributeMetad...  ActiveDirectory Cmdlet
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B smodules | Out-GridView

|F!|!rer

and Name contains server X

|+ Add criteria ¥ | [ 3 Clear Al |

Sorted by Name,
filtered for modules
that contain 'server’

ModuleType I Version | MName

| ExportedCommands

Manifest
Manifest
Manifast
Script
Seript

Cim

2.0.0.0
2000
2.0.00
1.0.0.0
2000
1.0.0.0

DhepServer
DnsServer
IpamServer
ServerCore
ServerManager

ServerManagerTasks

Add-DhepServerlnDC Add-DhepServervd4Class Add
Add-DnsServerConditionalForwarderZone Add-Ding
Get-IpamDhcpConfigurationEvent Remaove-lpamDH
Get-DisplayResclution Set-DisplayResclution
Get-WindowsFeature Install-WindowsFeature Uning
Get-SMCounterSample Get-SMPerformanceCallect
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stem32> Get-windowsFeature

Server
[X] F ture Admini

T-Feature-T
T-Feature-T
T-Feature-T:
Exte 5
dging LLDP
Fi1]HVEP L]L tering Tool
Fiﬂnv&r Clus nagement T
Cluster Module for | = .
Cluster Automation Server
Cluster Command Interface
Balancing Tools
ielded \-T'l Too

s Power...

and AD LDS
ct1ve Direct

rative ...
1dk'mmdLme
and Command-Line To

< Policy and Acc
Pr1nt and ument 5
Management T
cC GUI and
{ 1le Tor Wi
olume Activation T :

Installed
Installed
Installed
Installed
Installed
Installed
Installed

Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed

Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed

Installed
Installed
Installed
Installed

Installed
Installed
Installed
Installed
Installed
Installed

[



#New Cmdlets in PowerShell 4 B Get-FileHash - O X

Show-Command Get-FileHash

1

2

3 "ot . (7]
4 Get-FileHash -Path < Parameters for "Get-FileHash™ (7]
5

6

ndir\notepad.exe -Algorithm SHA256
Path | LiteralPath | Stream

Path: * Senvwindir\notepad.exe

8
9 Algorithm: | SHA512 N
0

@ Commen Parameters

ystem32> Show-Command Get-FileHash
PS5 C:\Windows\system32> Get-FileHash -Path $env:windir\notepad.exe -Algorithm SHA512
Algorithm Hash

SHAS512 SF5A3BSE64B4A149865F65D0678028CEF3BCODE1I6EF265C130B985494AB6690193F8. .. C:\Windows\notepad.exe

system32> Show-Command Get-FileHash

8 Show-Command Test-NetConnection

9 Test-MetConnection -CommonTCPPort HTTP -InformationLevel Detailed
0 Test-NetConnection -ComputerName windows.com

1 Test-NetConnection -DiagnoseRouting

2> Test-NetConnection -Port 443 -ComputerMame google.com -InformationLevel Detailed

g Test-MetConnection
ComputerName : google.com
RemoteAddress : 216.58.192.110 Parameters for "Test-NetConnection™
RemotePort L
NameResolutionResults : 216.58.192.110 CommonTCPPort | ICMP | NetRouteDiagnostics | RemotePort
MatchingIPsecRules :
NetworkIsolationContext : Internet
InterfaceAlias : Ethernet
SourceAddress : 192.168.2.230 ComputerName:
NetRoute (NextHop) : 192.168.2.1 )
TepTestSucceeded : True InformationLevel:

Port: = 443

PS C:\Windows\system32> Show-Command Test-MNetConnection @ Commen Parameters
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32> Get-Command -Verb Write -Module =Utility

Source

LUt Tty
Microsoft. Pow LU Tty
Microsoft. Pow Ut Tty
Microsoft. Pow LUtiTity
Microsoft. Pow LUt Tty
Microsoft. Power LUtiTaty
Microsoft. PowerShell. UtiTity
Microsoft. PowerShell. Utility

Cmdlet wWrite-Debug
Cmdlet Write-Error
Cmdlet Write-Host

Cmdlet Write-Information
Cmdlet Write-Output
Cmdlet Write-Progress
Cmdlet Write-Verbose
Cmdlet Write-Warning

(ST T TR TN T P TR Y]
[=N ==l ]

Q Get-ltern — O >

@ Common Parameters
Debug

Errordction:
ErrorVanable:

InformationAction: | Continue

Type: System.Management.Automation.ActionPreference
Optional

InformationVariable: |

ClutBuffer:
CutVanable:

PipelineVariable:
Verbose

Warninghction:

WarningVariable:
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PS5

C:\Windowshsystem3Z=

Here 15 a sentence!”™ | ConwvertFrom-5tring | Get-Member

TypeName: System.Management.Automation.PSCustomObject

Name MemberType

Equals

Ge
Ge
To
Pl
p2
P3
P4

tHashCode Method

tType Method

String Method
NoteProperty
NoteProperty
NoteProperty
NoteProperty

P5 C:\Windowshsystem3. "Here,is,a,list!™

Definition

bool Equals(5ystem.0bject obj)
int GetHashCode()

type GetTvpe()

string ToString()

string Pl=Here

string PZ2=1s

char P3=a

string P4=sentence!

| ConvertFrom-5tring -PropertyNames First,Second,Third,Fourth -Delimiter ',” | Get-Member

TypeName: System.Management.Automation.PSCustomObject

Name Member Type Definition

Equals

bool Equals(System.Object obj)

int GetHashCode()

ToS5tring g

First eProperty string Fir
Fourth roperty string Four
Second roperty string Secon
Third MoteProperty char Third=a

PS C:Windowshsystem32= $TextToParse

Animal, Bird
Shape Tike Square
Mumber 1z 42
Person named Bob
'@

$Templatel = &°

a

{[string]Category®:Animal}, {[string]Example:Bird}

ConvertFrom-5tring -TemplateContent $Templatel -InputObject $TextToParse

Category
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PS C:‘Windowshsystem32> $TextToParse = @"
Animal, Bird

Shape Tike Square

Number 1s 42

Person named Bob

‘@

PS5 C:'\Windows\system3Z= iTemplate3 = @"

{[string]Category=:Animal}, {[string]lExample:Bird}
{[string]Category=:Country} Tike {[string]Example:Italy}
{[string]Category®:Number} Tike {[int]Example:99}

PS C:‘Windows\system32> ConvertFrom-5tring -TemplateContent $Template3 -InputObject $TextToParse

Category Example

Square
Number 42
Per=son Bob

PS C:\Windowshsystem32= $Testvalue
an

This is line 1

and Tine 2

"a

PS5 C:\WindowsYsystem32= $TestValue
This is line 1
and Tine 2

P5 C:'WWindowshsystem3z= $TestValue

00 01 02 03 04 05 06 OF

00000000 54 68 69 73 20 69 73 20
00000010 6l 6E 04 20 &C 69 6E 65

| Format-Hex

08 09

6l 69

20 32

[

0A OB OC 0D OE OF

6E 65

20 31 OD 0OA This 15 Tine 1..
and Tine 2




PS5 C:\Windows‘system32> Get-Command -Module PowerShellGet

CommandType Name Source

Function Find-Command

Function Find-DscResource
Function Find-Module

Function Find-RoleCapability
Function Find-Script

Function Get-InstalledModule
Function Get-InstalledScript
Function Get-PSRepository
Function Install-Module
Function Install-5cript
Function New-ScriptFilelnfo
Function PubTlish-Module
Function Publish-5cript
Function Register-PSRepository
Function save-Module

Function ve-5cript

Function Set-PSRepository
Function Test-ScriptFileInfo
Function Uninstall-Module
Function Uninstall-Script
Function Unregister-PSRepository
Function Update-Module
Function Update-ModuleManifest
Function Update-5Script
Function Update-ScriptFileInfo

-
I m
=
=
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Power ShellGet
Power ShellGet
Power ShellGet
Power ShellGet
Power ShellGet
Power ShellGet
Power ShellGet

Power ShellGet
Power ShellGet
Power ShellGet

PowerShellGet
PowerShellGet

PowerShellGet
PowerShellGet
PowerShellGet
PowerShellGet
Powe

PowerShellGet

PowerShellGet

Pod Pl Pod Pod Pl Pd Pd Pd Pd Pd Pd P Pd Pd B P Pd B P P B P P B P
Lo I o e o o o e o e o o R o o o o e o o e e e = = Y

PS C:\Windows\system32:

v

v package 'B
v the operati
v
v

Summary

. NuGet provider for the OneGet meta-package manager

PS5 C:'\Windowshsystem3Z2> Get-PackageProvider -Name NuGet | Select-Object Version

Version

Install-Module —Name PowerShellGet -Force
2 2 ; - B
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Windowsswvstem3Z= Get-Mod -Name PowerShellGet | Select-Object Version

PS5 C:'Windows'system32s

PS C:'\Windowshsystem32> Get-PSRepository

Name InstallationPolic Sourcelocation

wiww . powershellgallery. com/api fv2/

PsGaller Trusted

Find-PackageProvider | Select Name, Source, Summary | Format-Table -Wrap —AutoSi
Name InstallationPolicy Sourcelocation

PsGallery Trusted https://www. powershellgallery. com/api/v2,

Summary
/oneget. org/nuget-2. 8.5. 208. package. swidtag NuGet provider for the OneGet meta-package manager
oneget.org/ps1-1.0. 0. 210. package. swidtag ps1 provider for the OneGet meta-package manager
chocolatey oneget. org/ChocolateyPrototype-2. 8.5.130. package. swidtag ChocolateyPrototype provider for the OneGet meta-package manager
PowerShellGet PSGallery Powershell module with commands for discovering, installing, updating and
publishing the Powes 11 if Tike Modules, DSC Resources, Role
Capabilities and Scripf
GistProvider psGallery Gist-as-a-Package - PackageManagement PowerShell Provider to interop with
Github Gists
GitHub-as-a-Package - PackageManagement PowerShell Provider to interop
with Github
TSDProvider psGallery Powershell PackageManager provider to search & install TypeScript
definition files from the community DefinitelyTyped repo
shell OneGet provider that discovers packages from
:/ /www. chocolatey. org.
MyATbum PSGallery the photos in your remote file repository and
installs them to your local folder.
SGallery This is a PackageManagement provider module which helps in discovering,
downloading and installing Windows Container 05 images.

GitHubProvider PsGallery
ChocolateyGet PsGallery

ContainerImage

For more details and examples refer to our project site at

https://github. com/PowerShell/ContainerProvider.

Powershell module with commands for discovering, installing, and updating

Docker images.

A PackageManagement provider to Discover, Save and Install Nano Server

Packages on-deman

OfficeProvider allows users to install Microsoft Office365 ProPlus from

Powershell.

GitLabProvider GitLab PackageManagement provider

WSAProvider Provider to Discover, Install and inventory windows server apps

ginstall Zero Install is a decentralized cross-platform software-installation
system.

DockerMsftProvider PSGallery
NanoServerPackage PSGallery

officeProvider PsGallery
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Hndows\system Find-PackageProvider -Source PSGallery | Select-Object -Property Name, Summary | Format-Table -Wrap -AutoSize

Summary

GitHubProvider GitHub-as-a-Package - PackageManagement PowerShell Prowvider to interop with Github

TSDProwider PowerShell PackageManager provider to search & install TypeScript definition files from
the community DefinitelyTyped repo

Power ShellGet Powershell module with commands for discowvering, installing, updating and publishing the
PowerShell artifacts 1ike Modules, DSC Resources, Role Capabilities and Scripts.

GistProvider Gist-as-a-Package - PackageManagement PowerShell Provider to interop with Github Gists

ChocolateyGet An Power5hell OneGet provider that discovers packages from https 'wwwi . chocolatey.org.

MyATbum MyAlbum provider discovers the photos in your remote file repository and installs them
to your local folder.

ContainerImage This is a PackageManagement provider module which helps in discoverin downloading and
installing Windows Container D5 images.

For more details and examples refer to our project site at

https://github. com/PowerShell/ContainerProvider.
DockerMsftProvider PowerShell module with commands for discovering, installing, and updating Docker images.
NanoServerPackage A PackageManagement provider to Discover, Save and Install Nano Server Packages

on-demand
officeProvider officeProvider allows users to install Microsoft Office365 ProPlus from Powershell.
GitLabProvider GitLab PackageManagement prowvider
WSAProwider Provider to Discover, Install and inventory windows server apps
Oinstall Zero Install is a decentralized cross-platform software-installation system.

Aindows\system32> Get-Command -Module PowershellGet -Verb Find

CommandType Name Version Source

PowerShellGet
PowerShellGet
PowerShellGet
PowerShellGet
PowerShellGet

Function F1ind-Command
Function Find-DscResource
Function Find-Module
Function Find-RoleCapabiTity
Function Find-Script

(RSN A AN )
Lo e R e e

= aodules | Cut-GridView —
E¥ sModules | Out-GridVi O e
tree ~ @

Version | MName Repository | Description

2.0 TreeSize PSGallery  Provides a Get-TreeSize command

132 PsISEProjectEx... PSGallery  Provides a tree view that enables to index and explore whole directory structure containing Pow..,
1.0 ModuleScaffo..  PSGallery  Create Directory Tree and basic files for a new module

PS5 C:\Windows\system32z> Get-Command -Module PowerShellGet -Verb Install

CommandType Mame f i Source

Function Install-Module PowerShellGet
Function Install-5Script

[



B untrusted repository — m} X

You are installing the modules from an untrusted repository. If you trust this repository, change its InstallationPolicy value by running the Set-PSRepository cmdlet. Are yeu sure you want to
install the modules from 'PSGallery'?

| Yes ‘|YEStDA”|| No |‘NutcuAU| |§uspend|

P5 C:\Windows\system32> Install-Module -Name TreeSize -Verbose

PS C:\Windowshsystem32= Get-Help Get-TreeSize -Examples

NAME
Get-Trea5ize

SYNOPSIS
Recursively lists provider items and sums their lengths

P5 C:h»Get-Treesize

Localizationy 12021
| -—— En-usY 2025
|-- En\ 1339

P5 C:hx»Get-Treesize -ShowFiles

Localization, 12021

| -- Localization.psdl 6698

| -— En-UsY, 2025
| -- UserSettings.psdl 1000
|-- Localization.psdl 958
| -- numbers. psdl &7

| -— UserSettings.psdl 1959

|-— En\, 1339
| -- UserSettings.psdl 1253
| -- numbers. psdl BE

EXAMPLE 3

PS5 C:h\»Get-Treesize | Format-Custom
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tem32> Uninstall-Module dbatools -
operation "Uninstall-Mos on target "Vers ' of modul
v uninstalled the module ’dbat ' from module ba : gram Fil

PS5 C:\Windows\system32>

Local Disk (C:) » downloadedModules » TreeSize » 2.0 v | ) Search 2.0 yel
MNarme Date modified Type
| | ReadMe.md 8/12/20156:44 PM MDD File
|=| TreeSize.Format.pslxml 8/12/2015 6:44 PM Windows PowerShell XML Document
M_w| TreeSize.psdl &M 6:44 PM Windows PowerShell Data File
M_w| TreeSize.psm1 8/12/2015 6:44 PM Windows PowerShell Script Module

Mj ReadMe.md - Notepad —
File Edit Format Wiew Help

This is just a Get-TreeSize function to show (recursively) how much space (files ang
Anyway, there's just one function and a format file. Please enjoy.

To install:

“posh
Install-Module -MName TreeSize

Example usage:

PS> Get-Treesize

< Localizationy 12821

d 1.00 KB En-USY 2825
EnY, 1339

indows\system32> $ModuleFolder = "S$env:HOMEDRIVE'downloadedModules' Treesize"
Get-ChildItem -Path $ModuleFolder -Filter *.psml -Recurse |
select -ExpandProperty FullMame -First 1 |
Import-Module -Verbose
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PS5 C:\WindowsYsystem32> Get-Command -Module PowerShellGet -Verb Find

CommandType Name f i Source

Function F1nd-Command
Function Find-DscResource
Function Find-Module
Function Find-RoleCapability
Function Find-Script

PowerShellGet
PowerShellGet
PowerShellGet
PowerShellGet
PowerShellGet

(RSSO ]

PackageManagement PackageManagement
Core Providers

PowerShellGet
i PowerShell Gallery
Discovery S
MSsU
Programs ' ' NuGet Gallery 1
Install/Uninstall
PackageManagement

PowerShell cmdlets NuGet

NuGet Gallery 2
Inventory

PS C:'\foox Get—Command -Module PackageManagement

End User Package Sources

CommandType Name

Cmdlet Find-Package

Cmdlet Find-PackageProvider
Cmdlet Get-Package

Cmdlet Get-PackageProvider
Cmdlet Get-PackageSource
Cmdlet Import-PackageProvider
Cmdlet Install-Package

Cmdlet Install-PackageProvider
Cmdlet Register-PackageSource
Cmdlet save-Package

Cmdlet Set-PackageSource
Cmdlet Uninstall-Package
Cmdlet Unregister-PackageSource

PackageManagement
PackageManagement
PackageManagement
PackageManagement
PackageManagement
PackageManagement
PackageManagement
PackageManagement
PackageManagement
PackageManagement
PackageManagement
PackageManagement
PackageManagement

b b A e e e e
o bk b b b b b
o o e e
opoooooDoOooOQ
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P5 C:\foo» Get-PackageProvider | 5elect-Object -Property Name, Version

MName
Chocolatey
ms1

msu

MNuGet
Power5hellGet
Programs

(=Nl ==

O P D

P5 C:%foor Get-Package -ProviderName msu | Select Name

Name

Def1n1t1ﬂn Update for H1ndﬂw; Defender KB2267602 (Definition
Update for Defender 2267602 (Def1n1t1n
Defender

Definition or Windows
Definition Update for Windows Defender 233.1099
Definition Update for Windows Defender ? 233.897.0)

foo> Get-PackageProvider -Name MuGet | Select-Object -Property Name, Version
Version

2 8.5.208

t-Object -Property Name,Summary | Format-Table -Wrap -AutoSize

NuGet provider for the OneGet meta-package manager
ps1 provider for the OneGet meta-package manager
chocolatey ChocolateyPrototype provider for the OneGet meta-package manager
ContainerImage This is a PackageManagement provider module which helps in discovering, downloading and installing Windows Container 05 images.

For more details and examples refer to our project site at https://github.com = ontainerProvider.
DockerMsftProvider PowerShell module with commands for discovering, installing, and updating Docker imag
NanoServerPackage A PackageManagement provider to Discover, Save and Install Nano Server Packages on-demand
GitHubProvider GitHub-as-a-Packa: PackageManagement PowerShell Provider to interop with Github
ChocolateyGet An Powershell on provider that discovers packages from https://www.chocolatey.org.
ider PowerShell PackageManager provider to search & install TypeScript definition files from the community DefinitelyTyped repo
PowershellGet Powershell module with commands for discovering, installing, updating and publishing the PowerShell artifacts like Modules, DSC Resources, Role
Capabilities and Scripts.
GistProvider Gist-as-a-Package - PackageManagement Powershell Provider to interop with Github Gists
MyATbum MyAlbum provider discovers the photos in your remote file repository and installs them to your local folder.
officeProvider OfficeProvider allows u: to nstall Witrosoft OFFice36s Proplus from Powershell.
GitLabProvider GitLab PackageManagement provider
WSAProvider Provider to Discover, Install and inventory windows server apps
install Zero Install is a decentralized cross-platform software-installation system.
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EF The package(s) comefs) from a package source that is not marked as trusted - o x

Are you sure you want to install software from ‘http pe-2.85.130 packag

of the r

ind Pac

30. package.

foo> Get-PackageProvider | Select-Object -Property MName,Version

Name
Chocolatey
ms1

msu

NuGet
PowershellGet
Programs

(=R ol - N=R=N-

I = Pd L P

P5 C:“foo> $AvailableChocolateyPackages = Fi Package -ProviderName Chocolatey
#How many software packages are available?
$4AvailableChocol ateyPackag | Measure-Object

Count 4504
Average

Sum

M a1 mum

M nimum
Property

Use the filter with
and Name contains | sysinternals ’ ‘contains’ criteria to

narrow your search

Name Version Summary

sysinternals 2016.11.18 Sysinternals - utilities to help you manage, troubleshoot and diagnose your Windows systems and applications.
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30 Install-Package -ProviderName Chocolatey -Name sysinternals

Downloading "https://live.sysinternals.com,/files/SysinternalsSuite.zip”
Completed.

Unpacking Archive “sysinternalsinstall.zip’ .
Unpacked PORTMOMN.CNT.

P5 C:“foo> Get-ChildItem -Path $env:ChocolateyPath1ib\sysinternals.2016.11.18%\tools -Filter *.exe | Select-Object -Property Name

PS5 C:\foo> $PSInfoCommand = "C:“ChocolateyhTib\sysinternals.2016.11.18\tools\PsInfo.exe"
Invoke-Expression -Command $PSInfoCommand

PsInfo v1.78 - Local and remote system information wviewer
Copyright (C) 2001-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

Querying information for 5VR2016...

System information for “W\WS5VR2016:

Uptime: 0 days & hours 20 minutes 12 seconds
Kernel version: Windows Server 2016 Datacenter, Multiprocessor Free
Product type: Standard Edition

Product version: 6.3

Service pack: 0

Kernel build number : 14393

Registered organization:

Registered owner : Windows User

IE version: 9. 0000

System root: C :\Windows

Processors: 1

Processor speed: 2.4 GHz

Processor type: Intel(R) Core(TM) i7-4710HQ CPU @
Physical memory: 4 MB

Video driver: Microsoft Hyper-V Video

P5 C:%foo> Get-Package -ProviderMame Chocolatey | Install-Package -Verbo

[



€ O localhost:a1/

¥ProGet

we created a default account for you with the user name Rdmin and the
password Admin. You can automatically log in with Admin/admin, or just type
in those values and click Log In.

This message will go away if you change your password or add another user.

User name:

Password:

Click Feeds, then

Create New Feed

Packages Downloads APl Endpoint Url

Default 0 o http://localhost:81/nuget/Default

o
-4
=

[



Create Feed »®

Universal
Package repository for packages containing arbitrary files.

NuGet

Package repository for NET, C+/CoApp, etc.

PowerShell
PowerShell commands or Desired State Configuration (DSC) resources.

Chocolatey

Machine-level software packages and installers for Windows.

Maven
An m2-formatted repository for Java artifacts and _jar files.

npm

Docker
A private registry for Docker repositories.

Ruby Gems

A private Gemn server.

[1



Create PowerShell Feed

Please keep it URL friendly - the feed's name is used in the APl endpoint URL, and no one

likes having to escape whitespace and other characters.

Feed name: MyPowerShellPackages

Create New PowerShell Feed

[1



e MyPowerShellPackages Feed

Properties

Name MyPowerShellPackages rename
Description no deseription change
Type PowerShel| change
Caching Enabled (connector packages will be cached when they are first requested) clear | configure
Replication Disabled configure | history
Disk Path C:\ProgramData\ProGet\Packages\ nugetv2\F2 change
Package Store default change
Drop Path not set change
NuGet API Key not set

Feed Connectors add connactor Vulnerability Sources

Connecto Filter Source Known Vulnerabilities
This feed has no connectors. This feed has no vulnerability sources configured
License Filters edit

Allow any license

Rentention Rules

This feed has no retention rules defined

Deactivate Feed

P5 C:\foo> Find-Package -Source MyPowerShellPackages

Name Version Source Summary

Carbon 4. MyPower ShellPackages Carbon is a PowerShell module for automating t configur
Pester 4. MyPower ShellPackages Pester provides a framework for running BDD s e Tests t

[



Chapter 2: Implementing Nano Server

PS C:\foo> $server2016Isorath = 'D:\iso\WinServer2016.iso’
$MountResult = Mount-DiskImage -ImagePath $Server2016ISOPath -PassThru
$MountResult | Select-Object -Property *

Attached False

BlockSize 0

DevicePath

Filesize 5653628928

ImagePath D:\iso\WinServer2016.1iso

LogicalSectorsize 2048

Number

Size 5653628928

StorageType 1

PSComputerName

cimclass ROOT/Microsoft/Windows/Storage:MSFT_DiskImage
CimInstanceProperties {Attached, BlockSize, DevicePath, FileSize...}
CimSystemProperties Microsoft.Management.Infrastructure.CimSystemProperties

Ps C:\foo> $server20l6InstallationRoot = ($MountResult |
Get-vVolume |
Select-object -ExpandProperty Driveletter) +
$server20l6InstallationRoot
E:

PS c:\foo> $NanoServerFolder = Join-Path -Path $Server20l6InstallationRoot -cChildPath "NanoServer'
$NsigFolder = Join-Path -Path 3$NanoServerFolder -ChildPath "NanoServerImageGenerator’

$NsigFolder

E:\NanoServer\NancServerImageGenerator

Ps c:\foo> Get-ChildItem -Path $NsigFolder -Recurse
Directory: E:\NanoServer\NanoServerImageGenerator

LastWriteTime Length Name
2016-09-12 8:19 AM
2016-09-12 8:19 AM 163433 Convert-windowsImage.psl

2016-09-12 8:19 AM 478 NanoServerImageGenerator.psdl
2016-09-12 8:19 AM 101216 NanoServerImageGenerator.psml

Directory: E:\NanoServer\NanoServerImageGenerator\en-uUs

Mode LastWriteTime Length Name

-—r--- 2016-09-12 8:19 AmM 13302 nanoserverimagegenerator.strings.psdl




PS c:\foo> Import-Module -Name $NsigFolder
Get-Command -Module NanoServerImageGenerator

CommandType Name Version Source

Function Ed'it—NanoSer'ver'Image 0.0, NanoServerImageGenerator
Function Get—NanoServerPackage 0.0, NanoServerImageGenerator
Function New-NanoServerImage 0.0, NanoServerImageGenerator

$NanoBaseFolder = "C:\NanoBase'

$vMFolder = 'D:\vMs"'

$NanoComputerName = "NANOL'

$NanovMFolder = Join-Path -Path $vMFolder -childPath $NanoComputerName

$NanovMPath = Join-Path -Path $NanovMFolder -childPath $("{0}.vhdx" -f $NanoComputerName)

PS C:\> New-NanoServerImage -DeploymentType Guest -Edition Datacenter
-MediaPath $Server20l16InstallationRoot -BasePath $NanoBaseFolder
-TargetPath $NanovMPath -ComputerName $NanoComputerName

Converting image....
Processing.

Operation.
Running

PS C:\foo> $switchName = Get-VMSwitch | Select-Object -ExpandProperty Name -First 1

PSs c:\foo> New-vM -VHDPath $NanovMPath -Name S$NanoComputerName -Path $NanovMFolder -
-SwitchName $SwitchName -Generation 2 -Verbose

VERBOSE: New-VM will create a new virtual machine “NANOL1™.

Name State CPUUsage(%) MemoryAssigned(M) Uptime Status Version

NANO1l off 00:00:00 oOperating normally 8.0

PS C:\foo> sStart-vM -Name $NanoComputerName -Verbose
VERBOSE: Start-vM will start the virtual machine "NANO1".

Ps c:\foo>

[



File Action View Help

e |5 FE HE
8 Hyper-V Manager
B DGEM Virtual Machines
Name . State CPUUsage  Assigned Memory  Uptime Status Configurati...
B NANO1 Running 0% 512 MB 00:01:39 80
| =]
File Action Media C ard  View  Help

administrator

kkkkkkhkhkkk

-US Keyboard Required

ENTER: Authenticate

Status: Running =0

[]



Nano Server Recovery Console

Computer Name: NANOL

User Name: Nadministrator

Workgroup: WORKGROUP

0s: Microsoft Windows Server 2016 Datacenter
Local date: Monday, January 16, 2017

Local time: 12:34 PM

> Networking
Inbound Firewall Rules
Qutbound Firewall Rules
WinRM

Scroll | ESC: Log out | F5: Refresh Ct1+F6: Restart
Shutdown | ENTER: Select

[]



Network Settings

Select an adapter to configure.

> Ethernet (00-15-5D-02-6C-05)

ENTER: Select

[]



Confi

Ethernet
Microsoft Hyper-V Network Adapter
00-15-5D-02-6C-05

DHCP Disabled
IP Address

Subnet Mask

Default Gateway

Cancel | ENTER: Save | F4: Toggle

PS C:\foo» Get-VM -Name N¥

Name State CPUUsage(%) MemoryAssigned(M) Uptime Status Version

NANOL1 Running 0 1.06:49:21.5540000 operating normally 8.0

PS C:\foo>

[]



Ps c:\foo> $credential = Get-Credential -Message "Enter password for administrator user on target VM:" -UserName administrator

Enter password for administrator user on target VM:

£ admiistrator

Cancel

Ps c:\foo> Invoke-Command -VMName $NanoComputerName -Credential $Credential
-scriptBlock { Get-Process }

Id ProcessName PSComputerName

powershell
services
smss
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
System
wininit
WMIADAP
wWmiPrvsE

HFOOOOOOoOOROOOOOOOND OO
CO00000CO00O0O0ODO0OO0O0O0OO00O00O

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
(0]
0
0

PS c:\foo> Enter-PSSession -VMName $NanoComputerName -Credential $cCredential

[NANO1]: PS c:\Users\administrator\Documents>

[NANO1]: Ps c:\Users\administrator\Documents> New-Item -ItemType Directory -Path c:\foo ~
-ErrorAction SilentlyContinue
Set-Location c:\foo

[NANO1]: PS C:\foo>

[



[NANO1]: Ps C:\> Get-ComputerInfo -Property CsName, WindowsEditionId, OSServerLevel,
0SType, OSVersion, WindowsBuildLabEx, BiosBIOSVersion

CsName NANOL
windowsEditionId ServerDatacenterNano
NanoServer
WINNT
10.0.14393
windowsBuildLabEx : 14393.693.amd64fre.rsl_release.161220-1747
BiosBIOSVersion {VRTUAL - 1, Hyper-V UEFI Release v1.0, EDK II - 10000}

Name

wsManstackVersion

PSRemotingProtocolversion 2.3
SerializationVersion 1.1.0.1
PSEdition Core

PSVersion 5.1.14368.1000

Buildversion 10.0.14368.1000
PSCompatibleversions {1.0, 2.0, 3.0, 4.0...}
CLRVersion

[NANO1]: PS c:\Users\administrator\Documents> Get-NetIPAddress -AddressFamily IPV4 -InterfaceAlias Ethernet |
select-object -ExpandProperty IPAddress
169.254.232.208

[NANO1]: PS C:\foo> New-NetIPAddress -InterfaceAlias 'Ethernet’' -IPAddress 10.10.10.151
-PrefixLength 24 -DefaultGateway 10.10.10.254

IPAddress : 10.10.10.151

InterfaceIndex 3

InterfaceAlias : Ethernet

AddressFamily : IPV4

Type : Unicast

PrefixLength : 24

PrefixOrigin : Manual

suffixorigin : Manual

AddressState : Tentative

validLifetime : Infinite ([TimeSpan]::Maxvalue)
PreferredLifetime : Infinite ([TimeSpan]::Maxvalue)
skipAsSource : False

Policystore : ActivesStore

[



[NANO1]: PS C:\foo> Set-DnsClientServerAddress -InterfaceAlias 'Ethernet’
-ServerAddresses 10.10.10.10, 10.10.10.11
Get-DnsClientServerAddress

InterfaceAlias Interface Address ServerAddresses
Ethernet
Ethernet

Loopback Pseudo-Interface 1
Loopback Pseudo-Interface 1

[NANO1]: Ps cC:\foo> Exit-PSSession

Ps C:\foo>

[NANO1]: PSs C:\foo> $NanoServerIP = '10.10.10.151°"
Set-Item WSMan:\localhost\Client\TrustedHosts $NanoServerIP -Force
Get-Item wSMan:\localhost\Client\TrustedHosts

wsManConfig: Microsoft.wSMan.Management\wWSMan: :localhost\Client
Type Name Sourceofvalue Vvalue

System.String TrustedHosts 10.10.10.151

Ps cC:\foo> Test-wsSMan $NanoServerIP

wsmid : http://schemas.dmtf.org/wbem/wsman/identity/1l/wsmanidentity.xsd
Protocolversion : http://schemas.dmtf.org/wbem/wsman/1/wsman.xsd

ProductVendor : Microsoft Corporation

ProductVersion : 05: 0.0.0 SP: 0.0 stack: 3.0

PS C:\foo> Enter-PSSession -ComputerName $NanoServerIP -Credential $Credential

[10.10.10.151]: Ps c:\Users\administrator\Documents:>

[



[10.10.10.151]: PS C:\> Get-ComputerInfo -Property CsName, WindowsEditionId, OSServerLevel,
0SType, OSVersion, WindowsBuildLabEx, BiosBIOSVersion

CsName NANOL

windowsEditionId ServerDatacenterNano

OsserverLevel NanoServer

0sType WINNT

Osversion 10.0.14393

windowsBuildLabEx : 14393.693.amd64fre.rsl_release.161220-1747
BiosBIOSVersion {VRTUAL - 1, Hyper-V UEFI Release v1.0, EDK ITI - 10000}

[10.10.10.151]: pPs c:\foo> Exit-PSSession

Ps C:\foo>

PS c:\foo> $CimSession = New-CimSession -Credential $Credential -ComputerName $NanoServerIP
$cimsession

Id 1

Name CimsSessionl

InstanceId c8a93c75-c063-4d49-ba07-7b682b7blla4
ComputerName 10.10.10.151

Protocol WSMAN

Ps C:\foo>

PS C:\foo> Get-CimInstance -CimSession $CimSession -ClassName Win32_ComputerSystem | Format-List *

PSShowComputerName Hi T
AdminPasswordstatus 3
BootupState
chassisBootupState

asswordstatus

cimClass : root/cimv2:wWin3Z_ComputerSystem
CimInstanceProperties : {Caption, Description, InstallDate, Name...}
CimSystemProperties : Microsoft.Management.Infrastructure.CimSystemProperties

[



PS C:\foo> Get-CimClass -CimSession $CimSession | Measure-Object

Count : 838
Average

Sum

Maximum
Minimum
Property

Ps C:\foo> Get-CimInstance -CimSession $CimSession -Query "SELECT * from CIM_Process"
ProcessId Name HandleCount WorkingSetSize VirtualSize PSComputerName

system Idle Process .10.10.

System 323 57344 1974272 10.10.10.151
sSmss.exe 46 688128 2199029833728 .10.10.151
csrss.exe 110 1970176 2199035736064 10.10.10.151
wininit.exe 76 3928064 2199042248704 10.10.10.151
services.exe 179 5058560 2199041740800 10.10.10.151
Isass.exe 728 10661888 2199064793088 10.10.10.151
svchost.exe 192 6164480 2199056437248 10.10.10.151
svchost.exe 269 6688768 2199057764352 10.10.10.151
svchost.exe 127 5861376 2199052247040 10.10.10.151
svchost.exe 319 8515584 2199073071104 10.10.10.151
svchost.exe 135 3604480 2199054733312 10.10.10.151
svchost.exe 482 21643264 2199139741696 10.10.10.151
svchost.exe 287 6873088 2199066492928 10.10.10.151
svchost.exe 710 22839296 2199128432640 10.10.10.151
svchost.exe 291 8560640 2199066771456 10.10.10.151
svchost.exe 311 12668928 2199105224704 10.10.10.151
EMT.exe 66 3862528 2199043854336 10.10.10.151
WmiPrvSE.exe 159 8671232 2199059148800 10.10.10.151
WmiPrvSE.exe 202 11505664 2199062700032 10.10.10.151
WmiApSrv.exe 134 6787072 2199051653120 10.10.10.151

PS C:\foo> Get-PackageProvider

Name

msi .0.0. AdditionalArguments

msu .0.0.

NuGet .8.5. Destination, ExcludeVersion, Scope, SkipDependencies, Headers, Filter..
PowershellGet .0.0. PackageManagementProvider, Type, Scope, AllowClobber, skipPublisherch..
Programs .0.0. IncludewindowsInstaller, IncludeSystemComponent

[



PS C:\foo> Find-PackageProvider | Select-Object Name, Summary | Format-Table -AutoSize -Wrap
Name summary

NuGet provider for the OneGet meta-package manager
ps1 provider for the OneGet meta-package manager
chocolatey chocolateyPrototype provider for the OneGet meta-package manager
PowershellGet Powershell module with commands for discovering, installing, updating and publishing the
Powershell artifacts like Modules, DSC Resources, Role Capabilities and Scripts.
ContainerImage This is a PackageManagement provider module which helps in discovering, downloading and
installing Windows Container 0S images.

For more details and examples refer to our project site at
https://github.com/Powershell/ContainerProvider.
DockerMsftProvider Powershell module with commands for discovering, installing, and updating Docker images.
NanoServerPackage A PackageManagement provider to Discover, Save and Install Nano Server Packages on-demand
GitHubProvider GitHub-as-a-Package - Packagemanagement Powershell Provider to interop with Github
GistProvider Gist-as-a-Package - PackageManagement PowerShell Provider to interop with Github Gists
chocolateyGet An PowerShell OneGet provider that discovers packages from https://www.chocolatey.org.
TSDProvider Powershell PackageMmanager provider to search & install Typescript definition files from the
community DefinitelyTyped repo
MyATbum TyA1?u$ qgovider discovers the photos in your remote file repository and installs them to your
ocal folder.
officeProvider officeProvider allows users to install Microsoft Office365 ProPlus from Powershell.
WSAProvider Provider to Discover, Install and inventory windows server apps
GitLabProvider GitLab PackageManagement provider
Oinstall Zero Install is a decentralized cross-platform software-installation system.

PS C: \'Foo> Install- PackageProv1der -Name NanoServerPackage -Verbose
Using the provider ' Bootstrap for search1ng packages
Finding the package 'Bootstrap::FindPackage’ ‘NanoServerPackage'
Using the provider "PowershellGet’ for searching packages.
The -Repository parameter was not specified. PowershellGet will use all of the registered repositories.
Getting the provider object for the PackageManagement Provider 'NuGet'
: The specified Location is ‘https://www.powershellgallery.com/api/v2/" and PackageManagementProvider is
Searching repository 'https://www.powershellgallery.com/api/v2/FindPackagesById()7id="NanoServerPackage
Total package yield:'l' for the specified package ‘NanoServerPackage'.
VERBOSE: Skipping installed package Nanoserverpackage 1.0.1.0.

PS c:\foo> Get-cCommand -Module NanoServerPackage

CommandType Name i Source

‘NuGet'.

e

for

Function Find-NanoServerPackage NanoServerPackage
Function Install-NanoServerPackage NanoServerPackage
Function save-NanoServerPackage NanoServerPackage

[



P5 C:\foo> 3NanoPackages = Find-NanoServerPackage | Select-Object -Property Name, Description

$NanoPackages | Format-Table -AutoSize -Wrap

Name

Microsoft-Nanoserver-IPHelper-Service-Package

Microsoft-NanoServer-sCWMM—Compute-Package
Microsoft-Nanoserver-shieldedw-Package

Microsoft-Nanoser ver-Compute-Package

M1icrosoft-NanoServer-Securestartup-pPackage

Microsoft-NanoServer-OEM-Drivers-Package

Microsoft-NanoServer-Storage-Package

Microsoft-Nanoserver-pefender -Package

Microsoft-Nanoserver-pDsCc-Package

Microsoft-NanoServer-DNS-Package

Microsoft-NanoServer-IIS-Package

Microsoft-Nanoserver-DCB-Package

Microsoft-Nanoserver-Failovercluster-Package

Microsoft-NanoServer-softwareInventorylLogging-Package

Microsoft-NanoServer-Host-Package

Microsoft-NanoServer-SNMP-Agent-Package

Microsoft-Nanoserver-sCcwMM-Package
Microsoft-NanoServer-Guest-Package

Microsoft-Nanoserver-Containers-Package

Description

Provides tunnel connectivity using IPv6 transition
technologies (6tod, ISATAP, Port Proxy, and Teredo), and
IP-HTTPS.

Includes services for monitoring a Hyper-v host using
System Center virtual Machine Manager (SCvMM).

Includes Host Guardian Service and other features necessary
to provision shielded vMs on a Hyper-v server

Includes Hyper-v and NetQos which provide a virtualization
host platform and network services for creating and
managing virtual machines and their resources.

Includes support for BitLocker, Trusted pPlatform Module,
Secure Boot, and other services for supporting
hardware-based security features.

Includes basic drivers for a variety of network adapters
and storage controllers. This is the same set of drivers
included in a Server Core installation of windows Server.
Includes services and tools for creating and managing file
system and storage resources.

Includes windows Defender which provides real-time
protection against viruses, spyware, and other malicious
software. Also includes a default signature file containing
virus and spyware definitions.

Includes Powershell Desired state Configuration which
provides a set of Powershell language extensions, cmdlets,
and resources for declaratively configuring software
services and applications.

Includes Domain Name System (DNS) Server which provides
name resolution for TCP/IP networks.

Includes Internet Information Services (IIS) which provides
a reliable, manageable, and scalable web application
infrastructure.

Includes Data Center Bridging (DCB) which is a suite of
IEEE standards that are used to enhance Ethernet local area
networks by providing hardware-based bandwidth guarantees
and transport reliability.

Includes Failover Clustering which allows multiple servers
to work together to provide high availability of server
roles.

Includes services and tools for logging Microsoft asset
management data and forwarding this data periodically to a
collection server for aggregation.

Includes drivers and services for running on a physical
machine.

simple Network Management Protocol (SNMP) is a popular
protocoe]l for network management. It is used for collecting
information from, and configuring, network devices, such as
servers, printers, hubs, switches, and routers on an
Internet Protocol (IP) network.

Includes services for monitoring a physical or wirtual
machine using System Center Virtual Machine Manager (SCVMM).
Includes drivers and integration services for runnming as a
guest virtual machine in Hyper-v.

Includes services and tools to create and manage Windows
server Ccontainers and their resources.

PS C:\> $InstallPackages = @('Microsoft-NanoServer-storage-Package’,
"Microsoft-NanoServer-IIS-Package',
'"Microsoft-NanoServer-DsC-Package')

$InstallPackages

Microsoft-NanoServer-Storage-Package
Microsoft-NanoServer-IIS-Package
Microsoft-NanoServer-Dsc-Package




Ps C:\foo> $server20l6InstallationRoot = "E:\’

PS C:\foo> $NanoServerFolder = Join-Path -Path 3$Server20lé6InstallationRoot -ChildPath 'NanoServer'
$NsigFolder = Join-Path -Path $NanoServerFolder -ChildPath 'NanoServerImageGenerator'

$NsigFolder

E:\NanoServer\NanoServerImageGenerator

PS C:\foo> Import-Module -Name $NsigFolder
Get-Command -Module NanoServerImageGenerator

CommandType Name Version source

Function Edit-NanoServerImage .0. NanoServerImageGenerator
Function Get-NanoServerPackage . NanoServerImageGenerator
Function New-NanoServerImage -1 NanoServerImageGenerator

PS c:\foo> $DomainloinBlobPath "C:\foo\NANO2.djoin'

PS C:\foo> $IPV4Address = '10.10.10.152"
$IPV4DNS = "10.10.10.10",'10.10.10.11°

$IPv4Gateway = '10.10.10.254°
$IPV4SubnetMask = '255.255.255.0°

PS cC:\foo> $NanoServerImageParameters = @{
DeploymentType = "Guest'
Edition = 'DataCenter’
TargetPath = $NanovMPath
BasePath = $NanoBaseFolder
pomainBlobPath = $DomainJoinelobPath
Ipv4Address = $IPV4Address
Ipv4Dns = $IPV4DNS
Ipv4Gateway = $IPv4Gateway
IPV4subnetMask = $IPv4subnetMask
InterfaceNameorIndex = 'Ethernet’
Package = $InstallPackages

$Nan05erver1magePar ameters

Name

TargetPath VMs\NANO2\NANO2Z . vhdx
Dep loymentType Guest

Ipv4Dns {10.10.10.10, 10.10.10.11}
IPV4SubnetMask 255.255.255.0
InterfaceNameOrIndex Ethernet

Edition DataCenter

BasePath C:\NanoBase

Ipv4Address 10.10.10.152

Ipv4Gateway 10.10.254
DomainBlobPath foo\NANO2.djoin

Package {Microsoft-NanoServer-storage-Package, Microsoft-Nancserver-IIS-Package, Microso...

[]



a

PS C:\foo> New-NanoServerImage @NanoServerImageParameters Administratorfassword
cmdlet New-NanoServerImage at command pipeline position 1

Supply values for the following parameters:

PS C:\foo> Get-vMswitch | Select-Object -ExpandProperty Name
PubTlic-wifi

Internal

Ps C:\foo> $switchName = 'Internal’

PS C:\foo> New-VM -VHDPath $NanovMPath -Name $NanoComputerName -Path $NanovVMFolder ~
-switchName $SwitchName -Generation 2 -Verbose |
Start-vM

VERBOSE: New-VM will create a new virtual machine "NANO2".

& Server Manager

@ ¥ Server Manager * All Servers

. = SERVERS
B

All servers | 1 total

= Filter L (= @A
BE All Servers - -
Add Servers

igl AD DS Server Mame  |Pvd Address  Manageability

DC 10101010 Online - Performance counters not started

[



e Add Servers O
DNS Impaort Selected
Computer
Location: ‘ il Reskit » @| F
. ) 4 RESKIT.ORG (1)

Operating System:| All b NANOZ

Name (CN): INANO2 |

MName Cperating System

NANOZ Windows Server 2016 Datacenter

1 Computer(s) found 1 Computer(s) selected
Help oKk || cancel

[1




& Server Manager

Server Manager * File and Storage Services * Servers

i-‘ SERVERS
[HH Servers . All servers | 2 total
i Volumes = .
- Filter P E > H-
[ [] Disks
In! Storage Pools Server Name  IPvd Address Manageability Last Update
o
e S EE DC1 10.10.10.10  Online - Performance counters not started  12/02/2017 00:00:07
ﬂ iSCS 10.10.10.152  Online 12/02/2017 00:02:
e Work Folders

[




Chapter 3: Managing Windows Updates

PS5 C Install-Wind ture -Name 'UpdateServices' -IncludeManagementTools -Verbose
VERBOSE: Installatiol arted. ..

VERBOSE: Continue with installation?

VERBOSE: Prerequisite proc started...

VERBOSE: Prerequisite proc succeeded.

Feature Result

o 55
Additional configuration may

.6, HTTP Activation, Remote Serv...
equired. Review the article Managing W5US Using PowerShell at TechMet Library (http://go.microsoft.
/7LinkId=235499) for more information on the recommended steps to perform W5US installation using PowerShell
: Installation succeeded.

Get-WindowsFeature | Where-Object -FilterScript {§PSItem.Installed}

Display Name Name Install State

F1ileAndS5torage-5ervices
File-Services
F5-FileServer
Storage-5Services
Web-Server
Web-WebServer
Web-Common-Http
Web-Default-Doc
Web-5tatic-Content
Web-Performance
Web-Dyn-Compression
Web-Security

Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed

File and Storage Services
[%] File and 15CSI Services
[X] File Server
[%] 5torage Serwvices
[¥] wWeb Server (IIS)
[X] Web Server
[%] Common HTTP Features
[X] Default Document
[¥X] 5tatic Content
[%] Performance
[X] Dwvnamic Content Compression
[X] Security

[X] Reguest Filtering
[X] wWindows Authentication

[X] Application Development

[X] .NET Extensibility 4.6
[X] ASP.NET 4.6
[X] ISAPI Extensions

[x] ISAPI Filters
[X] Management Tools
[%] II5 Management Console
[%] II5 & Management Compatibility
[X] II5 6 Metabase Compatibility
[¥] IIS & Management Console

$WsUSContentDir =

LastWriteTime

WSUS”
5' -ItemType Directory

Length Name

Web-Filtering
Web-Windows-Auth
Web-App-Dev
Web-Net-Ext45
Web-Asp-Net45
Web-ISAPI-Ext
Web-ISAPI-Filter
Web-Mgmt-Tools
Web-Mgmt-Console
Web-Mgmt-Compat
Web-Metabasze
Web-Lgcy-Mgmt-Console

Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed

& "$env:ProgramFiles‘\Update Services\Tools'WsusUtil. exe"WsusUtil.exe" postinstall CONTENT_DIR=$WSUSContentDir

Log file is located at C:h
Post install 1s starting

rsYAdministrator\AppData’Local’Temp'2

Post install has successfully completed

EmplAFB. tmp

[



Get-Content C:h

2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28
2017-02-28

P5 C:%\= Get-Websi

Name

Default wWeb Site

W5US

Administration

LULY LA LA LA LY LY LY Y LA LA LA LY LY LY Y LY LA LA LY LY LY Y LY LY

Started
& Started

Adminmistrator’\AppData’Local’Temp' 2% tmplAFE. tmp
Postinstall started

Detected role services: Api, UL, WidDatabase, 5erwvices
Start: LoadSettingsFromParameters

Content Tocal 1is: True

Content directory is: C:\WSUS

SOL instname 1s:

End: LoadSettingsFromParameters

Start: Run

Fetching WsusAdministrators5id from registry store
Value is 5-1-5-21-564364657-173954772-155622663-1000
Fetching WsusReportersSid from registry store

Value 15 5-1-5-21-564364657-173954772-155622663-1001
Configuring content directory...

Configuring groups...

Starting group configuration for W5US Administrators...
Found group in regsitry, attempting to use 1t...
Writing group to registry...

Finished group creation

Starting group configuration for W5US Reporters...
Found group in regsitry, attempting to use 1t...
Writing group to registry...

Finished group creation

Configuring permissions. ..

Fetching content directory...

Fetching ContentDhir from registry store

Value is C:\WSUS

Fetching group SIDs...

Bindings

%5ystemDrive®\1netpubhwwwroot http =:80:
C:“\Program Files‘Update http :8530:
Servicesi\Webservices’ Rooth, https :8531: s=1Flags=0

[



Get-Command -Module UpdateSerwices

CommandType MName
Add-WsusComputer
Add-WsusDynami cCategory
Approve-WsusUpdate
Deny-WsusUpdate
Get-WsusClassitication
Get-WsusComputer
Get-WsusDynamicCategory
Get-WsusProduct
Get-WsusServer
Get-WsusUpdate
Invoke-WsusServerCleanup
Remove-WsusDynamicCategory
Set-WsusClassification
Set-WsusDynami cCategory
Set-WsusProduct
Set-WsusServe nchronization

<
m
o
%]

Source

(=== = =l = = R = = = =~ |
=]

UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices
UpdateServices

(=N =Nl NNl = = == |

(= =]

(LSRN SI S SR S LS LS SR L L I L L S I

SWSUSServer = Get-WsusServer
WS LI.;S--rver | select =

WebServiceurl : http SU51:8530/ApiRemoting30,/WebServi ce. asmx
BypassApiRemoting False
IsServerlLocal True

Name W5U51
Version 10.0.14393.0
I=ConnectionSecureForApiRemoting True
PortNumber 8530
PreferredCulture en
ServerName wW5U51
UseSecureConnection False
ServerProtocolVersion : 1.20

$wWsusServer | Get-Member -MemberType Method

TypeName: Microsoft.UpdateServices.Internal.BaseApi.UpdateServer

Name MemberType Definition

AddDynamicCategories Method void AddDynamicCategories(System.Collections. Generic. IEnumera. . .
AddDynamicCategory Method void AddDynamicCategory(Microsoft. UpdateServices. Administrati...
CancelAl1Downloads Method void CancelAllDownloads (), void IUpdateServer.CancelAl1Downlo...
CreateComputer TargetGroup Method Microsoft.UpdateServices. Administration. IComputerTargetGroup ...
CreatelynamicCategory Method Microsoft.UpdateServices. Administration. IDynamicCategory Crea...
CreateInstallApprovalRule Method Microsoft.UpdateServices. Administration. TAutomaticUpdateAppro. ..
CreateObjRef Method System. Runtime. Remoting.0bjRef CreateObjRef (type requestedType)
Deletelynami cCategory Method void DeleteDynamicCategory(string name, Microsoft.UpdateSerwvi...
DeleteInstallApprovalRule Method void DeletelnstallApprovalRule(int ruleld), void IUpdateSer
DeleteUpdate Method void DeleteUpdate(guid updateld), woid IUpdateSerwver.DeleteUp..
Equals Method bool Equals({System.0Object ob3)

ExpirePackage Method vold ExpirePackage(Microsoft.UpdateServices.Administration.Up...
ExportPackageMetadata Method void ExportPackageMetadata(Microsoft.UpdateServices. Administr...
ExportUpdates Method void ExportUpdates(string packagePath, string logPath})

[



P5 C:%> SW5USProducts = Get-WsusProduct
EWsUSProducts

ID
Exchange 2000 Server 83a83e29-7d55-44a0-afed-aealedbc3ses
Exchange Server 2003 3ct32f7c-dBee-43T8-al0da-8b88acf8alrla
Exchange 35219494 -d516-4b40-aZ2la-cd2416098982
Local Publisher 7cd0e8c2-0lae-47f5-9af2-6e75a0582518
Locally published packages 5cc25303-143T-40f 3-az2fT-803a1db69955
Microsoft Corporation 56309036-4c77-4dd9-951a-9%ee9c246a94
office 2003 1403f223-a63f-f572-82ba-c9239121 8055
office XP 6248b8bl-fTeb-dbd9-887a-2acf53b09dfe
office 477b856e-65c4-4473-b621 -ad3b230bb70d9
S50L Server 7145181b-9556-4b11-b659-0162Fa9df11f
SOL Oadcbc73-8BEB7-4d7T-9cbe-d08fadfaddle
Windows 2000 familwy 3b4b8621-726e-43a6-b43b-37d07ec7019f
Windows Server 2003 family dbfs7a08-0dsa-46fT-b30c-7715eb9498e9
Windows Serwver 2003, Datacenter Edition 7f44c2a7-bc36-470b-belb-cllbedcsddde
Windows XP 64-Bit Edition Version 2003 adbedbld-aB09-4f63-9b49-3Te31967bed0
Windows XP family 558FT4bc3-4827-49el-accf-ea79rd72d4cd
Windows 6964aab4d -c5b5-43bd-al7d-ffb4346a8eld

PS5 C:» $WS5USSubscription. StartSynchrom zationForCategoryOnly ()

Do {
Write-Output $wWsUSSubscription.GetSynchronizationProgress()
Start-5leep -Seconds 5

.

X
While ($WsUsSubscription.GetSynchronizationStatus() -ne "MotProcessing”)
SWsUs5ubscription. GetLastSynchronmizationInfo) | Select-Object -Property

TotalItems ProcessedItems Phase

0 Categories
5 Categories

3139 NotProcessing

[



fwWsUsSubscription. GetL astSynchronization Info @]

Id : 9d673eld-1a48-4d99-9033-6dF613089a87
StartTime : 28/02/2017 19:58:25

EndTime : 28/02/2017 20:08:15

StartedManually : True

Result : Succeeded

Error : NotApplicable

ErrorText

UpdateErrors

PS C:\> Get-WsusProduct -TitleIncludes 'Server 2016'
Get-wsusProduct -TitleIncludes 'windows 10'

ID
Exchange Server 2016 49c3ddde-4df2-4534-980c-83f4e27b23b5
Microsoft SQL Server 2016 93f0b0bc-9c20-4ca5-b630-06eb4706a447
windows Server 2016 569e8e8f-c6cd-42c8-92a3-efbb20a0f6f5
windows 10 and later drivers 05eebf61-148b-43cf-80da-1c99ab0b8699
windows 10 and later upgrade & servicing drivers 341268b4-7e2d-40e1-8966-8bb6ea3dad27
windows 10 Anniversary Update and Later Servicing Drivers bab879a4-claf-4b52-9617-0f9ael286fh6
windows 10 Anniversary Update and Later Upgrade & Servicing Drivers Oba562e6-a6ba-490d-bdce-93a770ba8d21
Windows 10 Anniversary Update Server and Later Servicing Drivers 3c54bb6c-66d1-4a79-884c-8a0c96Ta20d1
windows Dynamic Update e4b04398-adbd-4b69-93b9-477322331cd3
windows Feature On Demand e104dd76-2895-41c4-9eb5-c483a61e9427
windows GDR-DU LP 6111a83d-7abb-4a2c-a7c2-f222eebcabf4
windows GDR-DU abc45868-0c9c-4bc0-a36d-03d54113baf4
windows Language Interface Packs 7d247b99-caa2-45e4-9c8f-6d60d0aae35c
windows Language Packs fc7c9913-7ale-4b30-b602-3c62fffd9bla
windows LTSB d2085b71-5f1f-43a9-880d-ed159016d5¢c6
windows a3c2375d-0c8a-4219-bce0-28333e198407

PS C:\>$ChosenProducts = @('windows Server 2016°'
, Microsoft sQL Server 2016°'
, Windows 10' )

PS C:\> Get-WsusProduct |
Where-Object {$PSItem.Product.Title -in $ChosenProducts} |
Set-WsusProduct

[



PS C:\> Get-WsusClassification
ID

Applications 5¢9376ab-8ceb-464a-b136-22113dd69801
Critical Updates ebcfl350-c01lb-414d-a61f-263d14d133b4
Definition Updates e0789628-ce08-4437-be74-2495b842F43b
Driver Sets 77835c8d-62a7-41f5-82ad-f28dlafle3bl
Drivers ebfclfc5-71a4-4f7b-9aca-3b9a503104a0
Feature Packs b54e7d24-7add-428f-8b75-90a396fa584f
Security Updates 0fal201d-4330-4fa8-8ae9-b877473b6441
Sservice Packs 68c5b0a3-dla6-4553-ae49-01d3a7827828
Tools b4832bd8-e735-4761-8daf-37f882276dab
Update Rollups 28bcB880e-0592-4cbf-8f95-c79b17911d5fF
Updates cd5ffdle-e932-4e3a-bf74-18bf0b1lbbd83
Upgrades 3689bdc8-b205-4af4-8d4a-a63924c5e9d5

PS C:\> $chosenClassifications = @('Critical Updates'

, Definition Updates'

, Security Updates’

, Service Packs'

, Update Rollups’

, Updates')
$chosencClassifications
Critical Updates
Definition Updates
Security Updates
Service Packs
Update Rollups
Updates

PS C:\> Get-WsusClassification |
Where-Object {$PSItem.Classification.Title -in $ChosencClassifications} |
Set-wWsusClassification

[



PS C:\>

$wsusserver = Get-WsusServer

$wsussubscription = $wsusServer.GetSubscription()
$wsussubscription.startsynchronization()

PS C:\> $wsuUsSServer = Get-WsusServer

$wsussubscription = $wsusserver.GetSubscription()

$wsussubscription.startSynchronization()

$Intervalseconds = 1

#Wa%t for synchronizing to start

Do
Write-output $wSUSSubscription.GetSynchronizationProgress()
Sstart-Sleep -Seconds $IntervalSeconds

}
while ($wsussubscription.GetSynchronizationstatus() -eq 'NotProcessing')
#wait for all phases of process to end
Do {
Write-Output $wsussubscription.GetSynchronizationProgress()
Start-Sleep -Seconds $IntervalSeconds

Until ($wsussubscription.GetSynchronizationstatus() -eq 'NotProcessing')
#when complete, check result of synchronization

Start-Sleep $IntervalSeconds
$wsussubscription.GetLastSynchronizationInfo()

TotalItems ProcessedItems

0 NotProcessing
0 Categories
0 Categories
0 Updates

PS C:\> $wsussubscription.SynchronizeAutomatically = $true
$wsussubscription.NumberofsSynchronizationsPerbay = 1
$wsussubscription.save()

[



PS C:\> $wsusServer = Get-WsusServer
$wsusserverURL = "http{2}://{0}:{1}" -
$wsusserver .Name,
$wsusserver .PortNumber,
("', "s")[$wsusserver.UseSecureConnection]
$wsusserverURL
http://wsus1:8530

PS C:\> $PolicyName = "wsus Client"”
New-GPO -Name $PolicyName
New-GPLink -Name $PolicyName -Target "DC=RESKIT,DC=0rg"

PS C:\>
$key = "HKLM\software\Policies\Microsoft\windows\WindowsuUpdate\Au"
Set-GPRegistryvalue -Name $PolicyName

-Key S$key

-vValueName 'UseWUServer''

-Type DWORD -vValue 1
$key = "HKLM\Software\Policies\Microsoft\windows\WindowsUpdate\AU"
Set-GPRegistryvalue -Name $PolicyName ~

-Key S$key

-valueName 'AuUOptions’

-Type DWORD -

-value 2
$key = "HKLM\Software\Policies\Microsoft\windows\Windowsupdate'
Set-GPRegistryvalue -Name $PolicyName

-Key $key

-valueName 'Wuserver’

-Type String ~

-value $wsSusSServerURL
$key = "HKLM\Software\Policies\Microsoft\windows\Windowsupdate'
Set-GPRegistryvalue -Name $PolicyName ~

-Key S$key

-ValueName 'WuStatusServer’

-Type String -vValue $wWsUSServerURL

PS C:\Users\Administrator> Gpupdate /force
wuauclt /detectnow
Updating policy...

[



PS C:\> $WSuUSServer = Get-WsusServer
$wsusserver.CreateComputerTargetGroup ("Domain Controllers™)

UpdateServer Id Name
Microsoft.UpdateServices.Internal.BaseApi.UpdateServer b76f8295-29¢3-468c-9eac-311ctb0d2d67 Domain Controllers
PS D:\Google Drive\Book Authoring\Content First Drafts\ch3\result logs>

PS C:\> Get-WsusComputer -NameIncludes DCl |
Add-wWsusComputer -TargetGroupName "Domain Controllers”

PS C:\> $DCGroup = $wsusSServer.GetComputerTargetGroups() |
where-Object Name -eq "Domain Controllers”

PS C:\> Get-WsusComputer |
Where-Object ComputerTargetGroupIDs -Contains $DCGroup.Id

Computer IP Address Operating System Last Status Report

dcl.reskit.org 10.10.10.10 windows Server 2016 Datacenter 03/03/2017 22:38:47

PS C:\> $wsussServer = Get-WsusServer
$approvalRule = $wsussServer.CreateInstallApprovalRule("critical Updates™)

PS C:\> # Define a deadline:

$RuleDeadLine = New-Object ~
Microsoft.UpdateServices.Administration.AutomaticUpdateApprovalDeadline
$RuleDeadLine.Dayoffset = 3

$RuleDeadLine.MinutesAfterMidnight = 180

$ApprovalRule.Deadline = $RuleDeadLine

Ps C:\> SuUpdateclassification = $ApprovalRule.GetUpdateClassifications()

$UpdateClassification.Add(($wSUSServer.GetUpdateClassifications() |
Where-Object -Property Title -eq 'Critical Updates'))

$updateClassification.Add(($wWSUSServer.GetUpdateClassifications() |
Where-Oobject -Property Title -eq 'Definition Updates'))

$ApprovalRule.SetUpdatecClassifications($UpdateClassification)

0

1

PS C:\> $TargetGroups = New-Object
Microsoft.UpdateServices.Administration.ComputerTargetGroupCollection
$TargetGroups.Add(($wsusserver.GetComputerTargetGroups()

Where-Object -Property Name -eq "Domain Controllers™))
$ApprovalRule.SetComputerTargetGroups ($TargetGroups)
0

[



PS C:\> $ApprovalRule.Enabled = $true
$ApprovalRule.save()

PS C:\> $WSUSServer = Get-WsusServer

#See overall update status
$wsusserver.Getstatus()

UpdateCount DeclinedUpdateCount ApprovedUpdateCount NotApprovedUpdateCount ComputerTargetCount

PS C:\> $wsusserver.GetComputerTargets()
Ful1DomainName IPAddress osDescription

dcl.reskit.org 10.10.10.10 .0.14393.594 12/05/2017 5 windows Server Datacenter
dg 10.10.10.254 .0.14393.594 12/05/2017 04:34:07 windows Server Datacenter
sg-clil.reskit.org 10.10.10.141 .0.10240.1... 02/04/2017 19:49:01 windows 10 Pro

wsusl.reskit.org 551l .0.14393.594 12/05/2017 03:52: windows Server Datacenter
srvl.reskit.org 10.10.10.50 .0.14393.594 12/05/2017 :29: windows Server Datacenter
srv2.reskit.org 10.10.10.51 14393.0 13/03/2017 :51: Windows Server Datacenter

PS C:\> Get-HotFix -ComputerName DCl

$Cimsession = New-CimSession DCL
Get-SilwindowsUpdate -CimSession ($CimSession) | Format-Table -AutoSize
$Ccimsession | Remove-CimSession

source Description HotFixID InstalledBy Installedon

Update KB3192137 NT AUTHORITY\SYSTEM 12/09/2016
Update KB3211320 NT AUTHORITY\SYSTEM 07/03/2017
Update KB4013418 NT AUTHORITY\SYSTEM 19/03/2017
Security Update KB3213986 NT AUTHORITY\SYSTEM 07/03/2017

ID InstallDate PSComputerName

KB3211320 07/03/2017 bDCl
KB4013418 19/03/2017 bDcl
KB3213986 07/03/2017 bDCl

[



- $SecurityUpdates = SWSUSServer.SearchUpdates(Windows Server 2016’
ject -Property UpdateClassificationTitle -EQ 'Security Update
Sort-Object -Property CreationDate -Descending

$SecurityUpdates | Get-Member

peName: Microsoft.UpdateServices.Internal.BaseApi.Update

Name MemberType Definition
AcceptLicenseAgreement Method va1d AcceptLicenseAgreement(), void IUpdate.AcceptlicenseAgreement()
Method Microsoft. Updat: r Ad ration. IUpdateApproval Approve({Microsoft.UpdateServices.Administr.
OptionalInstall Method Microsoft. UpdateSer Admi ration. IUpdateApproval ApproveForOptionallInstall(Microsoft. Update. .
CancelDownload Method void CancelDownload void IUpdate.CancelDownload()
Create0bjRef Method System. Runtime. Remoting.ObjRef CreateObjRef(type requestedType)
Decline Method void Decline(), void Decline(bool failIfReplica), void IUpdate.Decline()
Method bool Equals(System.Object obj)
e Method void ExpirePackage(), void IUpdate.ExpirePackage()
ExportPa: Method void E pm‘tPaLLagEMetadata( string fileName), void IUpdate.ExportPackageMetadata(string fileName)
viousRevision Microsoft. Updat: RevisionChanges Ch isi Microsof...
tHashCode ()

g operty o

MsrcSeverity Property Admi ion. Ms oW erity {getjset;}
ProductFamilyTitles Property System.Co. Tons. iali {get;}
ProductTitles Property System.Collection iali

PublicationState Property Microsoft. Updat:

ReleaseNotes ring ReleaseNo

RequiresLicenseAgreementAcceptance P perty 001 RequiresLice ementAcceptance fget;set;

SecurityBulletins Property System.Collection ialized. StringCollection .:ecumtyﬁu]]etwn‘ {get;}

§5ecurityUpdates | Select CreationDate, Title

CreationDate Title

Cumulative Update for Windows Server 2016 Technical Preview 5 for x64-based qyrtems (KB3207296)

Cumulative Update for Windows Server 2016 Technical Preview 5 for -based Systems (KB3:

Security Update for Adobe Flash P1 for Windows Server 2016 Techmical Previ x ed Systems) (KB3209498)
Security Update for Adobe Flash P1 for Windows Server 2016 Technical Previ x6 e ystems) (KB32 90)
Security Update for Adobe Flash Pl for Windows Server 2016 Technical Previ ed Systems) (KB3194343)
ecurity Update for Adobe Flash P1 for Windows Server 2016 Technical Previ e tems) (KB3201860)
017-05 Security Update for Adobe Flash Player for Windows Server 2016 for ystems (KB4020821)

2017-05 Cumulative Update for Windows Server 2016 for x64-based Systems (KBE4019472)

Cumulative Update for Windows Server 2016 Technical Preview 5 for x64-based stems (KB3199442)

7 Security Update for Adobe Flash Player for Windows Server 2016 Technical Preview 5 (KB3188128)

ecurity Update For Adobe Flash Player for Windows Server 2016 Technical Preview 4 for x64-based Systems (KB3188128)
Security Update for Windows Server 2016 Technical Preview 5 (KB3172729)

Cumulative Update for Windows Server 2016 Technical Preview (KB3097877)

Cumulative Update for Windows Server 2016 Technical Preview 5 for x64-based Systems (KB3172989)

Cumulative Update for Windows Server 2016 Technical Preview 5 for x64-based tems (KBE3188966)

Cumulative Update for Windows Server 2016 for x64-based Systems (KB3193494)

Security Update for Adobe Flash Player for Windows Server 2016 (for x64-based Systems) (KB4018483)

Cumulative Update for Windows Server 2016 for x64-based Systems (KB4015217

Cumulative Update for Windows Server 2016 for x64-based Systems (KB3176495)

Cumulative Update for Windows Server 2016 Technical Preview 5 for

Cumulative Update for Windows Server 2016 Technical Preview 5 for > Systems (rﬁ,mnum)

Security Update for Adobe Flash Player for Windows Server 2016 (for d Systems) (KB4014329)

Security Update for Adobe Flash Player for Windows Server 2016 Techmical Preview 5 (for x64-based Systems) (KB3209498)

Cumulative Update for Windows Server 2016 Technical Preview 5 for x64-based tems (KBE3207296)

Security Update for Windows Server 2016 Technical Preview 5 (KB3198389)

Security Update for Adobe Flash Player for Windows Server 2016 Technical Preview 4 for x64-based Systems (KB3188128)

Security Update for Windows Server 2016 Technical Preview 5 (KB3172729)

Cumulative Update for Windows Server 2016 Technical Preview 5 for —based tems (KB3172989)

Cumulative Update for Windows Server 2016 Technical Preview 3 (KB3i i

$Selectedupdate = $SecurityUpdates |
Where-0Object -Property KnowledgebaseArticles -EQ 4019472

$DCTargetGroup = $wsUsServer.GetComputerTargetGroups() |
where-Object -Property Name -eq 'Domain Controllers

PSs C:\> $selectedupdate.Approve("Install”,$DCTargetGro

GoLiveTime Deadline AdministratorName TargetGroup

2017-05 Cumulativ... 12/05/2017 18:48:34 31/12/9999 23:59:59 RESKIT\Adnnmstlator Domain Controllers

[



PS C:\> $DeclinedUpdate = $SecurityUpdates |
Where-Object -Property KnowledgebaseArticles -EQ 4020821

PS C:\> $DeclinedUpdate.Decline($DCTargetGroup)

[



Chapter 4: Managing Printers

P5 C:\Users\administrator> Get-PrinterPort -Name 5ales_Colour |
Format-Table -Property Name, Description, PrinterHostAddress, Portnumber

Description PrinterHostAddress Portnumber

Sales_Colour Standard TCP/IP Port 10.10.10.61

PS5 C:\Usersh\administrator> Get-PrinterDriver -Name MEC* |
Format-Table -Property Name, Manufacturer, DriverVersion, PrinterEnvironment

Mame Manufacturer DriverVersion PrinterEn

MEC Color MultiwWriter Class Driver NEC 2814750710366208 Windows x64

P5 C:\Users\administrator> Get-Printer -ComputerMame Psrv -Name SGCP1
Format-Table -Property Mame, ComputerMName, Type, PortMame, Location, Published, Shared

Name ComputerName Type PortName Location Published Shared

SGCPL1 Psrv Local Sales_Colour True True

P5 C:'\WUsersiadministrator> $Printer = Get-Printer -Name "SGCP1”
PS5 C:'Usershadministrator> $Printer | Format-Table Mame, Publizhed
Mame Published

SGCPL False

P5 C:“Users‘admimistrator> §Printer | Set-Printer -Published $true
-Location "10th floor 10E4°

PS5 C:‘\Users‘admmstrator> Get-Printer -Name "SGCP1° |
Format-Table Wame, Published, Location

Mame Published Location

SGCPL True 10th floor 10E4

[



= Add Printer

Find a printer by other options

(") My printer is a little older. Help me find it.
(@) Find a printer in the directory, based on location or feature
(T Select a shared printer by name

Browse...

Example: V\computername\printername or
http://computername/printers/printername/.printer

(") Add a printer using a TCP/IP address or hostname
(T Add a Bluetooth, wireless or network discoverable printer

(") Add a local printer or network printer with manual settings

Cancel

[




L) Find Printers — O >
File Edit View

In: | ] Entire Directory ~ Browse...

Primers  Features Advanced

| | JLOp

Mame: | |

Location:

Clear Al

Model: | |

45

QK
Search results:
Mame Location Meodel
F= SGCPT 10th floor 10E4 MEC Coler MultiWriter Class Driver|
£ >

1 iternis) found

PS5 C:\Usershadministrator> Get-Printer SGCP1

Name ComputerName Type DriverName o Shared Published

SGCP1 Local HP LaserJet 9000 PS5 Cl... Sales_Colour True True

PS C:\Users’\administrator> $Printers = Get-CimInstance -ClassName Win32_Printer

PS5 C:\Usershadministrator> "{0} Printers defined on this system"” -f Sprinters.count
& Printers defined on this system

[



“Users'adminmistrator> §Printer | Format-Table -AutoSize

-I:i. \

Mame ShareName SystemMame PrinterState PrinterStatus Location

SGCPL 5GCPL PSRV 10th floor 10E4

=

File Action View Help
| nE XEGE|  BE

&1 Print Management || Printer Name Queue Status JobsIn .. Server Name Driver Mame Actions
~w 7| Custom Filters

_ = SGCP1 Ready 1 PSRY (local) MEC Color MultiWriter Class Driver | Printers Wi... &
7| All Printers ()

+| All Drivers (7) < > More...
7| Printers Mot Ready SGCP1

7| Printers With Jobs

= Jobs  Printer Web P
w o Print Servers e
v

& PSRV {local) Document Name Job Status Owner Pages Size Submitted
ltg] Drivers Test Page Printing Administrator 1 226 KB 21:02:01 10/12/2016
iy Forms
4 Ports
= Printers W S >

ACE Trustee: Administrator

Account: RESKITVAdministrator - Manage Printer: Allowed
ACE Trustee: Administrator

Account: RESKITVAdministrator - Manage Documents: Allowed
ACE Trustee: CREATOR OWNER

Account: “CREATOR OWNER - Manage Child: Allowed
ACE Trustee: ALL APPLICATION PACKAGES

Account: APPLICATION PACKAGE AUTHORITYM\ALL APPLICATION PACKAGES - Manage Child: Allowed
ACE Trustee: Everyone

Account: ‘“Everyone - Print: Allowed
ACE Truste Everyone

Account: “Everyone - Generic Execute: Allowed
ACE Trustee: ALL APPLICATION PACKAGES

Account: APPLICATION PACKAGE AUTHORITYM\ALL APPLICATION PACKAGES - Print: Allowed
ACE Trustee: ALL APPLICATION PACKAGES

Account: APPLICATION PACKAGE AUTHORITYMALL APPLICATION PACKAGES - Generic Execute: Allowed
ACE Trustee: Administrators

Account: BUILTIN\Administrators - Manage This Printer: Allowed
ACE Trustee: Administrators

Account: BUILTIN\Administrators - Manage Child: Allowed

Group Name
Group 5ID
SDDL F 2 2507345-667613206-1118)

[



2L Group Policy Management
=l File Action View Window Help
= | zE Gl

8 X

2L Group Policy Management Sales
A _é\ Forest: Reskit.Org

- ; Linked Group Pelicy Objects  Group Policy Inhertance  Delegation
w |55 Domains

~ i3 Reskit.Org IJnkE)rder GPO Enforced Link Enabled GPO Status
=/ Default Domain Palicy

2| Domain Controllers
3| Sales
=t Group Policy Objects
% WMI Filters
Eg Starter GPOs

B Sites

s¢ Group Policy Modeling

"¢ Group Policy Results

WMI Filter

Bl Group Policy Management

| =L File Action View Window Help

= HE 8| XE Q| HE

[

5L Group Policy Management Sales
v _-;\j._ Forest: Reskit.Org

- Linked Group Policy Objects  Group Policy Inhertance  Delegation
v g5 Dom

v 3 Reskit.Org LinkEerer GPO Enforced Link Enabled GPO Status
=/ Default Domain Policy

2 Domain Control
o Sales
=} Group Pelicy O
“;:? WMI Filters
] Starter GPOs
(@ Sites Source Starter GPO:
si5 Group Policy Modeling o
"% Group Policy Results

MNew GPO ot

MName:

|Sales Group Printing]

Corc

WMI Filter

[



_%_Liiinup Policy Management O >
(=L File Action View Window Help - & x
Al ARl 7
|2, Group Pelicy Management Sales
v £ Ft_}rest: Re.sklt.Org Linked Group Policy Objects  Group Policy Inhertance  Delegation

~ |55 Domains -
v 3 Reskit.Org Link Order  GPO Enforced Link Enabled GPO Status
i/ Default Domain Policy ﬁ Yes Enabled
» 2] Domain Contraollers Edit
» (2] Sales Ent}rced
» [ 5t Group Policy Ohbjects Link Enabled
» [ WMI Filters
5 L[ Starter GPOs save Report...
» _ﬁg Sites - - Delete
sii Group Policy Modeling i,
. enarme
|#) Group Palicy Results
Refresh
£ >

[1




=] Group Pelicy Management Editor
Fil= ~ Action View Help

| 2E = HEE

= Sales Group Printing [DC1.RESKIT.ORG] Pelicy
w i Computer Configuration
| Paolicies
| Preferences
w 4%, User Configuration
~ [ | Policies
| Software Settings
w || Windows Settings
2| Scripts (Logon/Logoff)

T Security Settings
(L Folder Redirection
ol Policy-based QoS
= Deployed Printers

Preferences

| Administrative Templates: Policy definitions

i Scripts (Logen/Logoff]

L

=
Select an item to view its description.  Mame
= Logon
= Logoff
£

\ Extended ,;(\Standard /

[




Logon Properties ?

Scripts

&

PowerShell Scripts

Windows PowerShell Logon Scripts for Sales Group Printing

MName Parameters Up

Diown

Add...
Edit...

Remove

Farthis GPO, run scrpts in the following arder:

Mot configured '

\ i PowerShell scripts require at least Windows 7 or Windows Server

2008 R2
Show Files...
Cancel Apply

Add a Script et
Script Mame:
|| | Browse...
Script Parameters:

QK Cancel

[




Logon Properties ?

Scripts  PowerShell Scripts

g Windows PowerShell Logon Scripts for Sales Group Printing

Mame Parameters Up
Sales Group Logon Scri... Down
Add...
Edit...
Remaove

For this GPO. run scripts in the following order:
Mot corfigured e

| i PowerShell scripts require at least Windows 7 or Windows Server
2008 R2

Show Files...

QK Cancel Applhy

[



Ps C: \Users\tf] RESKIT> cd “transcript
t Stranscript.txt

Windows PDW&FShe]] transcr1pt start

Start time: 20161214141914

Username: RESKIT'\tf1

RunAs User: RESKITWtf1

Machine: SG-CL1 (M1crnsnft Windows NT 10.0.14393.0)

Host Application: -ExecutionPolicy ByPass -File Sales Group Logon Script.psl
Process ID: 3688

PSVersion: 5.1.14393.0

PSEdition: Desktop

PsCompatibleversions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.14393.0
BuildVersion: 10.0.14393.0

CLRVersion: 4.0.30319.42000

WsManStackVersion: 3.0

PSRemotingProtocolVersion: 2.3

Ser1a]1zat10nhers10n 1.1.0.1

T anscript started, output file 1s Cihtranscript\transcript.txt
Logon script - 5ales GVroup Logon Script.psl
Date/time: [14/12/2016 14:19:14]
5G Printer does not exist
Date/time: [14/12/2016 14:19:16]
* Adding 3G Printer

MName DriverName

W psrvi SGCPL i Connection  NEC Color MultiWriter ...

PS5 C:WUsersitf1.RESKIT= cd C:\transcripth
PS C:hZtranscript= cat .\transcript.txt

Windows PowerShell transcript start
Start time: 20161214142529
Username: RESKITWLT1
RunAs User: RESKITHtf1
Machine: 5G-CL1 (M1crosoft Windows NT 10.0.14393.0)
Host Application: -ExecutionPolicy ByPass -File 5ales Group Logon Script.psl
Process ID: 3604
PSVersion: 5.1.14393.0
PSEdition: Desktop
PSCompatibleversions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.14393.0
BuildVersion: 10.0.14393.0
CLRVersion: 4.0.30319.42000
WsManStackVersion: 3.0
PSRemot1ngPr0tnco1Uers1on 2.3
: 1.1.0.1

Transcript started, Dutput file is C:\transcript\transcript.txt
Logon script - Sales GVroup Logon Script.psl
Date/time: [14/12/2016 14:25:30]
Sales group printer found

DriverMName

Connection NEC Color MultiWriter ...

Wi ndows in&rShe]] transcr1pt end

End time: 20161214142533

| Branch Office Printing Enabled

Branch Office Printing Dhsabled
[]

PortName

Sales_Col...

PortName

Sales_Col...




NWame Type DriverName POrtName

SGCP1 Local NEC Color Multiwriter Class Driver Sales_Colour?,sales_Colour

=0 SGCP1 Properties =

Gereral Sharing Pots  Advanced Color Management  Securty Device Settings

=  seop

Print to the following port(s). Documents will print to the first free
checked port.

Port Description Printer 2
[] comi: Serial Port
[] comz: Serial Port
[] comz: Senal Port
] comé: Serial Port

Sales_Colour  Standard TCP/IP Port SGCP1
Sales_Colourd Standard TCP/IP Port SGCP1

£ >

Add Port... Delete Port Configure Port...

Enable bidirectional support

Enable printer pooling

Corced | | only

User Computer Primter

Print Document Administrator icrosoft Print to PDF C: ers\administrator\Documents'\xx. pdf
Print Document Administrator S Microsoft Primt to PDF C:\Users\administrator\Documerts\x. pdf
Print Document Administrator ‘\\Ps Microsoft pPrint to PDF C:\Users‘\administrator\Documentstestl. pdf

[



Chapter 5: Managing Server Backup

P5 C:= $Pol

Schedule

BackupTargets

VolumesToBackup

Files5specsToBackup
Files5pecsToExclude
ComponentsToBackup

EMR

SwstemState

OverwriteDldFormatvhd :
VssBackupOptions : VssCopyBackup

$5chedule = "06:00"
Set-WB5chedule -Policy SPOL -Schedule $Schedule

20 March 2017 06:00:00

P5 C:'» Get-WBDNsk |
Format-Table -Property DiskName, DiskMumber,
FreeSpace, Properties

D1 skName D1 skNumber FreeSpace Properties

Virtual HD ATA Device 0 121787637760 ContainsCriticalvVolume
Microsoft Virtual Disk 1 95086919168 ValidTarget

[




P5 C:%» $TargetDisk = Get-WBDnsk |
where-Object Properties -match "validTarget®' |
Select-Object -First 1
P5 C:% %Target = New-WBBackupTarget -Disk $TargetDhisk °
-Label "Recipe 6-1" °
-PreserveExistingBackups $true
P5 C:%> Add-WBBackupTarget -Policy $Pol -Target $Target -Force

Label : Recipe 6-1

WBDisk : Microsoft Virtual Disk
WBVo1ume -

Path -

TargetType : Disk

Inheritacl : False
PreserveExistingBackup : True

> fDisktoBackup = Get-WBDisk | Select-Object -First 1
> FVolume = Get-WBVolume -Disk $DnsktoBackup |
Where-DObject FileSystem -eq "NTFS®
P5 C:» Add-WEBVolume -Policy 3$Pol -Volume $Volume

VolumelLabel : System Volume

MountPath 3 UES

MountPoint : “\?“Wolume{0da&l5s51-0000-0000-0000-1000000000007}
Filesystem : NTFS

Property : Critical, validSource

FreeSpace : 121785053184

Total5Space : 137436856320

PS C:\> $POL

Schedule : {20/03/2017 06:00:00%}
BackupTargets : {Recipe 6-1}
VolumesToBackup : {System Volume (C:)}
FilesSpecsToBackup =

FilesspecsToExclude

ComponentsToBackup H

EMR : False

SystemState : False
Overwrite0ldFormatvhd : False
VssBackupDptions : VssCopyBackup

[




$Drive = Get—-CimInstance —Class Win32_volume |
wWhere-0Object Label -EQ 'Recipe 6-1°

Set—-CimInstance -InputObject iDrive -Property @{Driveletter="0Q:"}

Get—-CimInstance —Class Win32_Volume |
Where-0Object Label -EQ 'Recipe 6-1" |
Format-Table -Property Driveletter, Label

Driveletter Label

Recipe 6-1

PS C:» Get-WBPolicy

Schedule
BackupTargets

£20/03/2017 06:00:00}
{Recipe 6-1}

VolumesToBackup : {System Volume (C:)}
1

FilesSpecsToBackup : {1
FilesSpecsToExclude
ComponentsToBackup

EMR

SystemState
Overwrited]dFormatVhd
VssBackupOptions

P5S C:= Get-WBSummary

NextBackupTime
NumberOfVersions
LastsuccessftulBackupTime
LastSuccessftulBackupTargetPath
LastSuccessfulBackupTargetLabel
LastBackupTime
LastBackupTarget
DetailedMessage
LastBackupResuTltHR
LastBackupResultDetailedHR
CurrentOperationStatus

: Q:

'D3,/2017 06:00:00

'03/2017 13:18:54

"Wolume{303f5cce-4450-45e0-b268-8F2de40de561}

Recipe &-1
20/03/2017 13:18:54

: 0
: 0
MoOperationInProgress

[



# Do the backup
P5 C:%» SMBPol = Get-WEBPolicy -Editable

PS5 C:\WindowsYsystem32> Start-WBBackup -Policy $MEPo1
Creating a shadow copy of the wvolumes in the backup...
Creating a shadow copy of the volumes in the backup...
Creating a shadow copy of the wvolumes in the backup...
Updating the backup for deleted items...
Volume 1 (0%) of 1 volume(s).

... multiple lines deleited for brevity
Volume 1 (100%) of 1 volume(s).
Creating a shadow copy of the backup storage lTocation(s)...
The backup operation completed.

P5 C:'> Get-WEBPolicy

Schedule : {20/03/2017 06:00:00}
BackupTargets : {Recipe 6-11}
VolumesToBackup F

F1lesSspecsToBackup

Files5pecsToExclude

ComponentsToBackup

EMR

SystemState

OverwriteDldFormatVhd :

VssBackupDptions : Vs=CopyBackup

[



Get-ChildItem -Path Q: -Recurse -Depth 3 -Directory

Directory: Q=%

Mode LastWriteTime Name

WindowsImageBackup

Directory: Q indowsImageBackup

Mode LastWriteTime

22/12/2016 06:08

Directory: Q:%WindowsImageBackup' PSRV

LastWriteTime Length Name
22,/12/2016 Backup 2016-12-22 060006
22,/12/2016 Catalog
22,12 Logs
22,/12/2016 S5PPMetadataCache

'™ = | Backup 2017-03-20 153950 - O X
Home Share View o
N « WindowslmageBackup * PSRV » Backup 2017-03-20 153950 v O Search Backup 2017- 2
MName Date modified Type Size

7 Quick access
wa 0dab1551-0000-0000-0000- 100000000000

v [ This PC | BackupSpecs

Hard Disk Image F...

XML Document

[ Desktop =] f9f938eb-2b83-4063-ace7-3%a1b731b993_... XML Document

5| Documents =] f9f938eb-2b83-4063-ace7-3%a1b731b993_... XML Document

J Downloads | f5f938eb-2b83-4065-ace7-3%a1b731b995_... XML Document

D Music | f2f338eh-2b83-4065-ace7-39a1h 7310993 ... XML Document 4KB
) | f2f338eh-2b83-4065-ace7-39a1h 7310993 ... XML Document 4KB

I Pickices 2] 9f938eb-2b83-4065-ace7-39a1b731b993_... XML Document 2k8

B videos 2] 9f938eb-2b83-4065-ace7-39a1b731b993_... XML Document 2k8

‘&= System Volume (C:) =] f9f938eb-2b83-4065-ace7-39a1b731b993 _... XML Document 2KB

- Recipef-1(Q:) =] f9f938eb-2b83-4063-ace7-3%a1b731b993_... XML Document 3KB
2] f9f938eb-2b83-4065-ace7-3%a1b731b995_... AML Document 5KB

¥ Metwork .
2] f9f938eb-2b83-4065-ace7-3%a1b731b995_... XML Document 2KB
2] f9f938eb-2b83-4065-ace7-3%a1b731b995_... AML Document 5104 KB

[



= [+] = | Systern Violume (T2)

“ Haome Share View

« v A am * ThisPC » System Volume (T:)

s R

Mame [Date modified Type Size
7 Quick access
foo 231272016 2316 File folder
v O This PC Logs 12/08/2016 12:36 File folder
I Desktop newspool 25/11/2016 11:08 File folder
2 Docurments PerfLogs 16/07/2016 14:23 File folder
l’ Downloads PrinterDrivers 2001272016 15:07 File folder
J-‘ Music Program Files 16/11/2016 23:26 File folder
) Program Files (x86) 16/07/2016 14:23 File folder
=/ Pictures Recovered 28/12/201622:03  File folder
B Videos Recovered? 28/12/2016 2206 File folder
= System Volume (C:) Scripts 02/01/2017 21:19 File folder
- Recipe 6-1 () spool 15/02/2017 14:48 File folder
= System Volume (T:) SpoolViaRegistry 20/03/2017 13:1 File folder
Users 11/1172016 23:37 File folder
b Network Windows 12/02/201717:54  File folder
| Unattend 10/11/2016 12:54 XML Document 9 KB

# 5TEF 1

PS5 C $00Po] New-WEPo11cy

PS fFspecl New-WBFileSpec -FileSpec ° Foo*

PS5 $F5pec? New-WBF11eSpec -FileSpec "C:\Users‘administrator'Documents "
26 Add-WBF1leSpec -Policy $00Pol -FileSpec $F5pecl, $F5pec?

PS fVolume = Get-wWBVolume -VolumePath Q:

PS5 fTarget = New-WBBackupTarget -Volume $Volume

PS5 C Add-WEBackupTarget -Policy $00Po]l -Target $Target

Label : Recipe 6-1
WED =k E

WBVolume : Recipe &-1 (Q:)

Path W P\Wolume{303F5cce-4450-45e0-b268-8F 2ded40des 61}
TargetType : Volume

Inheritacl : False

PreserveExistingBackup : False

[



Start-wWBBackup -Policy 500Pol
Initializing the 1ist of items to be backed up...
Creating a shadow copy of the wvolumes in the backup...
Updating the backup for deleted 1tems...

Scanning the file system...

Volume 1 (79%) of 1 volume(s).

Compacting the wvirtual hard disk for volume C:, 33% completed.
Creating a shadow copy of the backup storage location{s)...
The backup operation completed.

—)
A Computer Management
Flz Action View Help
e | nFE BE =00
A Computer Management (Local) || Volume | Layout | Type | File System | Status
v [["E System Tools == Recipe 5-1 () Simple Basic NTFS Healthy (Prirnary Partition)
E}:] Task Scheduler == Systemn Volume (C:) Simple Basic NTFS Healthy (System, Boot, Page File, Active, Crash Dump, P
@ Event Viewer &= System Volume (T:) Simple Basic NTFS Healthy (Primary Partition)
@ Shared Folders < >
$ Local Users and Groups 4
@ Performance —piskco
% Device Manager Basic System Volume (C:)
v 2 Storage 128.00 GB 128.00 GB NTF5
il Windows Server Backup Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
= Disk Management
T Services and Applications
= Disk 1 . |
Basic Recipe 5-1 (Q:)
126.38 GB 126.86 GB NTFS 20 M8
Online Healthy (Primary Partition) Unallocated
5 Disk 2 I
Basic System Volume (T:)
128.02 GB 128.00 GB NTFS 20 MB
Online Healthy (Primary Partition) Unallocated

[




= | Systern Violume (T2

Home Share View
“— v P ¥ ThisPC 5 System Volume (T:) »
~
[ Desktop ~ Name Date modified Type Size
5| Documents foo 23/12/201623:16  File folder
; Downloads Users File folder
J’! Music
&=/ Pictures
m Videos

o System Yolume (C:)
- Recipe 3-1(Qx)
¥ e System Volume (T:)

v foo
driver
dsc
v Users
L administrator

=] Documents

$Job = Get-WBJob -Previous 1
$Job

JobType # cup

StartTime : 21/03/2017 16:10

EndTime : 21/03/2017 16:29

JobState : Completed

CurrentOperation

HResult : D

DetailedHResult =: O

ErrorDescription

JobItems : {volumeList}

VersionId 3 1/2017-16:10

SuccessLogPath : W1 1ndows ServerBackuph\Backup-21-03-2017_16-10-04. Tog
FailureLogPath 3 i "W1indows ServerBackup\Backup_Error-21-03-2017_16-10-04. log

$Job | Select-Object -ExpandProperty JobItems

MName : VolumelList
Type : VolumelList
State : Completed
HResult : 0
DetailedHResult : O
ErrorDescription :
BytesProcessed : 13802364640
TotalBytes : 13802864640
CurrentItem 3
SubItemProcessed

SubItemFailed

TotalSubItem

SubItemList

[



$BUSet = Get-WBBackupSet | Where-Object Versionid -eq $Job.VersionId
fBUSet

VersionId : 03/21/2017-16:10

BackupTime 3 3/20017 16:10:04

BackupTarget 3 Volume{303f5cce-4450-45e0-b268-8F2dedDdes 61}
Recoverableltems : Volumes, SystemState, Applications, Files, BareMetalRecovery
Volume : {System Volume (C:)}

Application : {Registry}

VssBackupOption : VssCopyBackup

SnapshotId : 1bad?a5f-64cb-4b55-b3a0-10669839c80cC

Backup5etId : bceaZdfc-610d-4ba6-81e3-f7ea71lbeeaab

If (-Mot (Test-Path C:“Recovered))
-Item -Path C:“Recovered -ItemType Directory}
fFile oohD1. txt"
$TargetPath Recovered, '
S5tart-WBFileRecovery -BackupSet $BUSet -SourcePath $File
-TargetPath $TargetPath -Option CreateCopyIfExists °
-Force
Recovering files from C:\Foo‘\Dl.txt
Completed.

P5 C:%» Get-ChildItem -Path 3TargetPath

Directory: C:%Recovered

Mode LastWriteTime Length Name

62 dl.txt

[



C: If (-Mot (Test-Path C:“Recovered2))
{Mew-Item -Path C:“Recovered2 -ItemType Directory}

$SourcePath
$TargetPath -
Start- NBF11HRecquFy BacLupSvt $BUSet -SourcePath $5ourcePath ~©
-TargetPath $TargetPath -Recursive -Force
Recovering Tiles from C:%Foo"
Recovering files from C:“Foo' : 88% of files recovered.
Completed.

P5 C:\> Get—ChildItem -Path C:\Recovered2\foo

Directory: C:%recovered2‘foo

LastWriteTime Length

09/12/2016
20,03, :
20,/03/2017 : ? d2.txt

P5 C:\>= Get-W -Path DC1
Name S5tate CPUUsage(%) MemoryAssigned(M) Uptime Version

DC1 Running O 00:29:30. 3490000 Operating normally 8.0

[



wWbadmin Start Backup -BackupTarget:C: -HyperV:'DC1"
whadmin 1.0 - Backup command-Tine tool
(C) Copyright 2013 Microsoft Corporation. All rights reserved.

Retrieving volume information...

Amy virtual machines included in the backup might be temporarily placed into a
saved state when the backup runs.

This will back up HyperVADC1 to C:.

Do wyou want to start the backup operation?

[¥] Yes [N] No ¥

The backup operation to C: 1s starting.
Creating a shadow copy of the wvolumes specitied for backup...

5tarting application backup...

Copying Tiles for DC1(Online)... 4% done.
Backup of DC1(0Online) succeeded.
Application backup succeeded.

Backup of DC1(0Online) succeeded.

Summary of the backup operation:

The backup operation successtully completed.
Backup of DC1(0Online) succeeded.

Application backup succeeded.

Log of files successfully backed up:
D\WWINDOWSY Logs'WindowsServerBackuph Backup-22-03-2017_22-07-49. log

PS C:\> Get-Content C:\WINDOWS\Logs\WindowsServerBackup\Backup-29-12-2016_23-56-53.1og
Backed up
Backed up 1%
Backed up 1MDC1-AutoRecovery . avhdx
Backed up 1N\DC1.vhdx
Backed up 1%Ref2016. vhdx
Backed up
Backed up
Backed up Virtual Machine',
Backed up virtual Machine\Snapshot
Backed up - Virtual Machine\Snapshots\FC35EC6C-021C-4A9C-BB86-010A59E22DF7 . vimcx
Backed up - Vvirtual Machine\Snapshots\FC35EC6C-021C-4A9C-BB86-010A59E22DF7 . VMRS
Backed up Virtual Machine\Virtual Machines\
Backed up Virtual Machine\Virtual Machines\6501E155-A138-48E0-8392-683FF6F26759.VMRS
Backed up Virtual Machine\Virtual Machines\6501E155-A138-48E0-8392-683FF6F26759.vmcx
Application backup
Writer Id: {66841CD4-6DED-4F4B-8F17-FD23F8DDC3DE}
Component: 6501E155-A138-48E0-8392-683FF6F26759
Caption : Online\DC1
Logical Path:

[



PS5 C:%» Get-ChildItem -Path C:'WindowsImageBackup',

Directory: C:'WindowsImageBackup

Mode LastWriteTime Length MName

P5 C:» Get—-ChildItem -Path C:“WindowsImageBackup'Hvl
Directory: C:%WindowsImageBackup'Hv1
LastWriteTime Length MName

Backup 2017-03-22 220749
Catalog
Logs
SPPMetadatalCache
16 Mediald

Location of Config Information: D:\DC1

Exists: True

Location of DC1 Hard Drive : D:\DC1\Vartual Hard Disks\DC1.vhdx
Exists: True

Stop-WM -Name DC1 -TurnOff -Force
Remove-VM -Name DC1 -Force
Get-WM -Mame DC1
Get-W : Hyper-V was unable to find a virtual machine with name "DC1".
At Tine:1 char:1
+ Get-W -Name DC1
4 — —
+ CategoryInfo : InvalidArgument: (DC1:5tring) [Get-WM], VirtualizationException
+ FullyQualifiedErrorId : InvalidParameter ,Microsoft.HyperV.PowerShell.Commands. GetvM

[



= $Backupversions = Whbadmin.Exe Get Versions -Backuptarget:C:

%= $Version = 3Backupversions | Select-5tring "Version identifier’ |
Select-0Object -Last 1

N> SVID $version.Line.Split (" "J[2]

th> $Cmd "& Whadmin.exe Start Recovery -Itemtype:Hyperv -Items:DC1 "

e $Cmd += "-Version:ivid -Alternatelocation -RecoveryTarget:C:\Recovery"

%= Invoke-Expression —-Command $Cmd

wbadmin 1.0 - Backup command-Tline tool
(C) Copyright 2013 Microsoft Corporation. All rights reserved.

Warning: If a Virtuwal Machine you are trying to recover to alternate location
was backed up from this host, this will delete and overwrite the original
virtual machine if 1t st111 exists.

You have chosen to recover the application Hyper¥. The files for the
following components will be recovered to C:‘\Recovery.

Warming: If a Virtual Machine you are trying to recover to alternate location
was backed up from this host, this will delete and overwrite the original
virtual machine 1f 1t sti111 exasts.

Warning: The virtual machines might not start if their network settings are
different after recovery. After recovery is complete use Hyper-V Manager to
verify the network settings of the wvirtual machines before they are started.

VW name: DC1
W caption: Online\DC1
VM identifier: DDSF6DE3-5F65-4990-B0ODD-BF328BFB47BE

Do wou want to recowver the application HyperV?
[¥] Yes [N] Mo Y

Preparing the component DC1(0Online) for recovery...

Recovering the files for the component DC1(Online), copied (1%).

Recovering the files for the component DCL({OnTline), copied (100%).

Recovering the component DC1({OnTline).

The component DC1({Online) was successtully recovered.

The recovery operation completed.

Log of files successfully recovered:

C :\WINDOWS' Logs"WindowsServerBackup ApplicationRestore-22-03-2017_22-35-29. log

Summary of the recovery operation:

The component DCL{Online) was successfully recovered.

PS5 C:\> Start-WM -Name DC1

PS C:%= Wait-Vm -Name DC1 -For IPAddress

PS C:l\= Get-VM -Name DC1

Mame State CPUUsage(%) MemoryAssigned(M) Uptime Status Version

DC1 Running O 00:01:28.9540000 Operating normally 8.0




Location of Config Information: C:%Recovery\DC1WD ‘Book - DC1

Exists: True

Location of DC1 Hard Drive : C: WDCAYWD_%Book - DC1YWirtual Hard Disks\DC1.whdx
Exists: True

PS C:%> Install-windowsFeature —-Wame Windows-Server-Backup

Success Restart Needed Exit Code Feature Result

Success {windows Server Backup}

Cih Install-windowsFeature -Name Windows-Server-Backup
Feature Result

NoChangeNeeded {}

[



PS C:h» IT (Get-wWBPolicy) {Remove-wBPolicy -Al1l -Force}
# Create new policy
$FullBUPO]l = New-WEPolicy
$Schedule = "06:00°
# 5et schedule
et-WBSchedule -Policy $FullBuPol -Schedule $Schedule | Out-Null
Create a credential
= "adminmistrator@reskit.org’
= ConvertTo-Securestring -String '"Pas$iword’ -AsPlainText -Force
red = New-Object -TypeName System.Management.Automation.PSCredential
-ArgumentList SU,%P
# Create target and add to backup policy
Invoke-Command -ComputerName SRV1 -Credential Scred
-sScriptelock {
New-Item -Path "C:‘\Backup"
-ItemType Directory
Hew-SmbShare -Name Backup -Path "C:\Backup'
-FullAccess "$Env:USERDOMAIN\domain admins" |

#
%
%
b1

u
Pl
cr

Out-Null

$Target = New-WBBackupTarget -NetworkPath "‘\\SRV1\Backup" -Credential $Cred
Add-weBackupTarget -Policy $FullBUPol -Target $Target -Force | Out-Null
# Get and set volume to backup

f$0isktoBackup = Get-WBDisk | Select-Object -First 1

fvolume = Get-wWBVolume -Disk $DisktoBackup

Add-wBvolume -Policy :FullBuPol -volume SVolume | Out-Null

# Add BMR to policy

Add-wEBareMetalRecovery —-Policy S$FullBuPol

# Set policy

Set-wWePolicy -Policy $FullBUPDl -Force

PS C:%»> Start-wWBBackup -Policy $FullBUPol -Force

Creating a shadow copy of the volumes in the backup...

Volume 1 (0%) of 1 wvolume(s).

Volume 1 (100%) of 1 volume(s).

The backup operation completed.

An item with the specified name C:%\Backup a'lready ex
+ CategoryInfo : R rceExists: (C:\Back tring) [New-Item], IDOException
+ FullyqualifiedErrorId : DirectoryExist, Microsoft.Powershell.Commands . NewItemCommand
+ PSComputerName @ SRV1

The name has already been s ed.
+ CategoryInfo otSpecified: (MSFT_SMBEShare:R00T/Microsoft/wWindows/SMB/MSFT_SMBEShare) [New-SmbShare], CimException
+ FullyqualifiedErrorId indows System Error 2118,New-SmbShare
+ PSComputerName @ SRV1

[



4 Windows Setup

== Windows Server: 2016

Language to install: |English (United States) -
LY Rl TR Gl EE English (United States)
Keyboard or input method: [I5

Enter your language and other preferences and click "Mext” to continue.

Corporation. All nghts reserved.

[]



1 Windows Setup El =l @

== Windows Server 2016

Install now

Repair your computer

6 Microsoft Corporation. All rights reserved.

[]



Choose an option

Troubleshoot

I T Reset your PC or see advanced options

Turn off your PC

b

[1



"© Advanced options

N
+
S

System Image
Recovery

Recover Windows using a specific
systemn image file

Command Prompt

Use the Cormmand Prompt for
advanced troubleshooting

[1



Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image.

Re-image Your Computer

Windows cannot find @ system image on this computer

Attach the backup hard disk or insert the final DVD from o backup set
and click Retry. Altematively, close this dialog for more options.

Retry

[



Ei,- Re-image your computer

Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image.

Troubleshooting information for BMR.:
http:/fgo. microsoft, com/fwlink/p/?LinkId=225039

IUse the latest available system image({recommended)

(®) Select a system image

< Back Cancel

[



Ei,- Re-image your computer IE'

»

Select the location of the backup for the computer you want to restore 8
If the system image is on an external device, attach the device to this computer, 't.
and then dick Refresh. L >

If the system image is on a DVD, insert the last DVD from the system image backup. Click
Advanced to add a network location or install a driver for a backup device if it does not show
up in the list below,

Current time zone: GMT-3:00

Location Most recent system image Computer

Advanced... Refresh

Mext = Cancel

[



your computer

Re-image Your Computer

—> Search for a system image on the network
Connect to the network to find a system image that you want to restore.

— Install a driver

Locate and install @ driver for o device thot is attached to the computer but is not in the list
of availoble system imoges.

Cancel

Advanced...

[1



Select the location of the backup for the computer you want to restore

| £2

P

If 4

an| Re-image Your Computer IEI
If thy | Areyou sure you want to connect to the p. Click
Adva : > s not show
upin networlk:
currd Make sure you are connecting to a trusted network.
During this type of restore, your computer does not
Log have security updotes installed and might be
vulnerable to malicious or potentially harmful
software.
Yes No
Advanced... Refresh
< Back Mext = Cancel

[




P

If the system image is on an external device, attach the device to this computer,

select the location of the backup for the computer you want to restore !
' |t
and then dick Refresh, ‘&b"’?

I .
& Re-image Your Computer @ now
Y
Spedfy the location of the system image.
{
| Metwork folder: ]
VSR 1\Badkup]|
Example: Y\server'share
Cancel
Advanced... Refresh

< Back Mext = Cancel

[




— -
Ke-IMmMaoe Vour Computer

= -

:j-elect the location of the backup for the computer you want to restore b i
Windows Security = *

Enter network credentials
Enter your credentials to connect tor SRV

| Reskit\administrator |

Domain: Reskit

[ Remember my credentials

Cancel

< Back Mext = Cancel

[



@J Re-image your computer IE'

LY
Select the location of the backup for the computer you want to restore b I '
|

If the system image is on an external device, attach the device to this computer,
and then dick Refresh.

If the system image is on a DVD, insert the last DVD from the system image backup. Click
Advanced to add a network location or install a driver for a backup device if it does not show
up in the list below,

Current time zone: GMT-3:00

Location Most recent system image Computer

\\SRV 1\Backup) 1/1/2017 10:05:22 AM

Advanced... Refresh

[



hk]

&J Re-image your computer

Select the date and time of system image to restore

If more than one system image is available and you're not sure which one to

restore, choose the most recent ane.

=]

\

4

% Ii.

Backups available for F51 on WsSRV 1'\Backuph,
Current time zone: GMT-2:00

Date and time Drives in backup

1/1/2017 10:05:22 AM c________________________

< Back

Cancel

[




A Re- IMage your computer

Choose additional restore options . ‘I

Format and repartition disks

Select this to delete any existing partitions and reformat all disks Exdude disks. ..
on this computer to match the layout of the system image.

If you're unable to select an option above, installing the drivers

Install drivers. ..
for the disks you are restoring to might solve the problem. ns MVers

Advanced...

[



&J Re-image your computer @

Your computer will be restored from the following system

image:

Date and time: 12017 10:05:22 AM (GMT-8:00)
Computer: F51

Drives to restare: Ci

[



A7 g

| &=
Your computer will be restored from the following system
image:
1) Date and time: | 1/2017 10:05:22 AM {GMT-8:00) |
Computer: F51
Drives to restore: [
Re-image Your Computer 23

All disks to be restored will be formatted ond reploced with the loyout

and data in the system image.
Are you sure you want to continue?

¥es

MNo

< Back

Finish Cancel

Re-image your computer

==

Windows is restaring your computer from the system image. This might take

from a few minutes to a few hours.

Restoring disk (C:)...

Stop restore

[




‘E‘ F51A - Virtual Machine Connection

File Action Media View Help

@O | n |k =

t Corporation. All rights reserwved.
hostname

Get-NetIPConTiguration

: Ethernet 2
E]

riptio i f / dapter #2
NetProfile. Name it. 2 (Unauthenticated)
IPv4Address
IPveDefaultGateway

: 10.10.10.10
10.10.10.11

dministrator.

[



E Registry Editor

File Edit View Favorites Help

hd E Computer Mame Type Data

» - HKEY_CLASSES ROOT i'_"] (Default) REG_SZ (value not set)
HEEY_CURREMT_USER

v HKEY_LOCAL_MACHINE
» - | BCDOODOOOOD
» - | HARDWARE

5| | SAM

... | SECURITY
5 .| | SOFTWARE
5 .| | SYSTEM

» - HEEY_USERS
» - HEEY_CURRENT_COMFIG

[1



B Load Hive

T | w| @ Search Registry
Organize « MNew folder = -~ [N
Reskit&pp ~ Mame Date modified Type
[ This PC L] BeI 04/12/2016 17:42 File
B Desktop [ ] COMPONENTS 05/01/2017 23:12 File
Documents || DEFAULT 04/12/2016 17:42 File
& Download || DRIVERS 05/01/2017 23:04 File
eumeass [ sam 16/07/2016 14:25 File
$ Music [ ] SCHEMA.DAT 05/01/2017 10:42 DAT File
[=] Pictures [ ] SECURITY 04/12/2016 17:42 File
B videos || SOFTWARE 04/12/2016 17:42 File
= Local Disk (C) [ ] s¥sTEM 04/12/2016 17:42 File
#h DVD Drive (D2) 5
- Mew Volume (E:)
d Metwork v £
File name: | SOFTWARE v| | Al Files
Load Hive *
Key Mame:
|OldSoftware Hivel
Cancel
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ﬁ Registry Editor

File Edit View Favorites Help

w E Computer
' HKEY_CLASSES_ROOCT
HEEY_CURREMT_USER.
v | H KEY_LOCAL MACHINE
, .|| BCDOODDOODD
HARDWARE
v .| | OldSoftwareHive
: Classes
Clients
Intel
Microzoft
- ODBC
v | Packt
L Recipet-7
Partner
Policies
----- RegisteredApplica
. .| | WOW6432Node
CANA

)

Mame

ab) (Default)
E'Jﬁecipehlame

Type
REG_S7
REG_S7

Data

(walue not set)
Recipe 6-7

[




$TopKey = ZSoftware\Packt"
$5ubkey = "Recipe6-7'
fRegPath = Join-Path -Path $TopKey -ChildPath $5ubKey
New-Item -Path $TopKey

Hive: HKEY_LOCAL_MACHINE‘\Software

Property

New-Item -Path %Regpath
Hive: HKEY_LOCAL_MACHINESoftware'Packt

Name Property

Recipe6-7

Set-ItemProperty -Type 5tring —-Name RecipeName -Path $regpath -Value "Recipe 6-7"
Get-Item -Path $Regpath

Hive: HKEY_LOCAL_MACHINE‘Software'Packt

Name Property

Recipe6-7 RecipeName : Recipe 6-7

If (Get-WBPolicy) {Remove-WBPolicy -All -Forcel}

$Full1BUPO] = Mew-WBPolicy

f$5chedule = "06:00"

Set-WBSchedule -Policy $FullBUPol -Schedule $5chedule | Out-Null
fBuDi=zk = Get-WBDisk | Where-Object Properties -Match "ValidTarget’
$Buvol = $BuDisk | Get-WBVolume | wWhere-Object MountPath -eq "E:°
fTarget = Mew-WBBackupTarget -Volume $BuVol

Add-wWBBackupTarget -Policy $FullBUPol -Target %Target -Force | Out-Null
fDisktoBackup = Get-WBDisk | Where-0Object Disknumber -eq 0

fVolume = Get-WBVolume -Disk $DisktoBackup

Add-WBVolume -Policy SFullBUPol -Volume $Volume | Out-Null

Add-wWBBar eMetalRecovery —Policy SFullBUPol

Add-wWBSystemState -Policy $FullBUPol

Start-WBBackup -Policy $FullBUPol -Force

Creat1ng a shadow copy of the volumes in the backup...

Creating a shadow copy of the volumes in the backup..

Volume 1 (0%) of 1 volume(s).

Volume 1 (100%) of 1 volume(s).

Compacting the virtual hard disk for volume C:, 98% completed.

Creating a shadow copy of the backup storage location(s).

The backup operation completed.

alalalalalalalal
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$Backup = Get-WBBackupSet | Where-Object BackupTarget -Match
Select -Last 1
$Backup. Application

Identifier WriterId Component

Registry afbab4a?-367d-4d15-a586-71dbb1&8f8485 {Registry“}

wbadmin Start Recovery -Version:$Version —ItemType:Apﬁ-—Items:Registry -Recoverytarget:E:%
wbadmin 1.0 - Backup command-Tline tool L
(C) Copyright 2013 Microsoft Corporation. All rights reserved.

You have chosen to recover the application Registry. The files for the

following components will be recovered to E:%.

Note: Recovering the files to an alternate location without involwing writer will not recover the
application.

Component = Registry (\Registry)

Do you want to recover the application Registr
[¥] Yes [N] No Y

Preparing the component Registry fTor recovery...

Recovering the files for the component Registry, copied (2

Recovering the files for the component Registry, copied (10

Recovering the component Registry.

The component Registry was successfully recovered.

The recovery operation completed.

Log of files successfully recovered:
C:\Windows'\Logs'\WindowsServerBackup'\ApplicationRestore-26-03-2017_20-26-36. log

Summary of the recovery operation:

The component Registry was successfully recovered.

Get—-ChildItem -Path E:%Registry'Registry®,

Directory: E:“Registry\Registry

LastWriteTime Length Name
65536 BBEI
41943040 COMPOMENTS
524288 DEFAULT
5242880 DRIVERS
65536 SAM
11796480 SCHEMA. DAT
32768 SECURITY
66846720 S0FTWARE
04,712/ 13893632 S5YSTEM

[



Get—ChildItem -Path HELM:\0ldSoftwareHive

Hive: HKEY_LOC MACH NE\O]dSoftwarFHive\Packt

MName Property

Recipe6-7 RecipeMame : Recipe 6-7

Gmail ~ “ a ] ] ] L] More:

Backup Report for FS1 at: [01/10/2017 15:01:50] inoox

Inbox (2) BackupReport@reskit.org via sendgrid net @ 3:01 PM (1 miny
Starred to me [~

Sent Mail 7] Report - Notepad - [u] X

Daily backup report — contained in the attachment Fle Edit Format View Help

Drafts
Backup Report for FS1 at [01/10/2017 15:01:50]
Morew T T T
aPowerShe\l Q **+ Backup Sets ***
VersionId BackupTime Application BackupTarget
. 01/08/2017-06:00 08/01/2017 06:00:09 {Registry} \\SRV1\Backup
E Report.Txt '

**% Event Log Messages ***
**= Backup Error logs ***

Directory: C:\Windows\Logs\WindowsServerBackup

Mode LastWriteTime Length Name
1 6B (0%) of 15 GB used 04/01/2017 86:12 2 Backup_Error-84-81-2017_06-0-11.1log
05/01/2017 96:12 2 Backup_Error-05-01-2017_06-00-11.1log
06/01/2017 06:48 2 Backup_Error-86-01-2017_06-00-21.log
7/01/2017 06:42 2 Backup_Error-07-01-2017_06-00-10.1log
08/01/2017 86:46 2 Backup_Error-88-01-2017_06-00-89.log
No recent chats
Start a new one
< >

Task Name state Action start Frequency

Daily Backup Report Ready C:Z\scripts\BackupReport.psl 2017-01-10T06:00:00+00:00 1

[



Sign in to your account

Microsoft Azure

Work or school, or persenal Microsoft account

kmail address or phone number

Password

Sign in

Can't access your account?

[1



o
Sign in to your Microsoft account

Enter password

Because you're accessing sensitive info, you need to
verify your password for thomas_lee@msn.com.

‘OGGGGGG‘|

Forgotten my password

sign in with a different Microsoft account

P5 C:%> Login-AzureRmAccount

Environment : AzureCloud

Account : AzureAdmin@Reskit.0Org

TenantId : 537A6561-6c20-596F-7572-204661636521
SubscriptionId : 4ab572727-9207-26T6-36b7-32069742121
SubscriptionName : Reskit.Org

CurrentStoragefAccount

~ $5ub = Get-AzureRmSubscription
Select-AzureRm5ubscription -SubscriptionId $Sub[0].5ubscriptionId

Environment : AzureCloud

Account : ArureAdminEReskit.0rg

TenantId : 53IT46561-6c20-596F-7572-204661636521
SubscriptionId : 4865727 27-9207-26T6-36b7-32069742121
SubscriptionName : Reskit.Org

Current5toragefAccount

[




Register-AzureRmResourceProvider —-ProviderNamespace "Microsoft.RecoveryServices'

ProviderNamespace : Microsoft.RecoveryServices

RegistrationState : Registered

ResourceTypes : {vaults, operations, locations, locations/backupStatus...}
Locations : {West US, East US, North Europe, West Europe...}

$RGName "Recipe’
fLocation "WestEurope’
MNew-Azur eRmResour ceGroup -Name $RGName -Location $Location

ResourceGroupMame : Recipe

Location : westeurope

ProvisioningState

Tags g

Resourceld - ubscriptions,/4a6572727-9207-26T6-36b7-32069742121 /resour ceGroups /Recipe

$vVaultName = "RecipeVault'

New-Azur eRmRecove rvicesVault -Name $VaultName -ResourceGroupName $RGName *
-Location $Location

RecipeVault

subscripti

-32069742121/resour ceGroups /Recipe/providers/Microsoft. RecoveryServices /vaults/RecipeVault
Microsoft.Recover
e

Location

Resour ceGroupName :
SubscriptionId 1 4a6572727-9207-26T6-36b7-32069742121

Properties : Microsoft.Azure.Commands. RecoveryServices. ARSVaultProperties

069742121 /resour ceGroups /Recipe/providers/Microsoft. RecoveryServices /vaults/RecipeVault
Location E
ResourceGroupName :
SubscriptionId : 4a6 32069742121
Properties P ecoveryServices.ARSVaultProperties

-Azur eRmRecoverySservicesVaultSettingsFile -Backup -Vault $vault -Path $CredPath
“"Credential File Path: [{0}]" - $CredsFile.FilePath

Credential File Path: [C:\Foo‘\RecipeVault_Mon Mar 27 2017.VaultCredentials]

Start-0BRegistration -VaultCredentials $Credsfile.FilePath -Confirm:$fals
Vault credentials wvalidation succeeded. Below are the backup wvault details.

CertThumbprint a94630f92e3320846484b64celbaf421 7579131
SubscriptionID 4a6572727-9207-26F6-36b7-32069742121
ServiceResourceName Recipevault

Region westeurope

Machine registration succeeded.
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%> Set-0OBMachineSetting -
Server properties updated successfull

Backupschedule
DsList
Pol1cyMame
RetentionPolicy
S5tate
Policystate

» $5ched = New-0B5chedule -DaysofWeek Tuesday, Saturday -TimesofDay 04:00
Set-0B5chedule -Policy $APolicy -Schedule $5ched

BackupSchedule : 14:00
Wednesday, Saturday,
Every 1 week(s)

DsList
Pol1cyName 3
RetentionPolicy :
S5tate
PolicyState

fRetentionPolicy = New-OBRetentionPolicy -RetentionDays 7
Set-0BRetentionPolicy -Policy $APolicy -RetentionPolicy 3RetentionPolicy

BackupSchedule : 04:00
Tuesday, Saturday,
Every 1 week(s)

DsList :

Pol1cyName 5

RetentionPolicy : Retention Days : 7
WeeklylLTRSchedule :
Weekly schedule iz not set
MonthlylLTRSchedule :
Monthly schedule 15 not set
Year lwvLTRSchedule :
Yearly schedule 1s not set

5tate

PolicyState

[



If (Get-0BPolicy) {Remove-0BPolicy -Confirm:%$falsel}
Set-0BPolicy -Policy $APolicy —Confirm:$false

Backupschedule : 04:00
Tuesday, Saturday,
Every 1 week(s)
DsList : fDataSource
Datasourceld:140738999491858
Mame :C 2%,
FileSpec:FileSpec
FileSpec:C:h,
IsExclude:False
IsRecursive:True
FileSpec
FileSpec:C:\Windows
IsExclude:True
IsRecursive:True
]
Pol1cyName : 419dbee5-603c-4bad-9T5 6-e95 e2db0G09%
RetentionPolicy : Retention Days : 7
Week 1yl TRSchedule
Weekly schedule 15 not set
MonthlylLTRSchedule
Monthly schedule is not set
Year lvLTRSchedule
Yearly schedule is not set
State : Existing
Policystate : Valid

PS C:%~ Get—-0BPolicy | Get-0BSchedule

SchedulePoli cyName : 3blabdel-f223-4Zel-bc04-32e3691547Cca
ScheduleRunDays : {Tuesday, Saturday}

ScheduleRunTimes : {04:00:00}

SchedulewWeeklyFrequency : 1

State : Exasting

Off11neseedingParams

PS C:\» Get-OBPolicy | Start-OBBackup

Taking snapshot of wvolumes...

Preparing storage...

Generating backup metadata information and preparing the metadata VHD...

Data transfer is in progress. It might take longer since it is the first backup and all data needs to be transferred...
Data transfer completed and all backed up data is in the cloud. Verifying data integrity...

Data transfer completed

Job completed.

The backup operation completed successfully.
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C:%= $RecoveryOption = New-0BRecoveryDption -DestinationPath 'C:‘\AzRecover'
-OverwriteType Skip
PS5 C:%» Start-OBRecovery -RecoverableItem $Item -RecoveryOption $RecoveryOption
Job 1s in pre restore step...
Estimating size of backup items...
Estimating size of backup items...
Job completed.
The recovery operation completed successfully.

P5 C:'\AzRecover\C_wvol» Get-ChildItem C:“AzRecover’C_wal
Directory: C:ZAzRecover’C_wvol

Mode LastWriteTime Length Name

PS5 C:‘AzRecoverC_wvol> Get-ChildItem C:“AzRecoverhC_wol%Foo

Directory: C:ZAzRecover’C_wol‘\Foo

Mode LastWriteTime Length Mame

—E==—==
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Chapter 6: Managing Performance

PS C $Counterset Get-Counter -ListSet
P5 C "There are counter sets on [{1}] $Counter5sets. count, (hostname)
There are 16 sets on [5RV1]

counters
counters
counters
counters
counters
counters
counters

CounterSetName

Processor The Processor performance object consists of counters that measure aspects of processor
activity. The processor is the part of the computer that performs arithmetic and logical
computations, initiates operations peripherals, and runs the threads of processes. A
computer can have multiple proc . The processor object represents each processor as an
instance of the object.

Memory The Memory performance object consists of counters that describe the behavior of physical
and virtual memory on the computer. Physical memory is the amount of random access memory on
the computer. WVirtual memory consists of the space in physical memory and on disk. Many of
the memory counters monitor paging, which is the movement of pages of code and data between
disk and physical memory. Excessive paging, a symptom of a memory shortage, can cause delays
which interfere with all system processes.

Network Qo5 Policy This counter set consists of flow statistics specific to a network Qo5 policy.

Network Interface The Network Interface performance object consists of counters that measure the rates at which
bytes and packets are sent and received over a network connection. It includes counters that
monitor connection errors.

Network Adapter The Network Adapter performance object consists of counters that measure the rates at which
bytes and packets are sent and received over a physical or virtual network connection. It
includes counters that monitor connection errors.

FileSystem Disk Activity The FileSystem Disk Activity performance counter set consists of counters that measure the
aspect of filesystem's IO Actiwvity. This counter set measures the number of bytes filesystem
read from and wrote to the disk drive.

LogicalDisk The Logical Di performance object consists of counters that monitor Togical partitions of a
hard or fixed disk drives. Performance Monitor identifies logical disks by their a drive
letter, such as C.

PhysicalDisk The Physical Disk performance object consists of counters that monitor hard or fixed disk
drive on a computer. Disks are used to store file, program, and paging data and are read
retrieve these items, and written to record changes to them. The values of physical disk
counters are sums of the values of the Togical disks (or partitions) into which they are
divided.

= N
Memory counter set has [36] counters
Processor counter set has [15] counters

[



‘page faults/sec
available bytes

write copies/sec
ransition faults/sec
cache faults/sec
emand zero Taults/sec
ec

pages input/sec
page reads/sec
pages output/sec

paged bytes

nonpaged bytes

writes/sec

paged allocs

nonpaged allocs

system page table entries
cache bytes
cache bytes peak
pool paged resident bytes
ystem code total bytes
ystem code resident bytes
ystem driver total bytes
ystem dri resident bytes
ystem cache resident bytes
% committed bytes in use
available kbytes
available mbytes
ransition pages repurposed/sec
free & zero page list bytes
modified page list bytes
tandby cache reserve bytes
tandby cache normal priority bytes
tandby cache core bytes

ong-term average standby cache lifetime (s)

CounterSetType

Processor MultiInstance
Memory SingleInstance
Network Qo5 Policy SingleInstance
Network Interface MultiInstance
Network Adapter MultiInstance
FileSystem Disk Activity SingleInstance
LogicalDisk MultiInstance
PhysicalDisk MultiInstance

Value
12.0078471280982
1257881600
4254994432
5827514368

o
1.99866808758643

137068544
42594304
0

108561
76393
12311148
31903744
97136640
101056512
3825664
3547136
13737984
12300288
[
73.0534822617316
1224696
1197

0
879222784
42606592
182726656
193556480
0

14400

[



Timestamp Countersamples

‘srvliymemoryh page faults/sec :
0.999193451046316

14,/01 /2017 D0:42:45 srvliprocessor (0)"% processor time
1.62150741984958

YWsrvliprocessor(_total)\%¥ processor time
1.62150741984958

TypeName: Microsoft.PowerShell.Commands.GetCounter .PerformanceCountersampleSe
MemberType Definition

Property t
ScriptProperty { trPaths = ""
115 .CounterSamples)
$strPaths += ($ctr.Path + " :" + ""'n")

$strPaths += ($ctr.Cookedvalue.ToString() + ""'n'n")

1
¥ -
return $strPaths;}

[



TypeName: Microsoft.PowerShell.Commands. GetCounter. PerformanceCounterSsample

Name MemberType Definition

CookedvValue Property Cookedvalue {get;set;}
CounterType Propert System. Diagnostics. PerformanceCounterType CounterType {get;set;}
DefaultScale Propert uint32 Defaultscale {get;set;}
InstanceMame Propert string InstanceName {get;set;}
MultipleCount Propert uint32 MultipleCount {get;set;}
Path Property string Path {get t;}

RawValue Property uinté4 RawValue {get;set;}
Secondvalue Property  uinted4 Secondvalue {get;set;}
Status Property uint32 Status {get;set;}

TimeBase Property uinted TimeBase {get;set;}
Timestamp Property datetime Timestamp {get;set;}
TimestamplOONSec Property  uinted TimestamplOONSec {get;set;}

Path : Whsrvlyprocessor (0 processor time
InstanceName 1]
CookedValue 1

RawValue : 3159552968750
SecondvValue : 131289666340986025
MultipleCount R

CounterType : Timerl0ONsInverse
Timestamp : 15/01,/2017 15:10:34
TimestamplOONSec : 131289666340980000
S5tatus : D

DefaultScale : 0

TimeBase : 10000000

Path : \\srvllprocessor{_total)\% processor time
InstanceName : _total

Cookedvalue : 0

RawValue : 3159552968750
Secondvalue : 131289666340986025
MuTtipleCount

CounterType : Timerl0ONsInverse
Timestamp : 157012017 15:10:34
TimestamplOONSec : 131289666340980000
Status i

DefaultScale D

TimeBase : 10000000

[



P5 C:'» Get-Cimclass -ClassName Win3Z*perf= | Measure-Object

Count : 343
Average :

Sum

M a1 mum
Minimum :
Property

P5 C:'» Get-Cimclass -ClassName Win3Z2*perfFormatted® | Measure-Object

Count : 171
Average

Sum

M a1 mum
Minimum :
Property :

P5 C:'> Get-Cimclass -ClassName Win32=*perfraw® | Measure-0Object

Count : 171
Average

Sum

M a1 mum
Mimimum :
Property :

[



1 X . . i
PS C:%> Get-cimclass "win32_PerfFormatted=perfos=" | Select-Object -Property CimClassMName

CimClassName

Win32_PerfFormattedData Perf05_Cache
Win32_PerfFormattedData_PerfO5_Memory
Win32_PerfFormattedData Perf0Ss_NUMAModeMemory
Win32_PerfFormattedData Perf05_0Objects
Win32_PerfFormattedData_Perf05_PagingFile
Win32_PerfFormattedData Perf05_Processor
Win32_PerfFormattedData Perf0S5_System

PS5 C:%> Get-cimclass "win32_PerfFormatted=disk*" | Select-Object -Property CimClassName
CimClassName
Win32_PerfFormattedData_Counters_FileSystemDiskactivity

Win32_PerfFormattedData PerfDisk_LogicalDisk
Win32_PerfFormattedData PerfDisk PhysicalDisk

P5 C:%» Get-CimInstance -ClassName Win32_PerfFormattedData_Perf05_Memory

Caption

Description

Name

Freguency_0Object
Frequency_PerfTime
Frequency_5y=s100NS
Timestamp_Object
Timestamp_PerfTime
Timestamp_Sys100NS
AvailableBytes
AvailablekBytes
AvailableMBytes
CacheBytes
CacheBytesPeak
CacheFaultsPersec
CommitLimit
CommittedBytes
DemandZeroFaultsPersec
FreeAnd? eroPagelistBytes
FreeSystemPageTableEntries

LongTermaAver ageStandbyCachel1tetimes

Modif1iedPagel 1stBytes
PageFaultsPersec
PageRead=Persec
PagesInputPersec

: 0

688861184
672716
656

: 55291904
: 124846080
= D

2652426240

: 1655054336
= 19

: 50941952

: 12310378

: 14400

: 4993024

27

: 0
‘ESGI"tPEF‘ ' ' ': [#] ' ' ' ' '




Get-CimInstance —-ClassName Win3Z2_PerfFormattedData_Perf05_Processor
Where Name -eq "_Total®

Caption

Description =

Name : _Total
Frequency_0Object =
Frequency_PerfTime
Fregquency_Sy=100NS
Timestamp_0Object
Timestamp_PerfTime
Timestamp_Sys100NS
CiTransitionsPersec
CZTransitionsPersec
C3TransitionsPersec
DPCRate
DPCsQueuedPersec
InterruptsPersec
PercentC1Time
PercentC2Time
PercentC3Time
PercentDPCTime
PercentIdleTime
PercentInterruptTime
PercentPrivilegedTime
PercentProcessorTime
PercentUserTime
PSComputerName

SONOQWO QS

P5 C:%> Get-Ciminstance -ClassName Win32_PerfFormattedData Perf05_Processor
Sselect -Property Name, PercentProcessortime

Name PercentProcessortime

_Total
]

[



Get-CimInstance -ClassName Win32_PerfFormattedData Perf0S _Memory -ComputerMame DC1

Caption
Description
LT
Frqbuency_ﬂbject
Frequency_PerfTime
Frequency_Sys100NS
Timestamp_Object
Timestamp_PerfTime
Timestamp_5ys100NS £
AvailabhleBytes : 562872320
AvailablekKBytes : 549680
AvailableMBytes : 536
CacheBytes : 66990080
CacheBytesPeak : 130334720
CacheFaultsPersec : 0
CommitLimit : 2549665
CommittedBytes : 1793781
DemandZ eroFaultsPersec =
FreeAndZeroPagel istBytes : 34189312
FreeSystemPageTableEntries : 12309607
LongTermAveragestandbyCachelLifetimes : 14400
ModifiedPagelistBytes : 1671168
PageFaultsPersec : 19
PageReadsPersec Hl]
PagesInputPerszec HE
PagesOutputPersec HE
PagesPer=zec HE
PagewWritesPersec ]
PercentCommittedBytesInUse : 7O

&7

N — _ mana s

79
76

2
0

[



(%) Performance Monitor
) File Window  Help
| HE X

Action  View

6 H= = 1

Performance

v | Menitering Tools
B8 Performance Monitor
w | 7 Data Collector Sets
~ [, User Defined
¥ SRV1 Collector Set
@ SRV1 Collector Set - tsv
m System
1) Event Trace Sessions
1 Startup Event Trace Sessions
~ [ Reports
~ [ User Defined
~ L SRV1 Collector Set
& 20170
[ SRV1 Collector Set - tsv
{8 System

BIE-#X I BEK M

100

804

404

204

l

|

04 Las f L A i MW
13:08:31 13:16:01 13:23:31 13:31:01 13:38:31 13:46:01 13:53:31 14:01:01 14:08:31 14:16:01 14:23:31 14:28:32
i |
last] = —— Average| = - Minimum | - Maximum | - Duration 1:19:59
Show Color Scale Counter Instance Parent Object Computer
[+ 10000 Avg. Disk sec/Read _Total PhysicalDisk SRV
[ 1000.0 Avg. Disk sec/Write _Total PhysicalDisk SRV
[ 1.0 % Disk Time _Total PhysicalDisk WSRV1
[ 10.0 Avg. Disk Queue Length _Total PhysicalDisk \\SRV1
[v 1.0 Disk Transfers/sec _Total PhysicalDisk SRV
[ — 10 % Processor Time _Total Processor WSRV1
[ — 01 Pages/sec Memory SRV
[ 0.1 Available MBytes Memory WSRV1

Property

\\SRV1l\Processor

Total)\% Processor

Count

Time 2881

Max1mum

35.06

CPUS5 Minimum

0.86

35.06
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e & C\Perflogs\System\Diagnostics\SRV1_20170910-000005\reporth O + € || @ C\PerfLogs\System\Diagn... %
System Diagnostics Report =) A
Computer: 53v1
Collected: 10 September 2017 14:22:05
Duration: 60 Seconds
‘ Diagnostic Results = («)
‘ Warnings @
Error
Symptom: (9 Aservice is reported 35 having an unexected error code
Cause: One or more services fs failed, Tne service did not stop gracefully, suggesting the service may have crasned o one of its COMPanents stopped in &N UNSUBPOrted way.
Detail Service exited with code not equal to 0 or 1077
Resolution: Restart the service
Related: Performance Diagnosis
Symptom: (9 Device is disabled.
Cause: Agevice bled preventing it from working property.
Details: The device, Micresoft Hyper-V Network Adapter, is disabled. If this device is no longer used it may be intentionally disabled. The Plug and Play ID for this device is 3.
Resolution: 1. Determine if you need the device,
2.If you need the device, enable it in Device Manager.
3. If you do not use the device it can be left disabled.
Related: Explanation of Error Codes Genersted by Device Manager
Mznage Devices in Wingdows
Symptom: (9 Device s disabled.
Cause: A device bled preventing it from working property.
Detai The device, Microsoft Hyper-V Network Adapter, is disabled. If this device is no longer used it may be intentionally disabled. The Plug and Play ID for this device is VMBUS\(F3615163-DF3E-46C5-913F.F2D2F985ED0E)
V(57588175 FFAF-46AB-86AT-EDFTDE53AB42).
Resolution: 1. Determine if you need the device,
2.If you need the device, enable it in Device Manager.
3. Ifyou do not use the device it can be left disabled.
Related: of Eror Codes Generated by Device Manager
Mznage Devices in Wingows
Informational M
< >
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Chapter 7: Troubleshooting Windows Server
2016

PS C:\> Ping DC1

Pinging DCl1.Reskit.0Org [10.10.10.10] with 32 bytes of data:
Reply from 10.10.10.10: bytes=32 time<lms TTL=128
Reply from 10.10.10.10: bytes=32 time<lms TTL=128
Reply from 10.10.10.10: bytes=32 time<lms TTL=128
Reply from 10.10.10.10: bytes=32 time<lms TTL=128

Ping statistics for 10.10.10.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

PS C:\> Test-Connection -ComputerName DC1l

Source Destination IPV4dAddress IPVbAddress Bytes Time{ms)

10.10.10.10
10.10.10.10
10.10.10.10
10.10.10.10

PS C:\> Test-Connection -ComputerName DC1 -Quiet
True

C:\> Test-Connection -computer 'DCl','DC2','SRV1' -Count 1
Source Destination IPVAAddress IPVbAddress
10.10.10.10

10.10.10.11
10.10.10.50 fe80::b8df:5252:3cf6:b0b7%2 32
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PS C:\I} Test-NetConnection —-ComputerName DC1 -CommonTCPPort SMB

ComputerName : DCl
RemoteAddress : 10.10.10.10
RemotePort - 445
InterfaceAlias : Ethernet
SourceAddress : 10.10.10.50
TcpTestsucceeded : True

PS C:\> Test-NetConnection -ComputerName DCl -CommonTCPPort HTTP
-InformationLevel Detailed

ComputerName : DCl
RemoteAddress : 10.10.10.10
RemotePort : 80

NameResolutionResults : 10.10.10.10
MatchingIPsecRules :
NetworkIsolationContext : Private Network
InterfaceAlias : Ethernet
SourceAddress : 10.10.10.50
NetRoute (NextHop) : 0.0.0.0
TcpTestSucceeded : True

PS C:\> Test-NetConnection -ComputerName DC1l -Port 445

ComputerName : DCl
RemoteAddress : 10.10.10.10
RemotePort : 445
InterfaceAlias : Ethernet
SourceAddress : 10.10.10.50
TcpTestSucceeded : True

[



WARNING: Ping to 10.10.10.123 failed -- Status: DestinationHostUnreachable

ComputerName 10.10.10.123
RemoteAddress 10.10.10.123
InterfaceAlias Ethernet
sourceAddress 10.10.10.50
PingSucceeded False
PingReplyDetails (RTT) 0 ms

C:\> Test-NetConnection -ComputerName DCl1 -PORT 9999
WARNING: TCP connect to DC1:9999 failed

ComputerName DC1
RemoteAddress 10.10.10.10
RemotePort 9999
InterfaceAlias Ethernet
SourceAddress 10.10.10.50
PingSucceeded True
PingReplyDetails (RTT) 0 ms
TcpTestsucceeded False

PS C:\Windows\system32> $TSPacks | Format-Table -Property Name, Version,
Minimumversion,
Description
-Wrap -AutoSize

Version Minimumversion Description

Find and fix problems with the Aero desktop experience

Troubleshoot problems that may prevent Windows Store Apps from working properly
Troubleshoot problems that prevent your computer from playing or recording sound.
Find and fix problems that may prevent background downloads from working
Troubleshoot errors that cause Windows to stop or restart unexpectedly

Find and fix problems with devices and hardware.

Troubleshoot problems with devices and printers.

Find and fix problems with viewing computers or shared files in a homegroup.

Find and fix problems with Internet Explorer performance.

Find and fix problems with security and vacy features in Internet Explorer.
Find and fix problems with your comupter's keyboard settings.

Detects problems with network connectivity.

Find and fix problems with running older programs on this version of Windows.
Find and fix problems to help optimize Windows speed and performance.

Find and fix problems with your computer's power settings to conserve power and extend battery life.
Find and fix problems with printing.

Find and fix problems with Windows search.

Get your microphone ready and fix problems that may prevent windows from hearing you
Troubleshoot problems with a USB device

Find and fix problems playing movies, television, and video

Find and fix problems with Windows Media Player settings.

Find and fix problems with the Windows Media Player Library.

Find and fix problems with playing DvDs in windows Media Player.

Resolve problems that prevent you from updating Windows.

Windows Store Apps

sound

Background Intelligent Transfer Service
Blue Screen

Hardware and Devices

Devices and Printers
HomeGroup

Internet Explorer Performance
Internet Explorer safety
Keyboard

windows Network Diagnostics
Program Compatibility Troubleshooter
Performance

Power

Printer

search and Indexing

speech

UsB

Video Playback

windows Media Player Settings
windows Media Player Library
windows Media Player DVD
Windows Update
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PS C:\Windows\system32> §TSPack.RootCauses

Name

Default wWindows Update data locations have changed
Potential wWindows Update Database error detected
windows Update components must be repaired

System date and time aren't correct

PS C:\>» $TSPack.RootCauses.Resolutions

Name Manual Elevation Interactive
Repair default Windows Update locations

Repair Windows Update Database Corruption

Repair Windows Update components

set the correct date and time

PS C:\> $T1sPack = $TSPacks | where id -eq 'WindowsUpdateDiagnostic"®
PS C:\> $TsPack | Invoke-TroubleshootingPack

Please select the resolutions to apply
The following resolutions are available to address problems that were found

Potential Windows Update Database error detected
[1] Repair Windows Update Database Corruption

Windows Update components must be repaired
[2] Repair Windows Update components

[?]1 Help
[%] Exit

[



Running resolution 'Repair Windows Update components'...
Stopping Bits service

Stopping CryptSvc service

Clearing Bits queue

Starting CryptSvc service

Starting Bits service

The selected resolutions have been run.
Please select whether you wish to run additional resolutions or exit.

[1] Run additional resolutions

[?]1 Help
[x] Exit

PS C:\> Get-Content -Path C:\Answers.xml

<?xml version="1.0" encoding="UTF-8"7>
<Answers Version="1.0">
<Interaction ID="INT_AggressiveMode">
<Value=l1l</value>
</Interaction>
</Answers»

PS C:\> Get-BpaModel | Format-Table -Property Name, Id

Name Id

RightsManagementServices Microsoft/windows /ADRMS
CertificateServices Microsoft/Windows /Certificateservices
Cluster-Aware Updating Microsoft/wWindows /ClusterAwareUpdating
Microsoft DHCP Server Configuration Analysis Model Microsoft/Windows/DHCPServer
DirectoryServices Microsoft/Windows /DirectoryServices
Microsoft DNS Server Configuration Analysis Model Microsoft/wWindows/DNSServer

File Services Microsoft/wWindows /FileServices
Hyper-v Microsoft/wWindows /Hyper-v
LightweightDirectoryServices Microsoft/Windows /LightweightDirect...
Network Policy and Access Services (NPAS) Microsoft/wWindows /NPAS

Microsoft Remote Access Server Configuration An... Microsoft/Windows/RemoteAccessServer
TerminalServices Microsoft/Windows/TerminalServices
Windows Server Update Services Microsoft/Windows /UpdateServices
Microsoft Volume Activation Configuration Analy... Microsoft/Windows/VolumeActivation
WebSserver Microsoft/windows /Webserver

[



PS5 C:\> Invoke-BpaModel -ModelId Microsoft/Windows/FileServices

ModelId Microsoft/Windows/FileServices
SubModelId

sSuccess True

ScanTime 21/07 /2017 11:21:59
ScanTimeUtcoffset

Detail ISRV1 . SRV1}

PS C:\> $Results.count
116

PS C:\> ($Results | where-Object Severity -eq 'Error').count
0

PS C:\> $warnings | select -First 3 |
Format-List Category, Problem, Impact, Resolution

Category : Configuration

Problem : In addition to the normal file names, the server 1is creating short, eight-character
file names with a three-character file extension (8.3 file names) for all files.

Impact : Creating short file names in addition to the normal, long file names can
significantly decrease file server performance.

Resolution : Disable short file name creation unless short file names are required by legacy
applications.

Category : Configuration

Problem : Srv.sys is not set to start on demand.

Impact : Client computers will not be able to access file shares and other Server Message
Block (SMB)-based network services on this computer.

Resolution : Set Srv.sys to start on demand.

Category : Configuration

ProbTlem : AsynchronousCredits doesn't have the recommended value on this server.

Impact : SMB not in a default configuration, which could lead to less than optimal behavior.
Resolution : Set AsynchronousCredits to the recommended value, 64.
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PS C:\> Invoke-Command -ComputerName DCl -ScriptBlock {Get-BpaModel}
Format-Table -Property Name, Id

Name Id

RightsManagementServices Microsoft/Windows /ADRMS
CertificateServices Microsoft/Windows /CertificateServices
Microsoft DHCP Server Configuration Analysis Model Microsoft/Windows /DHCPServer
Directoryservices Microsoft/windows/Directoryservices
Microsoft DNS Server Configuration Analysis Model M1icrosoft/windows /DNSServer

File Services Microsoft/Windows /FileServices
Hyper-v Microsoft/windows /Hyper-V
LightweightDirectoryServices Microsoft/Windows/LightweightDirect. ..
Network Policy and Access Services (NPAS) Microsoft/Windows /NPAS

Microsoft Remote Access Server Configuration Analysis Model Microsoft/windows/RemoteAccessServer
TerminalServices Microsoft/Windows/Terminalservices
windows Server Update Services M1icrosoft/windows /UpdateServices
Microsoft Volume Activation Configuration Analysis Model Microsoft/windows /VolumeActivation
WebServer Microsoft/Windows /WebServer

PS C:\> §5B = {Invoke-BpaModel -ModelIld
Microsoft/Windows/DirectoryServices}
PS C:\> Invoke-Command -ComputerName DCl1 -ScriptBlock $sb

ModelId Microsoft/Windows/DirectoryServices
SubModelId

success True

ScanTime 21/07 /2017 11:24:58
ScanTimeUtcOffset

Detail

PS C:\> JRResults.count
43

PS C:\> $RResults | Group-Object SEVERITY |
Format-Table -Property Name, Count

Name

Information
Error
warning
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PS C:\> $RResults | where-object Severity -EQ 'Error'
Format-List -Property Category,Problem,Impact,Resolution

Category
Problem

Impact

Resolution :

: Configuration
: The primary domain controller (PDC) emulator operations master in this forest is not

configured to correctly synchronize time from a valid time source.

: If the PDC emulator master in this forest is not configured to correctly synchronize

time from a valid time source, it might use its internal clock for time
synchronization. If the PDC emulator master in this forest fails or otherwise
becomes unavailable (and if you have not configured a reliable time server
(GTIMESERV) 1in the forest root domain), other member computers and domain
controllers in the forest will not be able to synchronize their time.

Set the PDC emulator master in this forest to synchronize time with a reliable
external time source. If you have not configured a reliable time server (GTIMESERV)
in the forest root domain, set the PDC emulator master in this forest to synchronize
time with a hardware clock that is installed on the network (the recommended
approach). You can also set the PDC emulator master in this forest to synchronize
time with an external time server by running the w32tm /config
/computer:DCl.Reskit.Org /manualpeerlist:time.windows.com /syncfromflags:manual
/update command. If you have configured a reliable time server (GTIMESERV) in the
forest root domain, set the PDC emulator master in this forest to synchronize time
from the forest root domain hierarchy by running w32tm /config
/computer:DCl.Reskit.0Org /syncfromflags:domhier fupdate.

> Get-EVentLog -LogName *

Max(K) Retain OverflowAction Entries Log

OverwriteAsNeeded Application
OverwriteAsNeeded DFS Replication
OverwriteAsNeeded HardwareEvents
OverwriteOlder Internet Explorer
OverwriteAsNeeded Key Management Serwvice
OverwriteAsNeeded security
OverwriteAsNeeded System
OverwriteAsNeeded Windows Powershell

cCooo~-ooo
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PS C:\> Get-EventLog -LogName * -ComputerName DCl
Max (K) Retain OverflowAction Entries

OverwriteOlder Active Directory Web Services
0 OverwriteAsNeeded Application

15,168 0 OverwriteAsNeeded DFS Replication

512 0 OverwriteAsNeeded Directory Service
02,400 0 OverwriteAsNeeded DNS Server
20,480 0 OverwriteAsNeeded HardwareEvents

512 OverwriteOolder Internet Explorer
20,480 0 OverwriteAsNeeded Key Management Serwvice
31,072 0 OverwriteAsNeeded 188,206 Security
20,480 0 OverwriteAsNeeded 17,112 System
15,360 0 OverwriteAsNeeded 15,825 wWindows Powershell

PS C:\> Get-EventLog -LogName application |
Group-Object -property EntryType |
Format-Table -Property Name, Count

Mame Count
Information 19549
0 246
Error 103
warning 21
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PS C:\> Get-EventLog -LogName System |
Group-Object -Property Source |
sort-Object -Property Count -Descending |
Select -First 10 |
Format-Table -Property name, count

Name Count

Service Control Manager

WAS
Microsoft-wWindows-Kernel-General
Microsoft-windows-Hyper-vV-Netvsc
Microsoft-windows-Time-Service
Microsoft-windows-FilterManager
EventlLog
Microsoft-wWindows-Kernel-Boot
HTTP
Microsoft-windows-DNS-Client

PS C:\> SLocEventlLogs = Get-WinEvent -ListlLog *
PS C:\> $LocEventlogs.count
385

Ps C:\> $LocEventLogs |
Sort-Object -Property RecordCount -Descending |
Select-Object -First 10
LogMode  MaximumSizeInBytes RecordCount LogName

Circular 20971520 7 System

Circular 20971520 Security

Circular 20971520 79 Application

Circular 20000000 Microsoft-Windows-Store/Operational
Circular 10485760 17476 Microsoft-windows-TaskScheduler/operational
Circular 15728640 15487 windows Powershell

Circular 4194304 8245 Microsoft-windows-GroupPolicy/Operational
Circular 8388608 4898 Microsoft-Windows-SmbClient/Security
Circular 1052672 2566 Microsoft-Client-Licensing-Platform/Admin
Circular 1052672 2524 Microsoft-Windows-Kernel-I0/Operational
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PS C:\> $RemEventLogs = Get-WinEvent -ListLog * -ComputerName DC1l
PS C:\> $RemEventlLogs.count
407

PS C:\> $RemEventlLogs |
Sort-Object -Property RecordCount -Descending |
Select-Object -First 10

LogMode  MaximumSizeInBytes RecordCount LogName

Circular 134217728 187690 Security

Circular 20000000 29766 Microsoft-windows-Store/Operational
Circular 10485760 17463 Microsoft-windows-TaskScheduler/Operational
Circular 20971520 16648 System

Circular 15728640 15819 windows Powershell

Circular 4194304 7485 Microsoft-Windows-GroupPolicy/Operational
Circular 15728640 3146 Microsoft-Windows-Powershell/Operational
Circular 1052672 3012 Directory Service

Circular 1052672 2483 Microsoft-windows-Kernel-I0/0Operational
Circular 1052672 2424 Microsoft-Client-Licensing-Platform/Admin

PS C:\> $updates = Get-WinEvent -LogName 'Microsoft-Windows-WindowsUpdateClient/Operational’ |
Where-object ID -EQ 41
PS C:\> $out = Foreach ($update in $updates) {
$ht = @{}
$ht.Time = $update.TimeCreated
$ht_update = ($Update.Properties | Select -First 1).value
New-Object -TypeName PSObject -Property $HT }
PS C:\> Jout |
Sort-Object -Property TimeCreated |
Format-Table -Wrap

update

24 /07 /2017 :40: Definition Update for windows Defender KB2267602 (Definition 1.249.158.0)
24,07 /2017 :56: Definition Update for windows Defender - KB2267602 (Definition 1.249.155.0)
23707 /2017 :42: Definition Update for windows Defender - KB2267602 (Definition 1.249.118.0)
23707 /2017 :28: pDefinition Update for windows Defender - KB2267602 (Definition 1.249.116.0)
23707 /2017 :53:03 2017-07 cumulative Update for windows Server 2016 for x64-based Systems
(kB4025339)
23707 /2017 :53:03 Microsoft .NET Framework 4.7 for windows 10 version 1607 and windows Server
2016 for x64 (KB3186568)
23/07 /2017 :53:03 2017-06 update for Windows Server 2016 for xb4-based Systems (KBE3150513)
23/07 /2017 :57: 2017-06 update for Windows Server 2016 for xb4d-based Systems (KB4023834)
23/07 /2017 :43: Definition Update for Windows Defender - KB2267602 (Definition 1.249.113.0)
23/07 /2017 :42: Windows Malicious Software Removal Tool for Windows 8, 8.1, 10 and windows
Server 2012, 2012 r2, 2016 xb4 Edition - July 2017 (KB890830)

[



P5S C:> Get-ADGroupMember -Identity $ECGName

distinguishedName : CN=DC1,0U=Domain Controllers,DC=Reskit,DC=0rg
name : DC1

objectClass : computer

objectGUID : cf557bc7-45e3-407a-8fb2-4a14d0d6537a
SamAccountName : DC1%

51D : 5-1-5-21-715049200-2702507345-667613206-1000

PS C:\> Set-GPPermission -Name $GPOName
-TargetName 'Authenticated Users'
-TargetType Group
-PermissionLevel None

DisplayName Event Collection

DomainName Reskit.Org

owner RESKIT\Domain Admins

Id 0023d350-09ee-428d-8013-b5c617197bd9
GpoStatus AllSettingsEnabled

Description

CreationTime 03/09/2017 23:57:47
ModificationTime : 03/09/2017 23:58:00

UserVersion AD Version: 0, SysVol Version: 0
Computerversion AD Version: 0, SysVol Version: 0O
WmiFilter

Ps C:\> $EventKey="HKLM\Software\Policies\Microsoft\Windows\EventLog\EventForwarding\SubscriptionManager"
PS C:\> $TargetAddress="Server=http://DC1.reskit.org:5985/wsman/SubscriptionManager/WEC"
PS C:\> Set-GPRegistryvalue -Name "Event Source" -Key $EventKey °

-vValueName '1" °

-Type STRING

-Value $TargetAddress

DisplayName : Event Source

DomainName : Reskit.org

Owner : RESKIT\Domain Admins

1d : 83da9eld-ead8-4a78-azb1-27095aee808e
Gpostatus : AllsettingsEnabled

Description :

CreationTime - 04/09/2017 14:34:23

ModificationTime : 05/09/2017 15:45:38

UserVersion : AD Version: 0, SysVol Version: 0
ComputerVersion : AD Version: 5, SysVol Version: 5
wmiFilter :




> $badlogins = Get-WinEvent -LogName ForwardedEvents
:\> Foreach ($badlogin in $badlogins) {
$obj = [Ordered] @{}
$obj.Time = $badlogin.TimeCreated
fobj.Logon = ($badlogin |
Select-Object -ExpandProperty properties).value | select -skip 5 -first 1
New-Object -TypeName PSobject -Property $obj

Time Logon

06/09,/2017 09:30:12 EvilHacker

05/09/2017 19:01:11 hacker420x@mahkooc.com
04/09/2017 19:00:39 NiceHacker@ReallyBadplace.com
04/09/2017 19:00:14 administrator

[
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PS5 C:ih= iTcnnFig.exe

Windows IP Configuration

Ethernet adapter Ethernet:
Connection-specific DNS Suffix c
Link-local IPv6 Address . . . . . : TeB0::7c02:98F1:76b5 :d1f%3
IPvwd4 Address. . . . . « « « .« « « = 10,10.10.10
Subnet Mask . . . . . . . . . . . & 255.255.255.0
Default Gateway . . - & 10.10.10.254

Tunnel adapter isatap. {CDSEDBD4 9A93 4155-8654-1EDCBDESS09E} -
Media State . . . . : Media disconnected
Connection- spec1f1c DNS Suff1x

PS5 C:%> 1pconfig.exe /fall
Windows IP Configuration

Host Name . . o o = =B e SN
Primary Dns 5uFF1x P . « « & Reskit.Org
Node Type . . - . « - & Hybrad

IP Routing Enab]ed i o ot 1oe e N

WINS Proxy Enabled. . . . PR 3

DN5 Suffix Search List. . . « . * Reskit.Org

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description . . . . . . . . . . . * Microsoft Hyper-V Network Adapter
Physical Address. . . . . . . . . : 00-15-5D-01-71-39
DHCP Enabled. . . s RN
Autoconfiguration Enab]ed . =« « = Yes
Link-local IPve Address . v« « & TeB0::7cD2:98F1:76b5 :d1f%3(Preferred)
IPv4 Address. . . . . .« « *10.10.10.10(Preferred)
Subnet Mask . . . . . . . « = o« 5 255.255.255.0
Default Gateway . . . . . .« . : 10.10.10.254
DHCPvwE IAID . . . . e . . - - = 50337127
DHCPvE Client DUID o o ¢ : = = = 00-01-00-01-20-10-56-CC-00-15-5D-01-71-39
DNS Servers . . . . . . . oo oo Eal
127.0.0.1
NetBIOS owver Tcpip. . - . - . . - = Enabled

Tunnel adapter isatap.{C056D004-9A93-4155-8654-1EDCEDEBSO9E} =

Media State . . . + « « : Media disconnected
Connection- spec1f1c DNS Suff1x

Description . . . . . . . . . . . : Microsoft ISATAP Adapter
Physical Address. . . . . . . . . : 00-00-00-00-00-00-00-EO
DHCP Enabled. . . . - - - - = No

Autoconfiguration Enab]ed e« o« o« : Yes

PS5 C:%> Get-NetIPConfiguration

InterfaceAlias : Ethernet
InterfaceIndex z 3
InterfaceDescription : Microsoft Hyper-V Network Adapter
NetProfile. Name : Reskit.Org
IPv4Address : 10.10.10.10
IPveDefaultGateway
IPv4DefaultGateway 3 1D 10.10.254
DNSServer 3
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P5 C:%> Ping DC1.Reskit.Org -4

Pinging DC1.Reskit.Org [10.10.10.10] with 32 bytes of data:
Reply from 10.10.10.10: bytes=32 time<lms TTL=128

Reply from 10.10.10.10: bytes=32 time<ims :

Reply from 10.10.10.10: bytes=32 time<ims

Reply from 10.10.10.10: bytes=32 time<ims

Ping statistics for 10.10.10.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

:%= Test-NetConnection DC1.Reskit.Org
ComputerName : DC1.Reskit.Org

RemoteAddress : 10.10.10.10
InterfaceAllas : Ethernet
SourcelAddress : 10.10.10.50
PingSucceeded : True
PingReplyDetails (RTT) : 0 ms

:%= Test-MetConnection DC1.Reskit.Org -Port 389 -InformationLevel Detailed

ComputerName : DC1.Reskit.Org
RemoteAddress : 10.10.10.10
RemotePort - 389
NameResolutionResults : 10.10.10.10
MatchingIPsecRules c
NetworkIsolationContext : Private Network
Interfacealias : Ethernet
SourcelAddress : 10.10.10.50
NetRoute (MextHop) : 0.0.0.0
TcpTestSucceeded : True

[5RV1]: P5 C:h= Test-NetConnection DC1.Reskit.Org —CommonTCPPort SMB
Computerdame : DC1.Reskit.Org

RemoteAddress : 10.10.10.10

RemotePort : 445

InterfaceAlias : Ethernet

SourcelAddress : 10.10.10.50

TcpTestSucceeded : True

[



STEP 3. SMB Folder sharing/using

YWSRV1NcS
completed successtully.

Mew-SMBMapping -LocalPath "Y:' -RemotePath “\SRV1\c%
Local Path Remote Path

Y: WASRVINCS

C:%> net use
Mew connections will be remembered.
Status Local Remote Network

0K X: Microsoft Windows Network
0K ¥: SRV1hcS Microsoft Windows Network
The command completed successfully.

PS C:Y%» Get-SMBEMapping
Status Local Path Remote Path

WASRV1NCS
WWSRVLNCS

[



C:%> net share Foo=c:%,
Foo was shared successfully.

~ New-SmbShare -Path C:% -Name FooZ
Mame 5ScopeName Path Description

Remote Admin
Default share
Default share
Default share
Remote IPC
Default share

Foo -

Foo2 C:hy

The command completed successfully.

[5RV1]: PS5 C:%= Get-SmbShare
ScopeMame Path Description
“Windows Remote Admin

Default share
Default share

Default share
Default share
Remote IPC

LI I B B A

nslookup -querytype=all DC1.Reskit.Org
DC1.Reskit.Org

Address: 10.10.10.10

DC1.Reskit.0Org internet address = 10.10.10.10

P5 C:%> Resolve-DnsWame -Name DC1.Reskit.Org -Type ALL
Name Type TIL Section

DC1.Reskit.0Org A

IPAddress

[



PS C: ipconfig /displaydns
Windows IP Configuration
dcz.reskit.org

Record Name . . . . : DC2.Reskit.Org
Record Type . . . 1

Time To Live . o oc 3120

Data Length . . - 4 4

Section . . . . . . . : Answer

A (Host) Record . . :10.10.10.11

dcl.reskit.org

Record Name .

Record Type .

Time To Live

Data Length . ..

Section . . . . . . . Answer

A (Host) Record . . : 10.10.10.10

Get-DnsClientCache
RecordName Record Status Section TimeTo Data Data
Live Length

reskit.org t.0rg ! Success Answer 3114 4 10.10.10.11
dcl.reskit.org DC1.Reskit.Org ! Success Answer 3020 4 10.10.10.10

~ Get-NetIPAddress -Interfacelndex $Ifindex -AddressFamily $IPType

IPAddress 10.10.10.150
Zhat erfacelndex 3
InterfaceAl1as Ethernet
AddressFami Ty IPw4

Type Unicast
PrefixLength 24
PrefixOrigin Dhcp
Suffix0rigin Dhcp
AddressState Preferred
ValidLifetime 7.23:53:49
PreferredLifetime 7.23:53:49
SkipAsSource False
Policystore ActiveStore
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New-NetIPAddress -InterfaceAlias $IfAlias
-PrefixLength 24

-DefaultGateway "10.10.10.254°7
-IPAddress
-DefaultGateway "10.10.10.254°7
-AddressFami 1y

IPAddress
Interfacelndex
InterfaceAlias
AddressFami Ty
Type
PrefixLength
Prefix0rigin
Suffix0rigin
AddressSstate
ValidLifetime
PreferredLifetime
SkipAsSource
PolicyStore

Get-NetIPConfiguration

InterfaceAlias : Ethernet
InterfaceIndex A |
InterfaceDescription
NetProfile. Name
IPv4Address
IPveDefaultGateway
IPv4DefaultGateway
DNSSerwver

: Reskit.Org
: 10.10.10.11

: 10.10.10. 254
: 10.10.10.10

"10.10.10.11°

$IPType

10.10.10.11

-}

Ethernet

IPwv4

Unicast

24

LLETITEY]

LENTEY

Tentative

Infinite ([TimeSpan] : :MaxValue)
Infinite {([TimeSpan]::Maxvalue)
False

ActiveStore

: Microsoft Hyper-V Network Adapter

Test-NetConnection -ComputerMame DC1 -port 389

ComputerName : DC1
RemoteAddress : 10.10.10.10
RemotePort : 389
InterfaceAlias : Ethernet
SourceAddress e s 0 [ T e e
TcpTestSucceeded : True

PS C:

Name

DC2.Reskit.0Org
DC2.Reskit.0rg

Resolve-DnsName -Name dc2.reskit.org -Server DC1

Type TIL Section IPAddress

AAAA 1200
A 1200

Question

Question 10.10.10.11

fed0: :6455 :fbff:194b:fedb

[



Get-NetIPAddress -Interfacelndex 3$Ifindex -AddressFamily $IPTvpe

IPAddress : 10.10.10.11
Interfacelndex o]+

InterfaceAlias : Ethernet

AddressFami Ty : IPw4

Type : Unicast

PrefixLength 1 24

PrefixOrigin : Manual

SuffixOrigin : Manual

AddressState : Preferred

ValidLifetime : Infanmite ([TimeSpan] ::MaxValue)
PreferredLifetime : Infinite ([TimeSpan] ::MaxValue)
SkipAsSource : False

PolicyStore : ActiveStore

PS5 C:%» Get-NetIPAddress -Interfacelndex $ITindex -AddressFamily $IPType

IPAddress : 10.10.10.150
Interfacelndex 3
InterfaceAl1as : Ethernet
AddressFami Ty : IPv4

Type : Unicast
PrefixLength 1 24
Prefix0rigin : Dhcp
Suffixdrigin : Dhcp
Addressstate : Preferred
ValidLifetime ! 7.23:59:54
PreferredLifetime : 7.23:59:54
SkipAsSource : False
Policy5store : ActiveStore

P5 C:\> Install-WindowsFeature AD-Domain-5ervices -IncludeManagementTools

Success Restart Meeded Exit Code Feature Result

ectory Domain Services, Group P...

[



PS5 C:\> $Password55 = ConvertTD—SecQEeString -string "Pa$iwOrd’ -AsPlainText -Force
PS5 C:\>= Install-ADDSForest -DomainName '"Reskit.Org' °

-safeModeAdministratorPassword $Passwordss -Force &

-Instal 1DNS -NoReboot
WARNING: Windows Server 2016 domain controllers have a default for the security settin
g named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents w
eaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://go.
microsoft. com/fwlink/?LinkId=104751).

WARNING: A delegation for this DNS server cannot be created because the authoritative
parent zone cannot be found or it does not run Windows DNS server. If wou are integrat
ing with an existing DN5 infrastructure, you should manually create a delegation to th
is DN5 server in the parent zone to ensure reliable name resolution from outside the d
omain "Reskit.Org"”. Otherwise, no action is required.

WARNING: Windows Serwver 2016 domain controllers have a default for the security settin
g named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents w
eaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://go.
microsoft. com/fwlink/?LinkId=104751).

WARNING: A delegation for this DNS server cannot be created because the authoritatiwve
parent zone cannot be found or it does not run Windows DNS server. If wou are integrat
ing with an existing DNS dinfrastructure, you should manually create a delegation to th
is DN5 server in the parent zone to ensure reliable name resolution from outside the d
omain "Reskit.Org"”. Otherwise, no action is required.

Message Context RebootRequired Status

You must restart this computer to complete the operation... DCPromo.General.4 True Success

P5 C:%> Resolve-DnsMame -Name dcl.reskit.org -5Server DC1.Reskit.Org -Twpe A

Name Tyvpe TIL Section IPAddress

dcl.reskit. org A 3600 Answer 10.10.10.10
P5 C:%» Test-NetConnection -ComputerName DC1.Reskit.0Org -port 445

ComputerMame DC1. Reskit.Org
RemoteAddress 10.10.10.10
RemotePort 445
InterfaceAlias Ethernet
SourcefAddress 10.10.10.11
TcpTestSucceeded : True

P5 C:%» Test-NetConnection -ComputerMame DC1.Reskit.0Org -port 389

ComputerMame DC1. Reskit.0Org
RemoteAddress 10.10.10.10
RemotePort 389
InterfaceAlias Ethernet
SourceAddress 10.10.10.11
TcpTestSucceeded True




-
P5 C:%\> Install-WindowsFeature AD-Domain-5ervices, DN5, RSAT-DHCP, Web-Mgmt-Tools

Success Restart Needed Exit Code Feature Result

Success {Active Directory Domain 5erwvices, DNW5S Ser..

PS5 C:%> $PasswordSs = Cog;ertTD—SecureString -string "Pa$$wlOrd’ -AsPlainText -Force
PS5 C:%= Install-ADDSDomainController -DomainMame 'Reskit.org’
-SafeModeAdministratorPassword $PasswordsSs
-5iteMame 'Default-First-Site-Name' °
-NoRebootOnCompletion -Force

WARNING: Windows Server 2016 domain controllers have a default for the security setting
named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564
(http://go. mcrosoft. com/Twlink/?LinkId=104751).

WARNING: A delegation for this DNS server cannot be created because the authoritative
parent zone cannot be found or 1t does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this

DNS serwver in the parent zone to ensure reliable name resolution from outside

the domain "Reskit.Org"”. Otherwise, no action is required.

WARNING: Windows Server 2016 domain controllers have a default for the security setting
named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564
(http://go.microsoft. com/fwlink/?LinkId=104751).

WARNIMNG: A delegation for this DN5 server cannot be created because the authoritative
parent zone cannot be found or 1t does not run Windows DNS server. IT vou are integr
ating with an existing DNS infrastructure, wyou should manually create a delegation to
this DNS server im the parent zone to ensure reliable name resolution from outside t
he domain "Reskit.Org”. Otherwise, no action is required.

Message Context RebootRequired Status

You must restart this computer to complete the operation... DCPromo.General.4 True Success

P5 C:%» Get-DN5ServerZone -name 'foo.bar', '10.10.10.1in-addr.arpa"
ZonaName IsAutoCreated I=DsIntegrated IsReverselookupZone IsSigned

Primary
10.10.10.in-addr.arpa Primary True

PSs c1&> Get-DnsserverResourceRecord -ZoneName foo.bar -name "home’

HosTName RecordType Type Timestamp TimeToLive RecordData

30.00:00:00 10.42.42.42




PS5 C:\> Get-Dnsserverresourcerecord -zonename ‘reskit.org” -name '@" -RRType Mx

HostName RecordType Type Timestamp TimeToLive RecordData
00:00:00 [10][mail.reskit.org.]

Get-DnsServereEbns

CacheTimeout EnableProbes EnablerReception

00:30:00 True

Ps C:\> Test-Dnsserver -IPAddress 10.10.10.10 -Context DNsServer

IPAddress  Result RoundTripTime TcpTried udpTried

PS5 C:%= Install-wWindowsFeature -Name DHCP
-IncludeManagementTools
Success Restart Needed Exit Code Feature Result

Success {DHCP Serwver, DHCP Server Tools}

Add-DHCPServerSecurityGroup -Verbose

VERBOSE: Adds DHCP users and DHCP administrators security groups on the DHCP server DC1

PS5 C:%» Add-DhcpServerInDC -DnsName DC1.Reskit.Org

WARNIMNG: The DHCP server dcl.reskit.org with IP address 10.10.10.10 is
already authorized in Active DMrectory. The authorization check on the
DHCP server has been initiated.

PS5 C:\» Get-DhcpServerv4Scope -ComputerName DC1.Reskit.Org

Scopeld SubnetMask MName State StartRange EndRange LeaseDuration

Reskit Active 10.10.10.150 10.10.10.19% 8.00:00:00

[



P5 C:%» Get-DhopServerv40ptionValue -ComputerName DC1.Reskit.Org

OptionId Mame Type ¢ VendorClass

DNS Domain Mame String {Reskit.0Org}
DNS Servers IPv4Add. .. {10.10.10.10}

Set-DhopServerVdOptionValue -DnsDomain Reskit.Org .
0/1 completed.

Validating the DMS servers....
Validating the DNS server 10.10.10.110.

P5 C:'Windows'system32= Install-WindowsFeature -Mame DHCP,RS5AT-DHCP °
-ComputerName DC2.Reskit.0Org

Success Restart Needed Exit Code Feature Result

SUCCEsSS {DHCP Server}

PS C:\Windowshsystem32= Get-DhcpServerInDC

IPAddres DnsName

10.10.10.10 dcl.reskit.org
10.10.10.11 dcz.reskit.org

PS5 C:%> Install-WindowsFeature -Name ADCS5-Cert-Authority -IncludeManagementTools
Success Restart Meeded Exit Code Feature Result

5uUccess fActive Directory Certificate Services, Ce...

[



Install-AdcsCertificationAuthority -CAType StandaloneRootCA -~
-KeylLength 4096 -HashAlgorithmName SHA256 °
-vValidityPeriod Years -ValidityPeriodUnits 20 °
—CACommonName “Reskit Root CA™ °
-CryptoProviderName "RSA#Microsoft Software Key 5torage Provider™
~Confirm:$Talse

ErrorId ErrorString

certutil.exe —setreg CA\DSConfigDN "CN=Configuration,DC=reskit,DC=org"
HKEY_LOCAL_MACHINE'\SYSTEM\CurrentControlSethSerwvices\CertSvc\ConfigurationiReskit Root CA\DSConfigDN:

01d value:
DSConfigDN REG_SZ = cn=foo

New Value:
DSConfigDN REG_SZ = CN=Configuration,DC=reskit,DC=org
CertUtil: -setreg command completed successfully.
The CertSvc service may need to be restarted for changes to take effect.

certutil.exe -crl
CertUtil: -CRL command completed successfully.

Get-ChildItem -Path C:'Windows'System32'\CertSrviCertEnrall

Directory: C:'Windows)\System3Z2\CertSrviCertEnraoll

Mode LastWriteTime Length Mame

- 01/02/2017 = 815 Reskit Root CA.crl
-a——-- 31/01/2017 1401 ROOT_Reskit Root CA.crt

[



Certificate Revocation List >

General Reyvocation List

F Certificate Revocation List Information

M

Field YValue 2
D'I.l'ersinn Va2

DIssuer Reskit Root CA

DEf'Fen:ﬁve date 01 February 2017 11:47:59

DNext update 03 August 2017 00:07:59

DSignamrE glgorithm  RSASSA-PSS

BSignamrE hash alg... sha2sa

@.ﬁ.umurity Key Iden... KeyID=bb db 20 d& ef 61 ch 25 5f...
fii] cA version V0.0

5] CRL Number 03 v
Value:

[



Certificate Revocation List >

General Ikﬁew:ucaﬁnn List

Revoked certificates:

Serial number Revocation date

Revocation entry

Field Value

Value:

certutil.exe —dspublish —f "ROOT_Reskit Root CA.crt” RootCA
eskit Root CA,CN=Certification Authorities,CN=Public Key Serwvices,CN=Services,CN=Configuration,DC=Reskit,DC=0Org7cACertificate

Certificate added to D5 stor
Tday N=Reskit Root CA,CN=AIA,CN=Public Key Services,CN=5ervices,CN=Configuration,DC=Reskit,DC=0rg?cACertificate
Certificate added to D5 store.

CertUtil: -dsPublish command completed successfully.

certutil.exe -addstore —f root "ROOT_Reskit Root CA.crt’
ot "Trusted Root Certification Authorities
Signature matches Public Key
Certificate "Reskit Root CA" added to store.
CertUtil: -addstore command completed successfully.

P5 C:\pki> certutil.exe -addstore —-f root 'Reskit Root CA.crl”
root "Trusted Root Certification Authoritie

CRL "CN=Reskit Root CA" added to store.

CertUtil: -addstore command comp ed successtully.

[



P5 C:%» New-Item C:“WPKI -ItemTvype Directory -ErrorAction Ignore
Directory: C:h

Mode LastWriteTime Length Mame

Ps Cih= Add—wfhdnwsFeature ADCS-Cert-Authority,
ADCS5-Web-EnrolIment,
ADCS-Enroll-Web-Pol
ADCS-Enroll-Web-5vc,
ADCS-Online-Cert,
Web-Mgmt-Console °
-IncludeManagementTools

Success Restart Needed Exit Code Feature Result

Success {fActive Dnrectory Certificate Services, Ce...

C:WPKI> New-WebVirtualDirectory -51te "Default Web 51te”
-Name "PKI™ °
-PhysicalPath "C:\PKI®

Name PhysicalPath

e Co\Windowsh System32hinetsrvh appomd. exe
set config /section:requestfiltering °
Jallowdoubleescaping:true
Applied configuration changes to section
"system.webServer fsecurity/requestFiltering” for
"MACHIME /WEBRDOT /APPHOST" at configuration commit
path "MACHINE /WEBROOT/APPHDST"

[



Install-AdcsCertificationAuthority —CAType EnterpriseSubordinateCA -~

—CACommonName 'ReskitIssuing CA" ~

—CryptoProviderName °RSA#Microsoft Software Key Storage Provider”

—KeyLength 4096 °

—HashAlgorithmName SHAZ56 °

—Confirm:§false
WARNING: The Active Directory Certificate Services installation 1s incomplete. To ]
complete the installation, use the request fi1le "C:\CA.Re t.Org_ReskitIssuing CA.req"”
to obtain a certificate from the parent CA. Then, use the Certification Authority snap-in
to install the certificate. To complete this procedure, right-click the node with the name
of the CA, and then click Install CA Certificate. The operation completed successfully. Ox0 (WIN

ErrorId Errorstring

398 The Active Dnrectory Certificate Services installation 1s
incomplete. To complete the installation, use the reguest
file "C:\CA.Reskit.Org_ReskitIssuing CA.req"” to obtain...

certreq.exe —submit "C:“ZWA.Reskit.0Org_Res Issuing CA.req”
RequestId: 2
RequestId: "2"
Certificate request 1s pending: Taken Under Submission (0)

il certsrv - [Certification Autherity (Local)\Reskit Root CA\Pending Requests] - [m] X
= ity g Req
File Action View Help
e nldz B
il Certification Authority (Local) Request|D  Binary Request  Request Status Code  Request Disposition Message  Request Submission Date  Requester Name Request Country/Region
v i ReskitRoot CA 5 T =
Revoked Certificates All Tasks N View Attributes/Extensions... sion 01/02/2017 19:37 ROOT\Administrator

7| Issued Certificates Refrech Export Binary Data...

| Pending Requests

7| Failed Requests Help lEacs S

Deny

<

Force the policy module to reevaluate this request

[



certutil.exe -installcert C:Vca.reskit.org.crt
Certlti1: -installCert command completed successfully.
The Cert5vc service may need to be restarted for changes to take effect.

Start-Service -Name CertSwc
Get-Service -Name CertSwvc

S5tatus Name DrsplayName

Running CertSvc Active Directory Certificate Services

certutil. exe treg CA\CRLPeriod “wWeeks™
HKEY_LOCAL MACHINEYSYSTEM\CurrentControlSet\Services\CertSvc\ConfigurationtReskitIssuing CAVCRLPeriod:

01d value:
CRLPeriod REG_S5Z = Weeks

New Value:
CRLPeriod REG_SZ = Weeks

CertUti1: -setreg command completed successtully.
The CertSvc service may need to be restarted for changes to take effect.

P5 C:ywpki= Restart-5ervice -Name CertSvc
P5 C:ypki= 5tart-5leep -Seconds 15

P5 C:ypki= Certutil.exe -crl
CertUtil: -CRL command completed successfully.

[



= certutil -dump $to
X509 Certificate Revocation List:
Version: 2
Signature Algorithm:
Algorithm ObjectId: 1.2.840.113549.1.1.10 RS5AS5A-P55
Algorithm Parameters:
o000 30 34 a0 OFf 30 Od 06 09 60 86 48 01 65 03 04 02
0010 01 05 00 al 1c 30 1a 06 09 Za 86 48 836 ¥7 0d DL
0020 01 08 30 0d 06 09 60 86 48 01 65 03 04 02 01 05
o030 00 az 03 02 01 20
2.16.840.1.101.3.4.2.1 sha?56 (sha?Z56MNoS5ign)
05 00
1.2.840.113549.1.1.8 mafl
2.16.840.1.101.3.4. 2.
05 00
0x20 (32)

1 sha?56 (shaZ56MoS5ign)

Issuer:
CN=ReskitIssuing CA
DC=Reskit
DC=0rg
Mame Hash(shal): e232d9004c223el170f064cE2b0ad4%0bee2f20aaa
Mame Hashi(mds): 97795df84f336ael?26e69%bactobf7e3s

ThisUpdate: 02/02,/2017 00:16
MextUpdate: 16/02/2017 12:36
CRL Entries: O
CRL Extensions: 4
2.5.29.35: Flags = 0, Length = 18
Authority Key Identifier
KeyID=6D 84 26 cf 53 1b ee 96 % 61 02 f7 d9 31 el ee f1 1e 93 11

P5 C:%» Get-ChildItem -Path $CEPath

Directory: C:'Windows\System32\CertSrviCertEnroll

LastWriteTime Length Name

01/02/2017 35 815 Reskit Root CA.crl
31/01/2017 = 1401 ROOT_Reskit Root CA.crt

[



: Active Directery Users and Computers

File

Action  View Help

e 2@ IXE2 BRIt eETER

] Active Directory Users and Com

v fj Reskit.Org

| Saved Queries

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipaly
Managed Service Accour
Sales

Users

UEROBRER

A

Mame

H2 Allowed RODC Password Re...

% Cert Publishers

:%Denied RODC Password Rep...

H2 DHCP Administrators

H2 DHCP Users

%Dnmdmins

% RAS and IAS Servers
%Cloneable Domain Controll...
%DnsUpdateProxy

%Domain Admins

%Domain Computers
%Domain Controllers
:%Domain Guests

:%Domain Users

:%Group Policy Creator Owners
%Key Admins

%Proteded Users
%Read-only Domain Contrell...
% Enterprise Admins
%Enterprise Key Admins

% Enterprize Read-only Domai..

%Schema Admins
%Administrator
E) BU Administrator
&Defaultﬁlccount
2, DNSADMIN

¢ Guest

Rebecca Tanner
& ThemasL

A

Type

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group..,

User
User
User

User

Description

Mermnbers in this group can have their passwerds replic..
Mermbers of this group are permitted to publish certific..,
Mernbers in this group cannot have their passwords re..
Mernbers who have administrative access to the DHCP ..
Members who have view-only access to the DHCP servi...
DNS Administrators Group

Servers in this group can access remote access properti...
Members of this group that are demain controllers ma...
DMS clients who are permitted to perform dynamic up..
Designated administrators of the demain

All workstations and servers joined te the domain

All domain controllers in the domain

All domain guests

All domain users

Members in this group can modify group policy for the...
Members of this group can perform administrative acti...
Members of this group are afforded additional protecti...
Members of this group are Read-Only Domain Controll...
Designated administrators of the enterprise

Mermnbers of this group can peform administrative acti.
Mermbers of this group are Read-Only Domain Controll..,
Designated administrators of the schema

Built-in account for administering the computer/domain

A user account managed by the system.

Built-in account for guest access to the computer/dom...

IT Manager

IT Pro and PowerShell Guy

[




PS C:\> New-ADUser @NewUserHT °
-SamAccountName 'JerryG'
-UserPrincipalName 'jerryg@reskit.org'
-Description '"Virtualization Team'
-Name 'JerryGarcia’
-DisplayName 'Jerry Garcia (IT)'
-Path 'OU=IT,DC=Reskit,DC=0rg'
-PassThru

I
DistinguishedName : CN=JerryGarcia,OU=IT,DC=Reskit,DC=0rg
Enabled : True
GivenName :
Name : JerryGarcia
ObjectClass I user
0ObjectGUID : 42d4820d-9281-45b3-bb02-2a98b165a5d5
SamAccountName : JerryG
51D : §-1-5-21-715049209-2702507345-667613206-1134
surname :
UserPrincipalName : jerryg@reskit.org

[



PS C:\> Set-ADUser -Identity ThomasL
-OfficePhone '44168555420"
-0ffice "Cookham HQ' °
-Emai lAddress "ThomasL@Reskit.Org'
~-GivenName "Thomas " ~
~-Surname Lee"
-HomePage "Https://tf109.blogspot.com’

PS C:\> Get-ADUser -Identity ThomasL
-Properties  Office,0fficePhone,EmailAddress

DistinguishedName : CN=ThomaslL ,0U=IT,DC=Reskit,DC=0rg

EmailAddress : ThomasL@Reskit.Org

Enabled : True

GivenName : Thomas

Name : ThomasL

ObjectClass : user

ObjectGUID : d8d326cb-0852-4099-a54b-47e78436c842
office : Cookham HQ

officePhone : 44168555420

SamAccountName : ThomasL

SID - §-1-5-21-715049209-2702507345-667613206-1131
Surname o

UserPrincipalName : ThomasL@Reskit.Org

[



] Active Directory Users and Computers

File Action View Help

vl —— — [ == 1 = =
e |pnE BBz HR T aETa%
] Active Directory Users and Com || Name Type - Description
: ;WEFI SUE”ES E&IT Teamn Security Group - Domain Local — All members of the [T Team
v e ?SBIt'_It_rg &Jerr}rGarcia User Virtualization Team
. CUI " " &RebeccaT User IT Manager
| Computers
= Domain Controllers &ThamasL User IT Pro and PowerShell Guy
_| ForeignSecurityPrincipal:
] IT
| Managed Service Accour
2| Sales
| Users
£ > €

Mj users.csv - Notepad

File Edit

Format View Help

— d

x

Firstname,lnitials,Lastname,UserPPincipalName,Alias,Descpiption,Passwohd
5,K,Masterley,skm,Sylvester,Data Team,Christmasa7

C,A,Smyth,Cas,Charlie,Team Administrator,Christmas47
Billy Bob, ,Joe-Bob,BillyBob,BillyBob,0One of the Bobs,Christmas47

PS c:\> Recipel0-11.psl
Created S Masterley

Creatdd C Smyth
Created Billy Bob Joe-Bob

[




* k& %eskit.ﬂrg AD Report
*%% Generated [02/03/2017 00:05:55]

A A A E A A e Ak e ek A Aok

**% Disabled Users
samAccountname DisplayName
Guest Guest Account

Defaul tAccount Default Account
krbtgt krbtgt

**% Enabled users Not logged in the past 7 days

DisplayName LastLogonDate

DNS Admin

BU Administrator 10/01/2017 15:38:21

*%¥% High Number of Bad Password Attempts
SamAccountname BadPwWDCount

ThomasL

[



=== Reskit.Org AD Privileged User Report
z=z= Cenarated [ﬂzfﬂd._l."' 17 12:13: 55]

FExEEFETETEXITETEIFTETESISTTEE ST T E ST EE ST S

Group: Enterprise Admins

Name whenCreated Last1logonDate

Administrator 09,/11,/2016 22:36: JO01/2007 16:
BU Administrator 10,/01,/2017 137 SO0/ 2007 15:3
DNSADMIMN 19,/01,/2017 123

Sy lvester 02,/02,/2017 152 20272017 21:3

Group: Domain Admins

Name whenCreated LastTlogonDate

Administrator 09,/11/2016 22:36: 31,/01/2017 16:
BU Administrator 10/01,/2017 45 Tl 10,/01 /2017 15:3
DNSADMIMN 19,01 /2017

Group: Schema Admins

Name whenCreated Last1logonDate

Administrator i 2136 31/01/2017 16:
BU Administrator 10/01/2017 15:37:58 10/01/2017 15:3

**= Changes to Privileges User Membership

Name Group Side

BU Administrator Schema Admins ADDED

[



Chapter 9: Managing Network Shares

P5 C:%> Get-SmbShare -MName * |
Get-SmbShareAccess |
Format-Table -GroupBy Mame

Mame: Backup
Mame  ScopeName AccountMame AccessControlTwype AccessRight

Backup = Everyone Allow

Mame: IPC%
ScopeMame AccountMName

BUILTINAdministrators
BUILTINBackup Operators Allow
NT AUTHORITY'ZINTERACTIVE Allow

PS5 C:%» New-SmbShare -Name foo -Path C:%foo

Mame ScopeMame Path Description

P5 C:%> Get-SmbshareAccess -Name fToo

ScopeMame AccountMame AccessControlType AccessRight

RESKIT\Administrator Allow
NT AUTHORITY)\SYSTEM Allow
CREATOR OWNER Allow
RESKITYIT Team Allow
RESKITYIT Management Allow

[




C:h»> Get-SmbClientConfiguration

ConnectionCountPerRssNetworkInterface
DirectoryCacheEntriesMax
DirectoryCacheEntry5tzeMax
DirectoryCacheLifetime
DormantFilelimit
EnableBandwidthThrottling
EnableByteRangel ockingOnReadOnlyFiles
EnableInsecureGuestlogons
EnablelargeMtu
EnableloadBalancescalelut
EnableMultiChannel
Enablesecuritysignature
ExtendedSessionTimeout
FileInfoCacheEntriesMax
FileInfoCachelLifetime
F1leNotFoundCacheEntriesMax
FileNotFoundCachel ifetime
Keeplonn

MaxCmds
MaximumConnectionCountPerServer
OplocksDisabled
RequireSecuritySignature
SessionTimeout
Usedpportunisticlocking
Windows1zeThreshold

PS R:%\> Get-5mbC1lientNetworkInterface |
Format-Table -auto -wrap

If Idx RS5 7 RDMA ? Speed IpAddresses Friendly Name

True False 10 Gbps {fe8D::458e:834a:ela:47%e, 10.10.10.150} Ethernet
False False 100 Kbps {fe80::5efe:10.10.10.150} 1satap.{495B370B-020D0-43D2-BEAF-A11390D3C9027}

P5 C:%= net view
Shared resources

Share name Type Comment

Backup isk Used 1n Recipe 5-7 to hold backup of SRV1
foo i Foo share for IT
The command completed successfully.

[



P5 C:>= New-SmbMapping -LocalPath r: -RemotePath ‘“M\fsl.reskit.org\foo
Status Local Path Remote FPath

Wisl.reskit.orghfoo

P5 C:%= Get-SmbMapping
Status Local Path Remote Path

WiwfF=sl.reskit. orgifoo

= Get-ChildItem -Path r:
Directory: R:%,
LastWriteTime Length

09,01/ 7 3 39075088 MarsInstaller.exe
09,01,/ 7 3 4458 VaultCredentialsl
08,01/ 7 22: 4458 VaultCredentialsz
09,/01,/ 7 3 26 recovery.txt
05,02/ 7 3 12 =ss5.txt

PS C:h\» Git—SthDﬂHECtiGn

Serveriame ShareName UserName Credential Dnalect NumDpens

RESKIT'JerryG RESKIT.ORGYJerryG
RESKITtf1 RESKIT.ORGh\EF]

Administrator> Get-SmbOpenFile
Path ShareRelativePath C11entComputerName ClientUserName

223338299757 223338299481 C:\foo) [feBD::458e:834a:e0a:479%9e] RESKIT\tf1
223338299765 223338299473 C:\foo\ 10.10.10.150 RESKITY JerryG

[



= Instalh—wIndnwsFeature F5-15C5ITarget-Server

Success Restart Needed Exit Code Feature Result

P5 C:'\Windowshsystem32» Get-IscsiTargetServersetting

ComputerName
IsClustered
Version

SEV1.Reskit.0Org
False
10.0

DisableRemoteManagement : False

P5 C:» New-IscsiVirtualDisk -Path I:\Sales‘SalesData.vhdx °

ClusterGroupName
ComputerName
Description
DiskType
HostVolumeId
LocalMountDeviceld
OriginalPath
ParentPath

Path
S5erialNumber
51ze

snapshotIds
Status
VirtualDiskIndex

-Description "LUN For Sales”
-51zeBytes 1GE

SRV1.Reskit.0Org

LUN For Sales

Dyniami ©
{16A46190-ECA9-11E6-836B-00155D01 7120}

I:ZSales'SalesData. vhdx

: OF1ADODD-B095-4616-83E2-3F65A220497F
: 1073741824

NotConnected

: 54770763

[



P5 C:%= New-IscsiServerTarget -TargetMame $LunMame °
-InitiatorIds DNSNAME:fs1.reskit.org

ChaplserName

ClusterGroupiame -

ComputerName : SRV1.Reskit.Org
Description c

EnableChap : False

EnableReverseChap : False
EnforceldleTimeoutDetection : True

FirstBurstLength : B5536

IdleDuration : 00:00:00

InitiatorIds : {DnsName:f=s1l.reskit.org}
LastLogin -

LunMappings : I3

MaxBurstLength : 262144
MaxRecelveDataSegmentLength : 65536
ReceiveBufferCount : 10

ReverselhaplserMame -

Sess10ns : I3

S5tatus : NotConnected

TargetIgn : 1gn.1991-05. com.microsoft:srvl-salestarget-target
TargetName : SalesTarget

Set-Service msiscsi -5StartupType "Automatic”

Start-Service msiscsi
Waiting for service 'Microsoft 15C5I Initiator Service (msiscsi)” to start...

New-IscsiTargetPortal -TargetPortalAddress Srvil.reskit.org
-TargetPortalPortNumber 3260

InitiatorInstanceName
InitiatorPortalAddress :

IsDataDigest : False
IsHeaderDigest : False
TargetPortalAddress : Srvi.reskit.org
TargetPortalPortNumber : 3260
PSComputerName H

[



P5 C:\> $Target = Get-IscsiTarget |
Where-0Object ModeAddress -Match 'SalesTarget®
P5 C:\> fTarget

IsConnected ModeAddress PSComputer Name

False 1gn.1991-05. com.microsoft:srvl-salestarget-target

P5 C:%» Connect-IscsiTarget -TargetPortalAddress Srvl
—NodeAddres=s $Target.NodefAddress

AuthenticationType : NOME

InitiatorInstanceName : RDOTWISCSIPRTOODOD0_O
InitiatorNodeAddress : 1gn.1991-05.com.microsoft:fs1.reskit. org
InitiatorPortalAddress : 0.0.0.0

Initiator5ideldentiftier : 400001370000

IsConnected : True

IsDataDngest : False

IsDiscovered : False

IsHeaderDigest : False

IsPersistent : True

NumberOfConnections =1

sessionldentifier : ffffdas3afcl10010-4000013700000028
TargetNodeAddress : 1gn.1991-05. com.microsoft:srvl-salestarget-target
Target5ideIdentifier : 0100

PSComputerName :

$ISD = Get-Disk | where-Object BusType -eq "iscsi’

Set-Disk -InputObject %isd -IsOffline J$False

Set-Disk -InputObject $isd -Isreadonly $False

$I5D | New-Volume -FriendlyName SalesData -FileSystem ReFS -Driveletter s

DriveLetter FileSystemLabel FileSystem Drivelyvpe HealthStatus OperationalStatus Si1zeRemaining Size

Fixed Healthy 4 396.13 MB 1.06 GB

[



Set-Location -Path 5:
Mew-Item -Path 5:% -Name SalesData -ItemType Directory

Directory: s:%

Mode LastWriteTime Length Name

o7/ 02,2017 22: SalesData
'Testing 1-2-3" | Out-File -FilePath s:%SalesData‘Test.txt
Get-ChildItem s:\SalesData
Directory: s:%SalesData
Mode LastWriteTime Length Mame

—A———— 5 32 Test.ixt

PS5 C:%= Install-WindowsFeature —MWame Faillover—-Clustering
-ComputerName F51 °
—IncludeManagementTools

Success Restart Needed Exit Code Feature Result

SUCCEess {Failover Clustering}
%= Install-WindowsFeature —MWame Failover-Clustering

-ComputerMame F52 °
—IncludeManagementTools

Success Restart Needed Exit Code Feature Result

SUCCESS {Failover Clustering}

$CheckOutput = ‘c:‘\Ffoo\clustercheck’
Test-Cluster -Mode F51, F52 -ReportMName $CheckOutput

LastWriteTime Length Mame

657770 clustercheck. htm

[



2| Chfoo\clustercheck.htm L-a 2 Failover Cluster Validation R...

B8 Microsoft

Failover Cluster Validation Report

Node: F51.Reskit.Crg Validated
Node: F52.Reskit.Org Validated
Started 08/02/2017 19:49:58
Completed 08/02/2017 19:51:37

The Validate a Configuration Wizard must be run after any change is made to the configuration of the cluster or hardware, For more information, see
http://go.microscft.com,/fwlink/p/?Linkld =280145.

Results by Category

Name Result Summary Description
v
Inventory _C_J Success
0
Metwork JE(‘. Success
v— .
Storage :5' Mot Applicable
ctem Configurati v
System Configuration ?&1 Success
<

. New-Cluster -Name F5
-Node 'fsl.reskit.org', "fs2.reskit.org’
-StaticAddress 10.10.10.100

Add-ClusterscaleQutFileServerRole —-Mame SalesFs

Name OwnerNode State

SalesF5 F51

[



PS5 C:%» Get—ClusterResource |
Where-0Object OwnerGroup -Match "Available’
Add—ClusterSharedvolume -Name WM

Name

$5dFolder = "5:\5alesData’
New-SMBShare -Mame SalesData
-Path $5dFolder
-Description "SalesData’

Name ScopeName Path Description

SalesData F5S S:“5alesData SalesData

$HvFolder = "C:‘"ClusterS5torage\VolumeliHvData"

Mew-Item -Path SHvFolder -ItemType Directory |
OUT-NULL

Mew-SMBEShare -Mame SalesHV -Path $HvFolder
-Description "Sales HV (CA)"
-FullAccess "Reskit“IT Team”
-Continuous IvAvai lable:$true

Name ScopeName Path Description

SalesHV SALESFS

PS C:%» Get-SmbShare

ScopeMame Path Description
Backup - cipe 5-7 Restore applications Used in Recipe 5-7 to hold backup of SRV1
foo oo Foo share for IT
IPCS ' Remote IPC
SalesData FS SalesData SalesData
SalesHY  SALESFS lusterStorage'Volumel HVD: Sales HV (CA)

[



Add-WindowsFeature -Name F5-DF5-MNamespace ©
-IncludeManagementTools
—ComputerName "Srvl’

Success Restart Needed Exit Code Feature Result

SUCCess {DF5 Mamespaces}

Add-windowsFeature -NameF5-DF5-Namespace ~
—-IncludeManagementTools
—ComputerName "Srvl’

Success Restart Needed Exit Code Feature Result

Success {{DF5 Namespaces}

PS C:%» Get-Module DFSN -ListAvailable
Directory: C:\Windows\system32WindowsPowerShell\wvl.0\Modules

ModuleType Version Name ExportedCommands

DFSN {Get-DfsnRoot, Remove-DfsnRoot, Set-DfsnRoot, New-DfsnRoot...

PS5 C:%»> Get-Command -Module DFSN | Measure-Object

Count o s
Average

Sum

Maxcimum
Minimum
Property :

P5 C:'> %5b = {

Mew-Item -Path E:“ShareData -ItemType Directory -Force | Out-Mull
New-Smbshare -Name ShareData -Path E:\ShareData -FullAccess Everyone
-

h
Invoke-Command —ComputerMame Srvl, Srv2 -ScriptBlock $5b

Name ScopeName Path Description

ShareData E:\ShareData
ShareData E:“ShareData

}

[



PS5 C:%\foo> New-DfsnRoot -Path it.0rg"ShareData
-TargetPath )\ ShareData
-Type DomainVz
-Description 'Reskit Shared Data DFS Root’

Path y Properties TimeToLiveSec State Description

Online Reskit Shared Data DFS Root

Reskit.Org'\ShareData

-Path 4\ gy = hareData
-TargetPath hareData
New-DfsnRootTarget : The requested object be found.
At Tine:1 char:1
+ New-DfsnRootTarget -Path ‘\Reskit.Org\ShareData

Fp—_ = S
.spaceRootTarget) [New-DfsnRootTarget], CimException

+ CategoryInfo Ob: (MSFT_DfsNamespaceRootTarget : R crosoft
+ FullyQualifiedErrorId : MI RESULT 6,New-DfsnRootTarget

00> Get-DfsnRootTarget -Path Reskit.Org\ShareData
ReferralPriorityClass ReferralPriorit

TargetPath

tecost-normal 0
0

[




{

-Path C:\IT2 -ItemType Directory | Out-Null
New-5mbShare —Ma.mE'l' "ITData" -Path C:“\IT? -FullAccess Everyone
New-Item -Path’C:\Sales -ItemType Directory | Out-Null
New-5mbShare -Name 'Sales’ -Path C:\Sales -FullAccess Everyone
New-Item -Path C:“0ld5ales -ItemType Directory | Out-Null
New-SmbShare -Name 'SalesHistorical® -Path "C:\0ldSales”
"Root’ | out-File c:'at2Zroot.txt
"Root’ | out-file c ales\root. txt
"Root’ | out-file c:‘\oldsales\root.txt

-

¥
Invoke-Command -ScriptBlock $5b -Computer FS1

MName ScopeName Path Description PSComputerName
ITData

Sales
SalesHistorical

LI

PS5 C:\foo= $5b = {
New-Item -Path C:\IT2 -ItemType Directory | Out-Null
MNew-5SmbShare -Name 'ITData® -Path C:\IT2 -FullAccess Everyone
New-TItem -Path C:\Sales pe Directory | Out-Null
New-5SmbShare -Name 'Sales’ -Path C:‘\Sales -FullAccess Ewveryone
New-Item -Path C:\0ldSales -ItemType Directory | Out-Null
HNew-5mbShare -Name 'SalesHistorical’ -Path C:A\IT2
"Root’ | out-file c t2\root.txt
'"Root’ | out-File c ales'root. txt
'Root’ | out-file c:‘\oldsales‘root.txt

-

¥
Invoke—Command -ScriptBlock $sb —-Computer F52

MName ScopeName Path Description PSComputerName
ITData

Sales
SalesHistorical

F52
F52

L

PS C:A\F $sb = {
MNew-Item C:%\ITM -ItemType Dnrectory | Out-Null
New-SmbShare -Name "ITM' -Path C:\ITM -FullAccess Everyone
'Root’ | out-File c:d\atmyroot.txt

-

¥
Invoke—-Command -ScriptBlock $sb —-Computer DC1

MName ScopeName Path Description PSComputerName

oox # DCZ folders/shares
£5b {
New-Item C:\ITM -ItemType Directory | Out-Null
MNew-5SmbShare -Mame 'ITM® -Path C:%ITM -FullAccess Everyone
"Root’ | out-file c:\itm\root.txt

¥
Invoke-Command -ScriptBlock $5b -Computer DC2
Name ScopeMame Path Descr

I™

[



PS C:\foo> New-DfsnFolder -Path '\ \Reskit\ShareData\IT'ITData'
-TargetPath "‘\\fs1\ITData\" ~
-EnableTargetFailback $true °
-Description "IT Data"

Path State TimeTolLiveSec Properties Description

“YReskit\ShareData\IT\ITData Online 300 Target Failback IT Data

PS5 C:\foo» New-DfsnFolderTarget -Path '\\Reskit\ShareData‘IT\ITData"
-TargetPath '\\f=2\ITData'"

Path TargetPath State ReferralPriorityClass ReferralPriorityRank

YWReskit\ShareData\IT\ITData \\fs2\ITData%, Online sitecost-normal

PS5 C:\foo» New-DfsnFolder -Path '‘\\Reskit‘\ShareData‘\IT‘ITManagement"
-TargetPath "‘\\DC1\itmY' °
-EnableTargetFailback $true °
-Description 'IT Management Data’

Path State TimeTolLiveSec Properties Description

YWWReskith\ShareData\IT\ITManagement Online 300 Target Failback IT Management Data

PS5 C:\foo» New-DfsnFolderTarget -Path "‘\\Reskit\ShareData"IT\ITManagement"
-TargetPath "\\DC2%itm\'

Path TargetPath State ReferralPriorityClass ReferralPriorityRank

Y\Reskit'ShareDataIT\ITManagement \4DC2%1tm' Online sitecost-normal

PS5 C:\foo> New-DfsnFolder -Path '\\Reskit\ShareData'\Sales'5alesData’
-TargetPath "‘\\fslisales\" ~
-EnableTargetFailback $true °
-Description 'SalesData’

Path State TimeToliveSec Properties Description

“Y\Reskith\5hareData\5ales‘\SalesData Online 300 Target Failback SalesData

PS5 C:\foox New-DfsnFolderTarget -Path "\\Reskit‘\ShareData%Sales“SalesData'
-TargetPath "‘\fs2\sales'"

Path TargetPath State ReferralPriorityClass ReferralPriorityRank

YWWReskith\ShareData\5ales‘\SalesData ‘M fs2\sales", Online sitecost-normal

PS5 C:\foo> New-DfsnFolder -Path '\\Reskith5ShareData'Sales'5alesHistoric’
-TargetPath '‘\\fsl\SalesHistorically,’ ~
-EnableTargetFailback $true °
-Description 'Sales Group Historical Data’

Path State TimeTolLiveSec Properties Description

“Y\Reskit\shareData\5ales‘\SalesHistoric Online 300 Target Failback Sales Group Historical Data

PS5 C:\foo> New-DfsnFolderTarget -Path "\M\Reskit‘\ShareData%Sales“SalesHistoric"
-TargetPath "‘\)\fs2\SalesHistoricall,'

Path TargetPath State ReferralPriorityClass ReferralPriorityRank

YWWReskithShareData\5ales‘\SalesHistoric \\fs2\5alesHistorical’, Online sitecost-normal




4 DFS Management - O X
74 File "Action  View Window Help - g
o= x5 HE
v i Namespaces - SalesHistoric -

v i \\Reskit.Org\ShareData Folder Targets | Replication
w [T 2 ertries Add Folder Target...
5 |TDat -
- 3 Type Referral ... | Site Path Rename Folder...
=5 ITManagement 5 —
o 7 Sales i Enabled Default-First-Site-Name  “fs1"SalesHistorical Move Folder...
- =L SalesData ,3— Enabled Default-First-Ste-Name  “fz2"SalesHistorical Replicate Folder...
= SalesHistoric View »
1Y Replicati
% Eplication Mew Window from H...
& Cut
K Delete
@ Refresh
D Properties
L4 > — W

E—— Il

Add-wh ndowsFeature -MName F5-DF5-Replication
-IncludeManagementTools
1
J
Invoke—-Command -5criptBlock $sb
-ComputerMame DC1, DC2, F52, F52, SRV1, SRVZ |
Format-Table -Property PSComputername, FeatureResult, Success

P5ComputerMame FeatureResult

True
True
True
True
True
True

Replication}
Replication}
Replication}
Replication}
Replication}
Replication}

\> Get-Module DFSR tAvailable

Directory: C:\Windows\system32\WindowsPowerShel 1\v1.0%Modules

ModuleType Version ExportedCommands

.0.0 ! {New-DfsReplicationGroup, Get-DfsReplicationGroup, Set-DfsReplicationGroup, Remove-DfsReplicationGroup...}

P5 et-Command -Module DFSR | Measure-Object
Count 45

Minimum
Property :

[



New-DfsReplicationGroup -GroupName F5ShareRG °
-DomainMame Reskit.Org
-Description "Replication Group for F51, F52 shares’
Qut-Null
New-DfsReplicationGroup -GroupName DCShareRG °
-DomainMame Reskit.Org
-Description "Replication Group for DC1, DC2 shares’ |
Out-Null
PS5 C:\> Get-DfsReplicationGroup | Format-Table -Property GroupMame, DomainMName, Description,

GroupMame DomainName

FsShareRG
DCShareRG Reskit.Org Replication Group for DC1, DC2 shares Normal

» Get-DfsReplicatedFolder |
Format-Table GroupName, FolderWame, DomainMame, DfsnPath

GroupMame FolderName DomainMame DfsnPath

F55hareRG Reskit.0Org

F55hareRG Reskit.Org

F55hareRG SalesHistorical Reskit.Org )\, it Sales’SalesHistoric
DC5hareRG ITManagement Reskit.Org | WJITY ITManagement

» Get-DfsReplicatedFolder |
Format-Table GroupName, FolderWame, DomainMame, DfsnPath

GroupMame FolderName DomainMame DfsnPath

F55hareRG Reskit.0Org

F55hareRG Reskit.Org

F55hareRG SalesHistorical Reskit.Org )\, it “SalesHistoric
DC5hareRG ITManagement Reskit.0Org “reskit.orghsharedata’IT\ITManagement

[



tiet-Df srMembership -GroupMame FSShareRG -ComputerMame F51, F52 |
Format-Table GroupName, ComputerMame, ComputerDomainMame, ContentPath, Enabled

GroupMame ComputerMame ComputerDomainMame ContentPath Enabled

S55hareRG F5 Reskit.Org

55hareRG F52 Reslkit.0Org 25 It2 True
SShareRG FS Reskit.0Org 2 = True

F5ShareRG F52 4 P 55 = True
F55hareRG F5 i wOldsales True
F5ShareRG F52 Fv5k1t Org :ZOldSales True

x Get-DfsrMembership -GroupMame DCShareRG -ComputerName DC1, DC2 |
Format-Table GroupName, ComputerMame, ComputerDomainMame, ContentPath, Enabled

GroupMName ComputerMame ComputerDomainMName ContentPath Enabled

DCShareRG DC1
DCshareRG DC2 Fv5k1t.0rg

> Get-DfsrMember |
Format-Table -Property Groupname, DomainName, DNSName, Description

GroupName DomainName DnsMame Description

S5hareRG Reskit.Org . :kit.0rg File Server members
55hareRG Reskit.Org . it.0Org File 5erver members
DCShareRG Reskit.Org . 1t.0rg DC Server members
DCShareRG Reskit.Org DCZ. Re=k1 t.0Org DC Server members

[



2] C\foo'\Propagation-FSShareRG-[TData-28Feb20 O - € || 2 DFS Replication - Health Repert 2 DFS Replication - Propagation ... (2 DFS Replication - Propagati...

DFS Replication Propagation Report

Report generated on: 28 February 2017 at 01:07:50 (GHT0:00)
Replication group: FSShareRG

Replicated folder: ITData

Number of tests reported: 5

Average replication time to
all members:

Maximum replication time
to all members:

Propagation test status: ) Propagation tests complete (5] {3 Propgation tests incomplete (0;

@ Propagation tests

B 4} TESTS COMPLETED (5 test(s) completed)

with errors (0)

&% TESTS INCOMPLETE (0 test(s) incomplete)
48 TESTS WITH ERROR (0 test(s) in error}
=

DETAILS {5 tests)

H (Show AT)
SN

Reference server: FS1.Reskt.Org

Reference site: Default-First-Site-Name

Status Done (1 of 1 completed)

Date launched 28 February 2017 at 01:02:17 (GMT0:00

Repication time; <1sec

Test file F51@3614E4C5-D416-4210-B4F3-FAGDAL60CCIO@FSShareRG-TTData.xm

[¥ (%) Graph of replication time
E (& Replication time

E B Members (1 member)
i3

o)

i)

B

[]



2| C:\foo'\Health-FSShareRG-2t O ~ € || (2 DFS Replication — Health Re...

DFS Replication Health
Report

Data collected on: 28 February 2017 at 01:11:44 (GMT0:00)
Replication Group: F5ShareRG (Reskit.Org)
Reference member: fs1
Server scope: Selected 1 of 2 servers
DFS Replication bandwidth I | 23.56% reduction (31.46 KB replicated instead of 41.2 KE)
savings:
Server health: (&) Servers with no errors or warnings (1) @ Servers unavaiable for reporting (0)
€ Servers with DFS Repiication errors (0} M\ Senvers with DFS Replication warnings {0)

X ERRORS (0 servers with errors)
A WARNINGS (0 servers with warnings)
0 SERVERS UNAVAILABLE FOR REPORTING (All servers reporting]

- SERVER DETAILS (1 server) how Al

[
DNS name: fsl.reskit.org
Domain name: Reskit.Org
Reference domain DC1.Reskit.Org
controller:
IP address: feB0::ecda:bfd4:5ffd:e5a239611, feB0::bBE5:dc55:7640:0413%:17, feB0::d9fb: c299:d9dB:de30%6,10.10.10.102,10.10.10.101,169.254.1.89
Site: Default-First-Site-Name
Time zone: {GMT0:00)

€ ERRORS (There are no errors to report)

A\ WARNINGS (There are no warnings to report)
E @ mrormATIONAL

(@ Service state: Running

(@ DFS Replication service uptime: 1 day 2 hr.

(%) DFS Replication service version: 10.0.14393.206

(@ Summary of replicated folder status

The following table provides a high-level overview of replicated folder status on this server.

Replicated Folder Status # of Files Received DF5 Replication Bandwidth Savings
ITData Normal 3 1.37%

Sales Normal 3 23.87%

SalesHistorical Normal 3 1.37%

(i) Data shown about the number of received files and the DFS Replication Bandwidth Savings accumulate from the time the DFS Replication serviceis
started.

[]



Chapter 10: Managing Internet Information
Server

PS C:\> Install-WindowsFeature -Name Web-Server °
-IncludeAl lSubFeature °
-IncludeManagementTools

Success Restart Needed Exit Code Feature Result

success {Application Development, Application Init...

[



Get-WindowsFeature -Name Web* | Where-Object installed

/ Name

Server (IIS)
wWeb Server
[X] Common HTTP Features
[X] Default Document
(] Directory Browsing
HTTP Errors
Static Content
HTTP Redirection
X] WebDAV Publishing
Health and Diagnostics
[X] HTTP Logging
[X] Custom Logging
[X] Logging Tools
[X] ODBC Logging
[X] Request Monitor
[X] Tracing
Performance
[X] 5tatic Content Compression
[X] Dynamic Content Compression
Security
[X] Request Filtering
[X] Basic Authentication

Web-Server
Web-WebServer
Web-Common-Http
Web-Default-Doc
Web-Dir-Browsing
Web-Http-Errors
Web-Static-Content
Web-Http-Redirect
Web-DAV-Publishing
Web-Health
Web-Http-Logging
Web-Custom-Logging
Web-Log-Libraries
Web-0DBEC-Logging
Web-Request-Monitor
Web-Http-Tracing
Web-Performance
Web-5tat-Compression
Web-Dyn-Compression
Web-Security
Web-Filtering
Web-Basic-Auth

[X] Centralized S5L Certificate Support Web-CertProvider
[X] Client Certificate Mapping Authentic... Web-Client-Auth

[X] Digest Authentication

Web-Digest-Auth

[X] IIS Client Certificate Mapping Authe... Web-Cert-Auth

[X] IF and Domain Restrictions

[*] URL Awthorization

%] Windows Authentication

[X] Application Development

X] .NET Extensibility 3.5
.NET Extensibility 4.6
Application Imitialization
ASP

ISAPT Extensions
ISAPT Filters
Server 5i1de Includes
WebSocket Protocol
FTP Serwer
[X] FTP Serwvice
[X] FTP Extensibility
Management Tools
[X] II5 Management Console
[X] II5 & Management Compatibility
[X] II5 & Metabase Compatibility
[X] II5 & Management Console
[X] IIS 6 Scripting Tools
[X] IIS 6 WMI Compatibility
IIS Management Scripts and Tools
Management Service

Web-IP-Security
Web-Ur1-Auth
Web-Windows-Auth
Web-App-Dev
Web-Net-Ext
Web-Net-Ext45
Web-AppInit
Web-ASP
Web-Asp-Net
Web-Asp-Net45
Web-CGI
Web-ISAPI-Ext
Web-ISAPI-Filter
Web-Includes
Web-WebSockets
Web-Ftp-5Server
Web-Ftp-Service
Web-Ftp-Ext
Web-Mgmt-Tools
Web-Mgmt-Console
Web-Mgmt-Compat
Web-Metabase
Web-Lgcy-Mgmt—Console
Web-Lgoy-Scripting
Web-wWMI
Web-Scripting-Tools
Web-Mgmt-Service

Install State

Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed

[



PS C:\> Import-Module WebAdministation
PS C:\> Get-Module -Name WebAdministration -ListAvailable

Directory: C:\Windows\system32\WindowsPowershell\vl.0\Modules

ModuleType Version Name ExportedCommands

Manifest 1.0.0.0 WebAdministration {Start-WebCommitDelay, Stop-WebCommitDelay, Get-WebConfigurationLock...}

PS C:\> Get-Command -Module webadministration
Measure-Object |
select-Object -Property Count

Count

> Get-Module -Name IISAdministration
PS C:\> Get-Command -Module ITISAdministration |
Measure-Object |
Select-Object -Property Count
ModuleType Version Name ExportedCommands

Script . iisadministration {Clear-IISCentralCertProvider, Clear-IISC Collection. ..

Count : 31

P5 C: Get-P5Provider -PSProvider WebAdministration

Mame CapabiTities

wWebAdministration ShouldProcess

P5 C:h» Get-ChildItem -Path IIS

Name

AppPools
Sites
55 1B1ndings

PS C:
Name ID i Bindings

Default Web Site 1 Started %5ystemDrive®'inetpub’wwwroot http *:80:

[
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PS C:\> $55LCert | New-Item -Path IIS:\SsIBindings\0.0.0.0!443

IP Address Port Host Name

0.0.0.0 443

[1
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PS5 C:%> Get-TlsCipherSuite |
Format-Table Mame, Exchange, Cipher, Hash, Certificate

Mame Exchange Cipher Hash Certificate
TL5_ECDHE_ECDSA_WITH_AES 256 GCM_SHAS B4 AES

TLS_ECDHE_ECDSA _WITH_AES 128 GCM_SHA256 ECDH AES
TL5_ECDHE_RS5A_WITH_AES 256 GCM_S5HAIS4 ECDH AES
TL5_ECDHE_R5A_WITH_AES 128 GCM_SHA256 ECDH AES
TLS5_DHE_RSA_WITH_AES_ 256 GCM_SHA3B4 DH AES
TL5_DHE_R5A_WITH_AES_128 GCM_SHAZ56 DH AES
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA3B4
TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA256 ECDH AES SHAZ256 ECDSA
TL5_ECDHE_R5A_WITH_AES 256 CBC_S5HAIS4 ECDH AES 5HA3S34 R5A
TLS_ECDHE_RSA_WITH_AES 128 (BC_SHA2S56 ECDH AES SHA256 RSA
TL5_ECDHE_ECDSA WITH_AES 256 _CBC_SHA ECDH AES S5HA1 ECDSA
TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA ECDH AES SHAL ECDSA
TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA ECDH AES S5HA1 RSA
TL5_ECDHE_R5A_WITH_AES 128 CBC_5SHA ECDH AES S5HA1 R5A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA DH AES SHAT RSA
TLS_DHE_RS5A_WITH_AES_128 CBC_SHA DH AES S5HA1 RSA
TL5_R5A_WITH_AES_256_GCM_SHA3E4 RS5A AES R5A
TLS5_R5A_WITH_AES_128 GCM_SHAZ256 RSA AES RSA
TL5_R5A_WITH_AES_256_CBC_SHAZ56 RSA AES S5HAZ56 RSA
TLS_R5A_WITH_AES_128_CBC_SHAZ56 R5A AES S5HAZ56 RSA
TLS5_R5A_WITH_AES_256_CBC_SHA RSA AES SHA1 RSA
TL5_R5A_WITH_AES_128_CBC_SHA RS5A AES S5HA1 R5A
TLS5_RSA_WITH_3DES_EDE_CBC_SHA RSA 3DES SHAL RSA
TLS5_DHE_DS5_WITH_AES_256 CBC_SHAZ256

TL5_DHE_DS5_WITH_AES_128 CBC_SHAZ56 DH AES S5HAZ56 DSA
TLS_DHE_DSS5_WITH_AES_256 CBC_SHA DH AES S5HAT D5A
TL5_DHE_DS55_WITH_AES_128 CBC_SHA DH AES S5HAT DSA
TLS_DHE_DS55_WITH_3DES_EDE_CBC_SHA DH 3DES S5HAL DSA
TL5_R5A_WITH_NULL_SHA256 RSA SHA256 RSA
TL5_R5A_WITH_NULL_SHA RS5A SHA1 R5A
TLS_PSK_WITH_AES_256_GCM_SHA334

TLS_PSK_WITH_AES_128_ GCM_SHAZ56 P5SK
TL5_PSK_WITH_AES_256_CBC_SHASE4 PSK 5HAS 84
TLS_PSK_WITH_AES_128 CBC_SHAZ56 PSK SHAZ256
TL5_PSK_WITH_NULL_SHA3ZB4 P5SK S5HAS 34
TLS_PSK_WITH_NULL_SHAZ56 PSK SHAZ56
TLS5_R5A_WITH_RC4_128_ SHA RSA S5HA1
TL5_R5A_WITH_RC4_128_MD5 RS5A MD5

[



P5 C:'> Get-TisCipherSuite -Name RC4 |
Format-Table Mame, Exchange, Cipher, Hash, Certificate

Name Exchange Cipher Hash Certificate

TLS_R5A_WITH_RC4_128 SHA RS5A RC4 5HA1 R5A
TLS_R5A_WITH_RC4_128 MD5 RSA RC4 MD5 RSA

PS5 C:%~ Get-TlsCipherSuite -Name RC4 |
Format-Table Mame, Exchange, Cipher, Hash, Certificate

Name Exchange Cipher Hash Certificate

TLS_R5A _WITH_RC4_128 SHA RSA RC4 5HA1 R5A
TLS_R5A_WITH_RC4_128 MD5 RSA RC4 MD5 RSA

PS C:\> $sb = {
If ( -NOT (Test-Path c:\SSLCerts)) {
New-Item -Path c:\SSLCerts -ItemType Directory
-Name 'SSL Certificate Share’
New-SmbShare -Name 'SSLCertShare’ -Path c:\SSLCerts

¥
PS C:\> Invoke-Command -ScriptBlock $sb -ComputerName DCL

Name ScopeName Path Description PSComputerName

SSLCertShare * c:\SSLCerts

P5 C:%> Mew-Website -PhysicalPath $sitepath -name www?
-HostHeader ‘"www2.reskit.org’

Phy=sical Path Bindings

=:80 :www2.reskit.org

[



2 hitp/fwwewreskitorg! O - & || & Main Page for WWW2.Reski...

HOME PAGE FOR WWW2.RESKIT.ORG

This 1s the root page this site

> $LogfileLocation = (Get-ItemProperty 'IIS:\Sites\Default web Site” -Name logfile).directory
JLogFileFolder = [System.Environment]: :ExpandEnvironmentvariables ("$LogfileLocation™)
PS C:\> Get-ChileItem -Path $LogFileFolder -Recurse
Directory: C:\inetpub\logs\LogFiles

Mode LastWriteTime Length

20/06/2017 16:
Directory: C:\inetpub\logs\LogFiles\W3svCl
LastWriteTime Length

11/06/2017 16:39 1848 u_ex170611.log

15/06/2017 18:02 838 u_ex170615.Tog
20/06/2017 17:01 2217 u_ex170620.log

PS C:> New-WebAppPool -Name WwwWZ2Pool
Name Applications

www2Pool Started

PS C:> New-WebApplication -Name wWww?2 -Site www?2
-ApplicationPool WwwZPool
-PhysicalPath C:\inetpub\www2
Application pool Protocols Physical Path

WWW2Pool

[



PS C:\> Get-IISAppPool

Name Status Pipeline Mode Start Mode
DefaultAppPool Started . Integrated OnDemand
Classic .NET AppPool Started Classic OnDemand
.NET v2.0 Classic Started ; Classic OnDemand
.NET v2.0 Started Integrated OnDemand
.NET v4.5 Classic Started ; Classic OnDemand
.NET v4d.5 Started . Integrated OnDemand
RKAppPoo] Started . Integrated OnDemand
PSWS Started . Integrated OnDemand
WwwZ2Pool Started . Integrated OnDemand

off

2 v SRV1 » Application Pools & S @

PN

File View Help
Connections
Q- il
5 Start Page
93 SRYT (RESKT\administrator)
2 Application Pools

U’j‘ Application Pools

This page lets you view and manage the list of application pools on the server. Application paols are associated with worker processes, contain one or more applications, and provide
isolation among different applications.

~ .8 Sites Filter: ~ % Go - GyShow All | Greupby: No Grouping - Advanced Settings rox
@ Default Web Site Name Status  .NETCLRV.. Managed Pipel... |dentity Startup Time Limit (seconds] 90 ~1 [
e 2 NETV20 Started 20 Integrated ApplicationPoolldentity ~ Process Orphaning . -
2 NETv20 Classic  Started 120 Classic ApplicationPoolldentity Enabled False Et A b
[ NETva5 Stated 40 Integrated ApplicationPoolldentity Executable
L2 NETwAS Classic  Started 40 Classic ApplicationPoolldentity Executable Parameters
() Classic NET Ap... Started 120 Classic ApplicationPoolldentity  Rapid-Fail Protection
[ DefaultAppPool  Started  v40 Integrated ApplicationPoolldentity *Service Unavailable” Response " HitpLevel
psws Started 40 Integrated LocalSystem Enabled True
L2 RkAppPool Stated V40 Integrated ApplicationPoolldentity Failure Interval (minutes) H
rwww2pool Stated 40 Integrated ApplicationPoolldentity Maximum Failures H

Shutdown Executable
Shutdown Executable Parameter

v [Regydiing
Disable Overlapped Recycle  False
Disable Recycling for Configurat False
Generate Recycle Event Log Entr

Private Memory Limit (KB} 1073741824
Regular Time Interval (minutes) 1740
Request Limit 100000
v Specific Times TimeSpan(] Array
0 07:55:00
ull 19:55:00
Virtual Memory Limit (KE) 0
v
Recycling
oK Cancel

[



pPs C:%> Install-windowsFeature -Name NLB
-IncludeManagementTools

Success Restart Needed Exit Code Feature Result
success {Network Load Balancing, Remote Server Adm. ..

> Install-windowsFeature -Name NLE ~
-IncludeManagementTools ~
-ComputerName NLB2

Restart Meeded Exit Code Feature Result

SUCCess {network Load Balancing, Remote Server Adm. .

P5 C:%> Invoke-Command -ScriptBlock {Get-windowsFeature web-Server, NLE}
—ComputeriName NLEl, NLEZ |
Format-Table -Property DisplayName,PSComputername,Installstate

DisplaymMame PSComputerName Installstate

web server (IIS) Installed
MNetwork Load Balancing MLE2 Installed
web server (IIS) NLE1 Installed
MWetwork Load Balancing MLE1 Installed

PS C:% New-NlbCluster -ImterfaceName ethernet
-ClusterName "ReskitNLBE'
—ClusterPrimaryIP 10.10.10.55 -SubnetMask 255.255.255.0
-OperationMode Unicast

-

Name IPAddress SubnetMask Mode

ReskitNLBE 10.10.10.55 255.255.255.0 MULTICAST

Ps C:%> add-n1bClusternode -NewNodeName MNLB2
-NewNodeInterface 'Ethernet’
-Interfacename 'Ethernet’

Name State Interface HostID

NLBZ2 Converged(default) Ethernet 2

[



& http://reskitnlb.reskitorg/ 2O ~ & (22 reskitnlb.reskit.org

NLE Cluster: Hosted on NLE1

PS C:% Stop-N1bClusterNode -HostName NLE1

State Interface HostID

Stopped Ethernet 1

& http://reskitnlb.reskitorg/ O~ & (2 reskitnlb.reskit.org

NLE Cluster: Greetings from NLB2

[



Chapter 11: Managing Hyper-V

> §sb = {
Install-WindowsFeature -Name Hyper-V °
-IncludeMmanagementTools}
- Invoke-Command -ComputerName Hvl, HVZ °~
-scriptBlock $s5b

PSComputerName : HvZ2

RunspaceIld : ae4a34853-631e-4d5c-a33d-el0886175ea3

Success : True

RestartNeeded : Yes

FeatureResult : {Hyper-v, Hyper-v Module for windows Powershell, Hyper-v GUI Management Tools,
Remote Server Administration Tools...}

ExitCode : SuccessRestartRequired

WARNING: You must restart this server to finish the installation process.

PSComputerName : Hv1

RunspaceIld : B6417T8F-27c0-4755-bcfa-cc0113854628

Success : True

RestartNeeded : Yes

FeatureResult : {Hyper-v, Hyper-v Module for windows Powershell, Hyper-v GUI Management Tools,
Remote Server Administration Tools...}

ExitCode : successRestartRequired

WARNING: You must restart this server to finish the installation process.

PS C:> $5b = {
New-Item -Path H:\vm -ItemType Directory -Force | Out-nNull
New-Item -Path H:\wm\vhds -ItemType Directory -Force | Out-Null
New-Item -Path H:\Vm\VWMs -ItemType Directory -force | Out-Null
Get-ChildItem -Path H:%wm

h

Invoke—Command —ComputerName Hvl, Hv2 -ScriptBlock $sb

Directory: H:\vm
LastwriteTime Length Name  PSComputerName

vhds
VMs
vhds
VMs

[



PS5 C:%> Get-VMHOost -ComputerName HV1, HV2 |

Format-List -Property Mame,

Name

MemoryCapacity
virtualHardoiskrath
virtualmachinerath
NumaspanningEnabled
EnableEnhancedsessiomnMode
ResourceMeteringsavelnterval

Name

MemoryCapacity
virtualHardoiskpPath
virtualMachinerath
NumaspanningEnabled

EnableEnhancedsessionMode
ResourceMeteringsaveInterval

PS C:%» Get-W -Name psdirect

Name State

psdirect Running O

P5 C

Tiger

CPUUsage(%) MemoryAssigned(M) Uptime

MemoryCapacity,
virtual®*pPath, NumaSpanningEnabled,
EnableEnhancedsessionMode,
ResourceMeteringsaveInterval

HvV1
16776744960
H:ywwmyvhds
H:\wMyvMs
True

True
01:30:00

HVZ
16776744960
H:wwmyvhds
H:%W WMy vMs
True

True
01:30:00

Version

00:09:48. 2910000 Operating normally 8.0

%= Invoke-Command -VMName psdirect °

-Credential SRKCred °
-scriptBlock {hostnamel}

[



FWID = (Get-WYM -VMName psdirect).wMId.Guid
Invoke—Command -VMid $WwWID °

—Credenti1al SRKCred °

-ScriptBlock {hostname}

PS5 C:\» Enter-PSSession -VMName psdirect -Credential $RKCred
[psdirect]: P5 C:\Users\administrator\Documents> Get-CimInstance -Class Win32_ComputerSystem
Name PrimaryOwnerName Domain TotalPhysicalMemory Model Manufacturer

TIGER Packt Recipe Book Reader Microsoft Corporation

[psdirect]: Exi1t-P5SSession
PS EzA

P5 C:h%> Get-VWMGroup |
Format-Table -Property MName, GroupType, VMMembers

Name GroupType VMMembers -|-

HVServers VMCollectionType {HVZ,

PS C:%\= $Members = (Get-VmGroup -Name HVServers).VMMembers
Y P5s C:\> $Members

Name State CPUUsage(®) MemoryAssigned(M) Uptime 5tatus Version

HVZ Running O 21.04:47:26. 38360000 Operating normally 8.0
HV1 Running O 21.02:39:38. 7180000 Operating normally 8.0

P5 C:'» Set-VWhost -ComputerMName HV1 -MacAddressMinimum O00155D017000 °
-MacAddressMaximum 00155D017099
P5 C:% Set-Whost —-ComputerMName HVZ? -MacAddressMinimum 00155D017100 °
-MacAddressMaximum 00155D017199
PS5 C:%~ Get-Whost —ComputerName HV1, HVZ |
Format-Table -Property Name, MacAddressMinimum,
MacAddressMaximum

Name MacAddressMinimum MacAddressMaximum

Hv1 001550017000 001550017099
HvZ 001550017100 001550017199

[



P5 C:h> Get-VWMProcessor -WM (Get-VMGroup HvServers).VMMembers |
Format-Table -Property VWMName, OperationalStatus

VMName Operationalstatus

{0k, HostResourceProtectionEnabled}
{0k, HostResourceProtectionEnabled}

P5 C:%> New-¥M -Name W1 -Path $WWLocation -MemoryStartupBytes 1GB
Name 5tate CPUUsage(%) MemoryAssigned(M) Uptime S5tatus Version

w1l off 00:00:00 Operating normally 8.0

P5 C:%> New-VHD -Path $VhdPath -51zeBytes 128GE -Dyvnamic

ComputerMName : HV1

Path : H:wWwmhVhds"WM1. vhdx
VhdFormat : VHDX

VhdType : Dynamic

File5ize : 4194304

Size r 137438953472

M1 nimumsi ze :

LogicalSectorSize : 512
Physicalsector5size : 4096

BElocksize : 33554432

ParentPath c

DiskIdentifier : E9BF967A-0D2A-482B-99AF-7CO5DFFAS 912
FragmentationPercentage : 0

Alignment -

Attached : False

D1 skNumber c

Number

PS5 C:%> Get-VM —Name $vMname
Name 5tate CPUUsage(%) MemoryAssigned(M) Uptime Version

VM1 Running O :00:53.2290000 Operating normally 8.0

[
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File A{t\E}n View Help

L Allal(l 7oz
E %p:{:’ Manager F{_: Hyper-V Manager provides the tools and information you can use to manage a vitualization server. [EITTE
= ' Hyper-V Manager -
§5 Connectto Server...
Introduction e View N
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Z3 Y111 on HV1 - Virtual Machine Connection - m] X
File Action Media Clipboard View Help

B D@0 | n |

4 Windows Setup

m Windows Server 2016

Language to install: [English (United States) hd
Time and curren i English (United States) -

<

Status: Running

Get-¥M -VMName VM1

Status Version

Set-WMBios W1 -5tartupOrder ('IDE", 'LegacyNetworkAdapter®, "Floppy')
Get-VMBios W1

NumlockEnabled
LegacyMNetworkAdapter, Floppy} False

[]




Set—-VWMProcessor —VMName W1 -Count 2
Get-VWProcessor -VmName VM1

e Set-VMMemory -VMName WM1
-DynamicMemoryEnabled $true °
-MinimumBytes 512MB
-StartupBytes 1GE °
-MaximumBytes 2GB

PS5 C:= Get-VMMemory -VMName WML

VMName DynamicMemoryEnabled Minimum{M) Startup(M) MasimumiM)

P5 C:'> Get-WM5csiController -VWMName VM1

Whame ControllerNumber Drives

Add-W5scs1Control ler -VMName WM1
Get-W5csiController -VMName VM1

[



$VHDPath = 'H:\Vm\Vhds\VM1-D.VHDX"
Mew-VHD -Path $VHDPath -51zeBytes 8GE -Dynamic

ComputerName : HV1

Path + H:\Vm'\Whds'\VWM1-D. VHDX
VhdFormat : VHDX

VhdType : Dynamic

File5ize : 4194304

51ze : 8589934592

M1nimumSi ze -

Logical Sectorsize : 512

Physical Sectorsize : 4096

Blocksize :r 33554432

ParentPath :

DiskIdentifier : EO555AAB-07C1-4615-A86B-434FCE396948
FragmentationPercentage : 0

Alignment 1

Attached : False

D1 skNumber :

Mumber

PS5 C:%» Get-VWHardDiskDrive -VMName WM1
VMName Contro Type ControllerNumber ControllerLocation DiskNMumber Path

H:WWmh Vhds\WM1. Vhdx
Hz\Wm'Vhds\VM1-D. VHDX

P5 C:% Get-WNetworkAdapter -WVMName VM1

Name IsManagementOs VMMame SwitchName MacAddress Status IPAddresses

Network Adapter False 001550017001 {0k}  {169.254.152.196,
fe80::c413:c78b:ea% :98c4}

fuser Wit Administrator”
fpass ConvertTo-5ecurestring -5tring "Pa$iwOrd’ -AsPlainText -Force
cred = New-Object -TypeName System.Management.Automation.PSCredential
-ArgumentList Juser,$Pass
Invoke-Command -VMName WM1 °
-5criptBlock {Get-NetIPConfiguration | Format-List}
—-Credential $cred

InterfaceAlias : Ethernet

Interfacelndex 2 Z

InterfaceDescription : Microsoft Hyper-V Network Adapter
MetAdapter. Status : DMsconnected

[



PS5 C:h> New-WMSwitch -Name External -NetAdapterName 'Ethernet’
-Motes 'Created on HV1®

Mame SwitchType NetAdapterInterfaceDescription

External External Microsoft Hyper-V Hetwork Adapte

PS C:\> Get-VMNetworkAdapter -VMName WM1

Name

P5 C:h> Invoke-Command -VMMame WMl °
-ScriptBlock {Get-WetIPConftiguration}
—Credential %cred

InterfaceAl1as : Ethernet
Interfacelndex : 2
InterfaceDescription : Microsoft Hyper-V Network Adapter
MetProfile. Name : Reskit.Org
IPv4Address : 10.10.10.157
IPveDefaultGateway -
IPv4DefaultGateway :
DN5Server : 10.10.10.10
i I I I O e
PSComputerName : WML

P5 C:%> Invoke-Command -VMName WM1 °
-ScriptBlock {Hostname}
—Credenti1al $cred
WIN-OSLPHTHEES U

[



P5 C:%> Invoke-Command -VMName VM1 °
-ScriptBlock {Get-MetIPConfiguration}
—-Credential Scred

InterfaceAlias : Ethernet
InterfaceIndex s
InterfaceDescription : Microsoft Hyper-V Network Adapter
NetProfile. Name : Reskit.Org
IPv4Address : 10.10.10.157
IPvEDetaultGateway
IPv4DefraultGateway 3
DN55erver : 10.10.10.10
10.10.10.11
PSComputerMName : WMl

PS C:%~ Invoke-Command -VMMame WM1 °
-5criptBlock {Hostname}
—-Credential %cred

VM1

Stop-VM -VMName VM1
Get-YM -VMname VM1

Name 5S5tate CPUUsage(®) MemoryAssigned(M) Uptime Status Version

00:00:00 Operating normally 8.0

> Set-VWMProcessor -VYMMame VM1 °
-ExposeVirtualizationExtensions $true
= Get-VWProcessor -VMName VM1 |
Format-Table -Property Mame, Count,
ExposeVirtualizationExtensions

Mame Count ExposeVirtualizationExtensions

Processor

Start-vM -VMName VM1
5 Wait-VvM -WMName WM1 -For Heartbeat
th> Get-VM -VMName VM1
Mame S5tate CPUUsage(%) MemoryAssigned(M) Uptime 5 Version

00:00:49. 8890000 Operating normally 8.0

[



fuser W1 Administrator”®
$pass ConvertTo-5ecure5tring -5tring "Pa$$word’
-AsPlainText -Force
PS5 C:\> Scred New-0Object -TypeName System.Management.Automation.PSCredential
-ArgumentList %user,$Pass

Invoke-Command -VMName VM1 ~

-scriptBlock {Install-WindowsFeature -Mame Hyper-V ~
-IncludeManagementTools}

-Credential $cred

Success Restart Needed Exit Code Feature Result PSComputerName

S5top-WM -VMName VM1

Start-VM -VMName VM1

Wait-vM -VMName VM1 -For IPAddress
Get-Vm -VMName WM1

Name 5tate CPUUsage(%) MemoryAssigned(M) Uptime Status Version

W1 Running 5 00:01:43. 6280000 Operating normally 8.0

$sb = {
$VMname = "Nestedll"’
New-¥M -Name VM1 -MemoryStartupBytes 1GB}
Invoke-Command -VMName $VMName °
-ScriptBlock $sb °
—Credential $cred

Name ! 3 Version PS5ComputerName

Nestedl OfF

Get-VM —-Name VM1
Version

w1l off 00:00:00 Operating normally 8.0

[



S5tart-vM -Name WM1
Get-VM -Name WM1

State CPUUsage(%) MemoryAssigned(M) Uptime Status Version
Running O 00:00:00.0740000 Operating normally 8.0

Wait-vM -VWMName W1 -For IPAddress
Get-¥M —Name VM1

State CPUUsage(%) MemoryfAssign Version

Running 1 00:01:08.0590000 Operating normally 8.0

Suspend-¥M -VMName VM1
Get-WvM -VMName WM1

Status Version
Paused 0 7 15:04:52. 9640000 Operating normally 8.0

Resume-VvM -VMName WM1
Get-WM -VMName WwM1

S5tate CPUUsage(%) MemoryAssigned(M) Uptime Status Version

15:04:56.1310000 Operating normally 8.0

Save-vM -VYMName WM1
Get-Vm -VYMName WM1

Name State CPUUsage(%) MemoryAssigned(M) Uptime Status Version

W1l Saved O 00:00:00 Operating normally 8.0

Start-vM -VMName VM1
Get-Vm -VMName VM1

Mame State CPUUsage(%) MemoryAssign M) Uptime Status Version

VM1 Running 3 00:00:04. 2040000 Operating normally 8.0

[



Get-VM —VMname WML
Version
Running 0 08:02:17.5450000 Operating normally 8.0

Restart-vM -VMName VM1 -Force
Get-VM -VMName VM1

Version
Running & 00:00:00.7290000 Operating normally 8.0

Wait-Vm -VMName VM1 -For IPaddress
Get-VM -VMName VM1

State CPUUsage(%) MemoryfAssign M} Uptime 5 Version

00:02:03.4850000 Operating normally 8.0

“VMName W1 -TurnOff
-VMname VM1

Name S5tate CPUUsage(%) MemoryvAssigned(M) Uptime Status Version

vM1 oOff 00:00:00 Operating normally &.0

Get-VM —-Name VM1

Mame State CPUUsage (%) MemoryAssigned(M) Uptime 5 Version

H:3WWmh Vhds\WM1. Vhdx

[



(Get-¥M -Name WM1).ConfigurationLocation

Get-VMHardDiskDrive —VMName VM1
VWMName ControllerType ControllerNumber ControllerLocation DiskNumber Path

c:\WMIAVVirtual Hard Disks'WM1.Vhdx

Get-VYM —-ComputerName HV1
Mame State CPUUsage(%) MemoryAssigned(M) Uptime Status Version

01:24:37.6100000 Operating normally 8.0

"Migration took: [{0:n2}] seconds""
-f ($($Finish-%=tart).totalminutes)

Migration took: [7.49] minutes

Get-VM -ComputerName HWV1
Get-VM —ComputerMame HWV2
Mame State CPUUsage(%) MemoryAssigned(M) Uptime 5 Version

VM1 Running 0 00:18:09.1260000 Operating normally 8.0

Get-VWMReplicationServer —ComputerMame HV2

RepEnabled AuthType KerbAuthPort CertAuthPort AllowAnySerwver

Version

w1l off 00:00:00 Operating normally 8.0

[



3 STEP &6 - Get W1 5tatus on HV2:
P5 C Get-VM —-ComputerName HV2
Version

00:00:00 Operating normally 8.0

- Get W1 Status on HV2:

Get-VM -ComputerName HV?2

Mame 5tate CPUUsage(%) MemoryAssigned(M) Uptime Status Version

W1l off 00:00:00 Operating normally 3.0

Measure-VMReplication -ComputerName HV1

VMMame State Health LReplTime PRepl5ize(M) AvglLatency AwvgRepl5ize(M) Relationship

$sb = {
fW1lTest = Start-VWFailover -AsTest -VMName WM1 °
—Confirm: $fal=se
Start-vM $Wltest}
Invoke-Command -ComputerName HV2 -ScriptBlock $sb

Name State CPUUsage(%) MemoryAssigned(M) Uptime  Status Version PSComputerName

W1 - Test Off

PS5 C Get-VM —-ComputerName HWV2

Name State  CPUUsage(%) MemoryAssigned(M) Uptime Status
w1 0 £ Operating normally 8.
VM1 - Test Running 1 :22.4220000 Operating normally 8.

[



Y= Get-W¥M —ComputerMame HV1
S5tate CPUUsage(%) MemoryAssigned(M) Uptime Status Version
00:29:04. 9700000 Operating normally 8.0

» Get-VYM -ComputerName HVZ2

State CPUUsage(%) MemoryAssigned(M) Uptime Status Version

00:00:00 Operating normally 8.0

Get-VM -ComputerName HV1

State CPUUsage(%) MemoryAssign M) Uptime Status Version

State

Running O 00:01:13.3530000 Operating normally 8.0

B
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P5 Cih> 5sb = { Get—-ChildItem -Path C:% }
Invoke—Command -VMName W1 -ScriptBlock $sb °
-Credential %cred
Directory: C:h

LastWriteTime Length Name PSComputerName

/09,2016 136
7/2016 123 PerflLogs VM1
9,/2016 2 Program Files VM1
7/2016 = Program Files (x86) WMl
JO7 /2017 7 : Users VM1
JO7 /2017 = Windows VM1

§Parent = Split-Path -Parent (Get-¥M -Name VM1 |
SELECT -ExpandProperty HARDDRIVES).PATH
PS C:\= Get-ChildItem -Path $Parent

Directory: C:%wml Wirtuwual Hard Disks
LastWriteTime Length Mame

9969860608 WM1.Vhdx
Jf2017 12: 138412032 VM1_856D7A40-284A-4CFC-BF25-4D3B57254404 . avhdx

C:%> $sb = {
fFileNamel = "C:\File_After_Checkpoint_1"
Get-Date | OQut-File -FilePath $FileNamel
Get-Content -Path $FileMamel}
P5 C:%» Invoke-Command -VMName W1 -5criptBlock $sb -~
-Credential $cred

July 2017 12:16:12

Get-WWMsnapshot -VMMame VM1

SnapshotType CreationTime ParentSnapshotName

Snapshotl Standard ! 7 12:12:01
Snapshot? Standard JO7 7 12:17:39 Snapshotl

[



%> Get-ChildItem -Path $Parent
DMirectory: C:Zwml\Virtual Hard Disks
tWriteTime Length Mame

9969860608 WM1. Vhdx
196083712 WM1_856D7A40-284A-4CFC-BF25-4D3B5 7254404 . avhdx
272629760 VM1_E122EE41-1FD5-4EBD-BCOA-AB4A290936C6. avhdx

$=b i
$FileName? = "C:“File_After_Checkpoint_2"
Get-Date | Out-File -FilePath %F1leNameZz
Get-ChildItem -Path C:% -File

1

H
Invoke-Command -VMName W1 -5criptBlock $sb °
—Credential $cred

Directory: C:h
LastWriteTime Length Name PSComputerName

15/07 /20017 12:16 60 File_After_Checkpoint_1
15,/07/2017 12:21 60 File_After_Checkpoint_2

= $sb = {Get-ChildItem -Path C:\}
> Invoke-Command -VMMame W1 -ScriptBlock $sh
—Credential %cred

Directory: C:h

LastWriteTime Length Name PSComputerName

9/2016

7/ 2016 123 PerflLogs w1
Program Files M1
Program Files (x86) w1
Users M1
Windows M1

[



. $sb = I

Get-ChildItem -Path C:%}

Y= Invoke-Command -VMName W1 -5criptBlock $sb °
-Credential $cred

Directory: C:h

Mode

C:'> Get-VMSnapshot -VMName WM1
snapshotT

Standard
Standard

Snapshotl
Snapshot2

Ps C:\= Get—-ChildItem -Path $Parent
Directory:

Length

9969860608
196083712
272629760

Directory: C:h%wmlY,

Mode

T 15,07 /2017

LastWriteTime

Length

PerftLogs

Program Files
Program Files (x86)
Users

Windows

File_after_Checkpoint_1 VM1

rpe CreationTime

F 12:12:01
/ 12:17:39 snapshotl

Cz%wml'\Wirtuwal Hard Disks

Name

VM1. Vhdx
VM1_856D7A40-284A-4CFC-BF25-4D8B57 254404 . avhdx
VM1_E122EE41-1FD5-4EBD-BCOA-AB4A290936C6. avhdx

-Path 3Parent
irtual Hard Disks
Length MName

13:58 9969860608 VM1.Vhdx

[



CounterSetName Description

Configuration This counter set represents the statistics for HyperV5torage ...

Dynamic Memory Balancer This counter set s the statistics for the Microsoft D...

Dynamic Memory Integration Service This counter set = the statistics for Dynamic Memory

Dynamic Memory WM This counter set represents the memory statistics for a Virtua

Hypervisor Information on the hyperwvisor.

Hypervisor Logical Processor Information on logical processors.

Hypervisor Partition Information on wirtual machines

1 Root Partition Information on wirtual machines
Root Virtual Processor Information on wirtual processors

Hyperwvisor Virtual Processor Information on wirtual processors

Legacy MNetwork Adapter Performance counters for a virtual machine's Ethernet controller

Replica WM This counter set represents the Hyper-¥V Replica statistics for..

Virtual IDE Controller (Emulated) Performance counters for a wvirtual machi s IDE Controller.

Virtual Machine Bus This counter set represents the statistics for the virtual mac

Virtual Machine Bus Pipes Per-Pipe statistics, for performance debugging.

Virtual Machine Bus Provider Pipes Per-Pipe statistics, Tor performance debugging.

Virtual Machine Health Summary This counter set represents the health summary statistics for ..
Hyper-V Virtual Network Adapter This counter set the statistics for the Microsoft H..
Hyper-V Virtual Network Adapter Drop Reasons This counter set the drop reasons statistics for th
Hyper-V Virtual Network Adapter VRSS This counter set the statistics for the Microsoft H

Virtual Storage Device This counter set s the statistics a virtual stora

Virtual Switch This counter set s the statistics the Microsoft H

Virtual Switch Port This counter set the statistics the Microsoft H

Virtual SwitchlProcessor This counter set represents the statistics the Microsoft H..

/ VM Live Migration Performance counters for a virtual machine's 1ive migration.

VM Remoting Performance counters for a virtual machine's remoting system.

VM Save, Snapshot, and Restore Performance counters for a wvirtual machine's save, snapshot,

VM Vid Numa Node The perf counters for a numa node.

VW Vid Partition These are the perf counters for a VID partition object.

VM Virtual Device Pipe IO Worker process per-pipe statistics, for formance debugging.

Worker Virtual Processor Performance counters for the wvirtual processor of a virtual ma...

Hyper-V RVP Counters

Counter

% guest rum time

hypervisor run time

remote run time 0. 000
% total run time 1.280

[



fReportobj
$Reportobj

HostMName
Maker

Model
P5Version
D5Edition
0sArch
0OS5Lang
LastBootTime
UpTimeDays
CPUCount
HostCPUUsage
HostMemoryGB
AllocatedMemoryGB

Svmht |

= New—-Object -TypeMame PS0Object -Property $report

: HV1

: Microsoft Corporation

: Virtual Machine

: 5.1.14393.0

: Microsoft Windows Server 2016 Datacenter
: B4-bit

H L E

: 15,07 /2017 09:39:35

: 2.174

: 8

31.61328927579385

: 15.62
|

sort-object -Property uptime -descending |
Format-Table

VMName Status

Uptime VMCPU ReplMode ReplSstate

Operating normally 2.01:50:10.1610000 1z
Operating normally 00:00:00 None
Operating normally 00:00:00 None

Disabled
Disabled
Disabled

[



Chapter 12: Managing Azure

%> Find-Module -Mame Azure, AzureRM

Repository Description

Microsoft Azure PowerShell - Service Management
AzureRM PSGallery Azure Resource Manager Module

[



P5 C:%> $HT = @f Label ="Cmdlets'}
P5 C:%» SHT.Expression = {({Get-Command -Module %_.name).count}
P5 C:%» Get-Module -Name Azure* -ListAvailable |
Sort-Object -Property °
{(Get-Command -Module %_.name).count} -Descending |
Format-Table Name,Version,Author,3HT -AutoSize

Mame i Author Cmdlets
AzureRM

AzureRM. Network
AzureRM.Compute

AzureAD

AzureRM. 5q1

AzureRM. ApiManagement
AzureRM. Automation
AzureRM. Batch
AzureRM.Datal akeStore
AzureRM. Resources
AzureRM. 51teRecovery
Azure. 5torage
AzureRM. Datal akeAnalytics
AzureRM. Logi cApp
AzureRM.wWebsites
AzureRM.Operational Insights
AzureRM.HDInsight
AzureRM. KeyVault

AzureRM. ServiceBus
AzureRM.DataFactories
AzureRM. Insights

AzureRM. EventHub
AzureRM.Cdn

AzureRM. Backup

AzureRM. StreamAnalytics
AzureRM. NotificationHubs
AzureRM. IotHub

AzureRM. RecoveryServices. Backup
AzureRM. Scheduler
AzureRM. RedisCache
AzureRM.MachineLearning
AzureRM. AnalysisServices
AzureRM. TrafficdManager
AzureRM. profile

AzureRM. ServerManagement
AzureRM. 5torage
AzureRM. Dns

AzureRM. DevTestLabs
AzureRM.Media

AzureRM. RecoverySerwvices
AzureRM.CognitiveServices
AzureRM. Power BIEmbedded
Azure. AnalysisServices
AzureRM. Tags

AzureRM. UsageAggregates
AzureRM.Bi1Ting

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
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Find-Module -Name AzureAD |
Format-Table -Property Name,Version,Author
-AutoSize -Wrap

Name Version Author

AzureAD 2.0.0.115 Microsoft Corporation

Get-Module -Name AzureAD -ListAvailable |
Format-Table -Property Mame,Version,Author, Description °
-AutoSize -Wrap

Name Version Author Description

AzureAD 2.0.0.115 Microsoft Corporation Azure Active Directory V2 General Availability
Module.
This is the General Awvailability release of Azure
Active Dhrectory V2 PowerShell Module.
For detailed information on how to install and
run this module from the PowerShell Gallery
including prereguisites, please refer to https:
sdn.microsoft. com/powershell/gallery/readme

[



Sign in to your account

Microsoft Azure

Woark or school, or personal Microsoft account

Email address or phone number

Password

Sign in

Can't access your account?

[1



Enter password

Enter the password for

Passwo rd

|:| Keep me signed in

Forgotten my password

Terms of Use Privacy & Cookies

Microsoft

$5ubID = $5ubscription.Context.Subscription. SubscriptionId
Get-AzureRmSubscription -SubscriptionId $5ubId |
Format-List -Property =

Subscriptionld : Obc29420-0222-4599-b91e-e8699T 760742

SubscriptionName : M5DN Platforms
State : Enabled
TenantId : clafd420-6960-42e1-9104-6566%9aabcd 20

CurrentStor ageAccountName

[




= Get-AzureRmLocation | Sort-Object Location
Format-

Location

australiaeast
australiasoutheast
brazilsouth
canadacentral
canadaeast
centralindia
centralus
eastasia
eastus

eastus2
Japaneast
japanwest
koreacentral
koreasouth
northcentralus
northeurope
southcentralus
southeastasia
southindia
uksouth

ukwest
westcentralus
westeurope
westus

westus2

PS5 C:Y

Table Location, Displayname
i splayName

Australia East
Australia Southeast
Brazil South
Canada Central
Canada East
Central India
Central US

East Asia

East US

East USs 2

Japan East

Japan West

Korea Central
Korea South
Morth Central US
Morth Europe
South Central US
Sputheast Asia
South India

UK South

UK West

West Central US
West Europe

West US

West US 2

> Get-AzureRmEnvironment |

Format-Table -Property name, ManagementPortalURL

Mame
AzureCloud http:
AzureChinaCloud http

AzurelsGovernment https
AzureGermanCloud http:;

ManagementPortalur]

go.microsoft. com/fwlink,/?LinkId=254433
o.microsoft.com/wlink/?L1nkId=301902

manage. windowsazure. us

bﬂrtal.micrnsnftazure.def

[



PS C:\> Get-AzureRmResourceGroup -Name $RGName |
Format-List -Property *

ResourceGroupName : packet_rg

Location : uksouth
ProvisioningState : Succeeded

Tags : {Publisher, Author}
TagsTable :

Name value

Publisher Packt
Author Thomas Lee

Resourceld /subscriptions/0bc29420-0222-4599-b91e-e8699f760742 /resourceGroups /packet_rg

PS C:\> $Sak = Get-AzureRmStorageAccountKey —Name $SAName
-ResourceGroupName $RgName
PS C:\> $sak

KeyName Value Permissions

keyl DhInwv1T4FTCNLhDSkTI22pRPETCSCOBVWBSL zIcIrtFb6vvTiAX52pCd3apziIPs420pSTosvIHPSVevt/j70=
key?2 gKxqYQc+wWda3wf3jghT1RxNS4PVs /18q0X59xQmzS5Unt1BYZIYTO6PrAvAMO661iGndc1jtiWwpg/51KnNOroUe

PS C:\> $5ACon = New-AzureStorageContext -StorageAccountName $SAName
-StorageAccountKey $Key
PS C:\> $5ACon

StorageAccountName : packtl000sa

BlobEndPoint : https://packtl00sa.blob. core.windows.net/

TableEndPoint : https://packtl00sa.table. core.windows.net/

QueueEndPoint - https://packtl00sa.queue.core_windows.net/

FileEndPoint : https://packtl00sa.file.core.windows.net/

Ccontext : Microsoft.windowsAzure.Commands . Common. Storage. AzurestorageContext

Name 3

StorageAccount : BlobEndpoint=https://packt100sa.blob. core.windows.net/;QueueEndpoint=https://packt100sa. queue.core.windows.net/;
TableEndpoint=https://packt100sa.table. core.windows.net/;FileEndpoint=https://packt100sa.file.core.windows.net/;
AccountName=packt100sa; AccountKey=[key hidden]

EndPointSuffix : core.windows.net/

PS C:\> New-AzureStorageContainer -Name $CName -Context $SACon -Permission Blob

CloudBl ontainer : Microsoft.windowsAzure.Storage.Blob.CloudBlobContainer

Permission : Microsoft.windowsAzure.Storage.Blob.BlobContainerPermissions
PublicAccess : Blob

LastModified : 29/05/2017 15:10:31 +00:00

ContinuationToken

Context : Microsoft.windowsAzure.Commands . Common. Storage. AzureStorageContext
Name : packtcontainer

PS C:\> New-AzureStorageContainer -Name $CName2? -Context $SACon -Permission Blob

CloudBlobContainer : Microsoft.wWindowsAzure.Storage.Blob.CloudBlobContainer

Permission : Microsoft.windowsAzure.Storage.Blob.BlobContainerPermissions
PublicAccess : Blob

LastModified : 29/05/2017 15:13:03 +00:00

ContinuationToken

Context : Microsoft.wWindowsAzure.Commands . Common. Storage. AzureStorageContext
Name : packtcontainer2

[



PS C:\> Get-AzureStorageContainer -Context $SACon |
Select-Object -ExpandProperty CloudBlobContainer

Blob End Point: https://packtl00sa.blob.core.windows.net/

ETE uri LastModified

packtcontainer https://packt100sa.blob. core.windows.net/packtcontainer 30/05/2017 13:18:11 +00:00
packtcontainer? https://packtl00sa.blob. core.windows.net/packtcontainer? 30/05/2017 13:18:11 +00:00

-File .M\NAzurefile.txt °

-Container $CName
PS C:\> $Blob

ICloudBlob : Microsoft.wWindowsAzure.Storage.Blob.CloudBlockBlob

BlobType : BlockBlob

Length : 50

ContentType - application/octet-stream

LastModified : 29/05/2017 15:14:10 +00:00

SnapshotTime :

ContinuationToken :

Context : Microsoft.windowsAzure.Commands . Common. Storage. AzureStorageContext
Name : azurefile.txt

PS C:\> $Bloburl = "$(3Blob.Context.BlobEndPoint) $CName/$($Blob.name) "
PS C:\> $Bloburl
https://packtl00sa.blob.core.windows.net/packtcontainer/azurefile. txt

@ https://packt1000sa.blob.core.windows.net/packtcontainer/azurefilett O ~ @ €& & packt1000sa.blob.corewind...

Thus 1s a small blob!!

PS C:\> New-AzureStorageShare -Name $ShareName -Context $SACon

File End Point: https://packtl00sa.file.core.windows.net/

Name LastModified

packtshare 29/05/2017 17:30:13 +00:00

[



S C:\> $Mount = 'Z:"
C:\> Get-Smbmapping -LocalPath $Mount -ErrorAction 5ilentlyContinue |
Remove-Smbmapping -Force -ErrorAction SilentlyContinue
S C:\> $Rshare = "\\$SaName.file.core.windows.net\$ShareName"
C:\> New-SmbMapping -LocalPath $Mount -RemotePath $Rshare °
-UserName $5AName -Password $Key

Status Local Path Remote Path

\\packtl00sa.file.core.windows . net\packtshare

PS C:\> Get-AzurestoragesShare -Context $sACon |
Format-List -Property *

serviceClient : Microsoft.windowsAzure.Storage.File.CloudFileClient

uri : https://packtl00sa.file.core.windows.net/packtshare

StorageUri : Primary = 'https://packtl00sa.file.core.windows.net/packtshare’;
Secondary = "'

Name : packtshare

Metadata

Properties : Microsoft.windowsAzure.Storage.File.FileShareProperties

PS C:\> Get-SmbMapping
status Local Path Remote Path

\\packtl00sa.file.core.windows.net\packtshare

PS C:\> Get-ChildItem -Path z:\ -Recurse |
Format-Table -Property FullName, Mode, Length

Ful IName Mode Length

z :\foo\recipe.txt -a-—— 28

PS C:\> Get-Content -Path z:\foo\recipe.txt
Recipe 15-4

[



PS C:\> Get-AzureRmAppServicePlan -ResourceGroupName $RGname -Name $AppSrvName

Sku . Microsoft.Azure.Management.WebSites.Models.SkuDescription

ServerFarmwithRichSkuName : packt100

wWorkerTierName :

Status : Ready

Subscription : 0bc29420-0222-4599-b91e-e8699f760742

AdminsiteName :

HostingEnvironmentProfile :

MaximumNumberofworkers 1

GeoRegion : UK South

PerSiteScaling : False

Numberofsites 1

ResourceGroup - packet_rg

d . /subscriptions/0bc29420-0222-4599-h91e-e86991760742/resourceGroups /packet_rg/
providers/Microsoft.web/serverfarms/packt100

Name : packtl00

Location : UK South

Type . Microsoft.web/serverfarms

PS C:\> $webApp = Get-AzureRmwWebApp -ResourceGroupName JRgName -Name $AppSrvName
$webApp

SiteName : packtl00
State : Running
Hos tNames : {packtl00.azurewebsites.net}
RepositorySiteName : packtl100
UsageState : Normal
Enabled : True
EnabledHostNames : {packtl00.azurewebsites.net, packtl00.scm.azurewebsites.net}
Availabilitystate : Normal
HostNameSs IStates : {packtl00.azurewebsites.net, packtl00.scm.azurewebsites.net}
ServerFarmId : /subscriptions/0bc29250-0222-4599-b91e-e8aa9f760794/resourceGroups/
packt_rg/providers/Microsoft.web/serverfarms/pack
t100
LastModifiedTimeUtc : 30/05/2017 13:39:41
SiteConfig : Microsoft.Azure.Management.webSites._Models.SiteConfig
TrafficManagerHostNames
PremiumAppDeployed :
ScmSiteAlsoStopped : False
TargetSwapSlot :
HostingEnvironmentProfile :
MicroService : WebSites
GatewaySiteName :
ClientAffinityEnabled : True
ClientCertEnabled : False
HostNamesDisabled : False
OutboundIpAddresses © 51.140.37.134,51.140.39.0,51.140.36.48,51.140.39.192
Containersize H
MaxNumberofworkers :
CloningInfo :
ResourceGroup : packt_rg
IsDefaultContainer 3
DefaultHostName : packtl00.azurewebsites.net
Id : /subscriptions/0bc29250-0222-4599-b91e-e8aa9f760794/resourceGroups/
packt_rg/providers/Microsoft.web/sites/packtl100
Name : packt100
Location : UK South
Type : Microsoft.web/sites
Tags :




& https://packti00azure.. O v @ & || & Microsoft Azure App Servic... 7%

Your App Service-app hasbeen created

Go to your app's Quick Start guide in the Azure portal to get started or
read our deployment documentation.

Microsoft Virtual Academy = m

COOKIE USE By using this site, you agree to the use of cookies for analytics, personalized content, X
and ads. Leamn More

Deep Dive into Azure App Service: A Platform to Build Modern Applications

By Cory Fowler, Sunitha Muthukrishna, Yochay Kiriaty, Apurva Joshi, Byron Tardif..

Want to get hands-on with the Azure App Servic
ser s tools and featu ong with helpful tips
ent optio; )
es. Dive into monitori hooting tools that are
meet traffic demand? Leamn t us, discover Azure ...

u do not agree, do

Start lesson

Copyright © Microsoft Azure 2017

& https:// packt100.azurewebsites.net/ D~ & || & New Azure Web Site

This is the start page for the really cool NEW Azure Web App

A page created by PowerShell in Microsoft Azure
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PS C:\> $Pip = New-AzureRmPublicIpAddress -Name $IPName
-ResourceGroupName $RgName
-Location $Locname -AllocationMethod Dynamic
-Tag @{Owner="PACKT';Type="IP'}
WARNING: The output object type of this cmdlet will be modified in a future release.

PS C:\> $Pip | FT Name, IPAddress,ResourceGroup*, Location, *State
Name IpAddress ResourceGroupName Location ProvisioningState

Packt_IP1 Not Assigned packi_rg uksouth Succeeded

PS C:\> $YM = New-AzureRmVMConfig -VMName $VMName -VMSize "Standard_Al"
PS C:\> $wM

Name Packtl100
HardwareProfile {Vvmsizel}

PS C:\> $VM = Set-AzureRmVMOperatingSystem -VM $vM ~
-Windows -ComputerName $CompName
-Credential $vMCred °
-ProvisionVMAgent -EnableAutoUpdate
PS C:\> $wM

Name : Packtl00
HardwareProfile : {vmSize}
0SProfile : {ComputerName, AdminUsername, AdminPassword, WindowsConfiguration}

PS C:\> $SkuName = '20l16-Datacenter’
PS C:\> $SKU = Get-AzureRMVMImageSku -Location $Locname
-Publisher $Publisher
-offer $offer.offer |
Where-object Skus -eq $SkuName
PS C:\> $VM = Set-AzureRmVMSourceImage -VM $VM -PublisherName $publisher
-0ffer $offer.offer °
-Skus $sku.Skus’
-Version "latest"
SvM

Name : Packtl00

HardwareProfile : {vmSize}

0SProfile : {ComputerName, AdminUsername, AdminPassword, WindowsConfiguration}
StorageProfile : {ImageReference}

[



PS C:\> $StorageAcc = Get-AzureRmStorageAccount -ResourceGroupName $RgName -Name $SAName

PS C:\> $BlobPath = "vhds/Packt100.vhd"

PS C:\> $0sDiskuri storageAcc.PrimaryEndpoints._Blob. ToString() + $BlobPath

PS C:\> $DiskName 'PacktOsDisk’

PS C:\> $wM Set-AzureRmvMOSDisk -VM $VM -Name $DiskName -Vhduri $0sDiskUri -CreateOption FromImage
PS C:\> $SvM

Name : Packt100

HardwareProfile : {vmsize}

NetworkProfile : {NetworkInterfaces}

05Profile : {ComputerName, AdminUsername, AdminPassword, WindowsConfiguration}

StorageProfile : {ImageReference, 0OsDisk}

NetworkInterfaceIDs : {/subscriptions/0bc29420-0222-4599-b91e-e8699f760742/resourceGroups,/
packt_rg/providers /Microsoft.Network/networkInterfaces/VMNicl}

Windows Security >

Enter your credentials

These credentials will be used to connect to 51.140.65.246.

pact 100\tfl

Domain: pact100

[ ] Remember me

More choices
Reskit Administrator
RESKIT\Administrator

e Use a different account

OK Cancel

[]



B Remote Desktop Connection X

? The identity of the remote computer cannot be verified. Do
you want to connect anyway ¥

The remate computer could not be autherticated due to problems with its
securty cerificate. k may be unsafe to proceed.

Cerificate name

_ﬁJ Mame in the cerificate from the remote computer:
Packt 100

Cerificate emors

The following emors were encourtered while validating the remote
computer’s cerificate:

/1 The cedificate is not from a trusted certifying authority.

Do you want to connect despite these cerificate emors?

[] Don't ask me again for connections to this computer

View cerfficate .. fes

[




B 51.140.65.246 - Remote Desktop Connection

Deployment Id:
Internal IP:
Public IP:

Boot Time:
Free Space:

Host Name:
Memory:

0S8 Version:
User Name:

53e16de5-bffd-49b1-8196-766bfa0a2515
10.10.24

6/2/2017 3:22 AM

C:1114.49 GB NTFS

D:\68.77 GB NTFS

PACKT100

1792 MB

Windows Server 2016 Datacenter
th

[




Chapter 13: Using Desired State
Configuration

Name ModuleName Properties
Binary File {DestinationPath, Attributes, Checksum, Content..
Binary ignaturevValidation {5ignedItemType, TrustedStorePath}
Powershell Archive PSDesiredstateConfiguration {Destination, Path, Checksum, Cr edenh al...}
PowerShell Environment PSDesiredStateConfiguration "Name DependsOn, Ensure, Path...}
PowerShell G PSDesiredStateConfiguration "GruupNamE Credential, Depend;On, Description
Composite S PSDesiredStateConfiguration {Depends0On, PsDscRunAsCredential, GroupName, En.
Binary PSDesiredStateConfiguration {Mes=zage, DependsOn, P_‘DchunA_‘CrEd-nt1 al}
PowerShell = PSDesiredStateConfiguration "Name Path, ProductId, Arguments.
Composite ProcessSet PSDesiredStateConfiguration { end;On, P=DscRunAsCredential, F‘ath Credent. .
PowerShell Registry PSDesiredStateConfiguration
PowerShell Script PSDesiredStateConfiguration
PowerShell Service PSDesiredStateConfiguration
Composite ServiceSet PSDesiredStateConfiguration
PowerShell User PSDesiredStateConfiguration
PowerShell WaitForAll PSDesiredStateConfiguration
PowerShell WaitForAny PSDesiredStateConfiguration
PawerShell WaitForSome PSDesiredStateConfiguration
PawerShell WindowsFeature PSDesiredStateConfiguration
Composite S PSDesiredStateConfiguration
PowerShell i i PSDesiredStateConfiguration
Composite i ptionalFeatur PSDesiredStateConfiguration
PowerShell WindowsPackageCab PSDesiredStateConfiguration
PowerShell WindowsProcess PSDesiredStateConfiguration

{ ; ValueName, DependsOn, En_‘ur'E
{GetScript, SetScript, TestScript, Credent]a'l
"Name BuiltInAccount, Credential, Dependencie:

{ _pend_‘On, PsD_‘cFunA_‘CrEdent1a'| Name, _:tartup.
{UserName, DependsOn, Decl:r‘lptum, Disabled i
{NodeName, ResourceName, DependsOn, PstgRum’-\s(.
{NodeName, Res::lur‘ceNa.me, DependsOn, PsDscRunAsC.
{NodeCount, NodeName, ResourceName, DependsOn.
"Name Cr'Ed--nt1a'| Depend , Ensure

{ _pendfOH, PstcFunArCrEdent1a'| Name Ensure...}
"Name DependsOn, Ensure, LuuLEve'l

{ 'pend_‘On, P=DscRunAsCredential, Name Ensure
{Ensure, Name, SourcePath, DepEnchn...}
{Arguments, Path, Credential, DependsOn...}

el e
e T S S S S S T S T

Get-DscResource -Mame File | Format-List -Property =

ResourceType M5FT_FileDirectoryConfiguration

MName File

FriendlyName File

Maodule

ModuleName

Version

Path

ParentPath C:\Windows\system3 onfiguration'Schema\M5FT_F1ileDirectoryConfiguration
ImplementedAs Binary

CompanyName

Properties {DestinationPath, Attributes, Checksum, Contents...}

[



P5 C:%» Get-DscResource -Name File -Syntax
File [5tring] #ResourceName
i
DestinationPath = [string]
[Attributes = [string[]]{ Archive | Hidden | ReadOnly | Sys=tem }]
[Checksum = [string]{ CreatedDate | ModifiedDate | SHA-1 | SHA-256 | SHA-512 }]
[Contents = [string]]
[Credential = [PSCredential]]
[DependsOn = [string[]]1]
[Ensure = [stringl{ Absent | Present }]
[Force = [bool]]
[MatchSource = [bool]]
[PsDscRunAsCredential = [PSCredentiall]
[Recurse = [bool]]
[SourcePath = [string]]
[Type = [stringl]{ Directory | File }

PS C:\> Get-Item -Path Function:\PrepareSRV2

CommandType Name version source

Configuration PrepareSRv?2

PS5 C:%= PrepareSRVZ —OutputPath c:‘\dsc
Directory: C:hdsc
Mode LastWriteTime Length Name

P 4: 2016 SRV2.mof

[



PS C:\» Get-Content -Path C:\DSC\SRVZ.mof

/A’

@TargetNode="SRVZ2"

@GeneratedBy=administrator

@GenerationDate=04/06/2017 14:20:02

@GenerationHost=SRV1

*/

instance of MSFT_FileDirectoryConfiguration as $MSFT_FileDirectoryConfigurationlref

T
ResourcelD "[File]lbasefiles™;
Ensure = "Present";
DestinationPat% = \\reskitapp\\";
ModuleName = PSDes1redStateConf1gurat1on
SourceInfo = File";
Recurse = True;
SourcePath M\ \dcl\\Reskitapp\\";
Moduleversion = "1.0";
ConfigurationName = "PrepareSRV2";
}s
instance of OMI_ConfigurationDocument
{ version="2.0.0";
M1n1mumCompat1b1eVers1on = "1.0.0";
Compat1b1EVer510nAdd1t10na1Perert1es— {"0Omi_BaseResource:ConfigurationName"}
Author="administrator";
GenerationDat "04/06/201/ 14:20:02";
GenerationHos SRV1"
Name="PrepareSRV2";

Start-DscConfiguration -Path C
-Wait -Verbose

methudName

"className” M5FT_DSCLocalConfigurationManager , "namespaceName’ [icrosoft/Windows,/DesiredStateConfiguration”.
VERBOSE: An LCM method ca'l'l arri from computer SRV1 with user sid 5-1-5-21-715049209- 2507345-667613206-500.
VERBOSE: [SRV2]: LCM: J
VERBOSE: [SRV2]: LCM: [[File]lbasefiles]
VERBOSE: [SRV2]: LCM: 5 [[File]lbasefiles]
VERBOSE: [SRV2]: [[File]lbasefiles] The system cannot find the file specified.
VERBOSE: [SRV2]: [[File]lbasefiles] related i1 irectory is: c:\reskitapp.
VERBOSE: [SRV2]: [[File]lbasefiles] network name cannot be found
VERBOSE: [SRVZ2]: [[File]lbasefiles] T related fil = A ReskitApp.
VERBOSE: [SRV2]: [[File]basefiles] Buﬂchng file 1
VERBOSE: [SRV2]: = End Test [[File]lbasefiles] in 2.3430 seconds.
VERBOSE: [5RVZ]: 3 Start Set [[File]basefiles]
VERBOSE: [SRV2]: [[File]basefiles] system cannot find the file specified.
VERBOSE: [SRV2]: [[File]lbasefiles] related i1 irectory is: c:\reskitapp.
VERBOSE: [SRvV2]: [[File]lbasefiles] network name cannot be found.
VERBOSE: [SRVZ2]: [[File]basefiles] related fil -ira-c‘t-:nry is: \"-._dc eskitApp.
VERBOSE: [SRV2]: [[File]basefiles]
VERBOSE: [SRv2]: [[File]lbasefiles] Copying file
VERBOSE: [5RVZ]: [[File]basefiles] Copying Tile
VERBOSE: [SRV2]: LCM: End [[File]lbasefiles] in 0.4690 seconds.
VERBOSE: [SRV2]: LCM: End [[File]lbasefiles]
VERBOSE: [SRV2]: LCM: End
VERBOSE: [SRV2]: LCM: [ End 1 in 43.0380 seconds.
VERBOSE: Operation '"Invoke CimMetl complete.
VERBOSE: Time taken for configuration job to complete is 45.014 seconds

[



Invoke-Command -Computer SRVZ
-scriptBlock {Get-Childitem C:“reskitapp}

Directory: C:hreskitapp
LastWriteTime Length Name PSComputerName

05,/01,/2017 11:50 472 Index.htm SRV2
1/2017 11:52 3 PageZ.htm SRV2

» Invoke-Command -Computer 5RVZ
-5criptBlock { Remove-Item -Path C:“ReskitApp‘\Index.htm
Get-Childitem -Path C:\ReskitApp }

Directory: C:%ReskitApp

Mode LastWriteTime Length Mame PSComputerName

-a---- 05/01,/2017 11:52

383 Page2. htm

Start-DscConfiguration -Path C
-Wait -Verbose

VERBOSE: Perform operation 'Invoke CimMethod® with following parameters, ''methodName® SendConfigurationApply,
"className" = MSFT_DSCLocalConfigurationManager, "namespaceName’ = root/Microsoft/Windows/DesiredStateConfiguration’.
VERBOSE: An LCM method call arrived from computer SRV1 with user sid 5-1-5-21-715049209 02507345-667613206-500.
VERBOSE: [SRV2]: LCM: Start 5Set
VERBOSE: [SRV2]: LCM: Start Resource ] [[File]lbasefiles]
VERBOSE : : LCM: Start Test 1 [[File]lbasefiles]
VERBOSE : 2] : [[File]basefiles] The network name cannot be found.
VERBOSE : . [[File]basefiles] The related file/directory is: “dcl\ReskitApp.
VERBOSE : [[File]basefiles] Building file Tist from cache.
VERBOSE : B e [[File]basefiles] 1in 0.0310 seconds.
VERBOSE : 2] - e [[File]lbasefiles]
VERBOSE : 2] = [[File]basefiles] The network name cannot be found.
VERBOSE : [[File]basefiles] The related file/directory is: ‘\\dcl‘\ReskitApp.
VERBOSE : [[File]lbasefiles] Building file Tist from cache.
VERBOSE : 1: [[File]basefiles] Copying file ‘\\dcl itApp\Index. htm to c:\reskitapp\Index.htm.
VERBOSE : g [[File]basefiles] The destination object was found and no action is required.
VERBOSE : 2]z LCM: End Set 1 [[File]lbasefiles] 1in 0.0310 seconds.
VERBOSE : : LCM: End Resource ] [[File]basefiles]
VERBOSE : 2]: LcM: [ End Set
VERBOSE = /2]: LcM= [ End Set in 0.7350 seconds.
VERBOSE: Operation "Invoke CimMethod® complete.
VERBODSE: Time taken for configuration job to complete is 2.112 seconds

[



Start-DscConfiguration -Path C:%
-Wait -Verbose
VERBOSE: Perform operation 'Invoke CimMethod' with following parameters, ''methodName® = SendConfigurationApply,
"className’ = MSFT_DSCLocalConfdigurationManager, "namespaceName® = root/Microsoft/Windows/DesiredStateConfiguration’.
An LCM method call arrived from computer SRV1 with user sid 5-1-5-21-715049209-2702507345-667613206-500.
LCM: [ Start Set
: LCM: Start Resource ] [[File]lbasefiles]
LCM: Start Test 1 [[File]basefiles]
[[File]lbasefiles] The network name cannot be foun
[[File]lbasefiles] The related file/directory is: \\dcl\ReskitApp.
[[File]basefiles] Building file 1ist from cache.

: LCM: End Test [[File]basefiles

[ 1 in 0.0080 seconds.
: LcM: [ skip Set 1 [[File]lbasefiles

L 1

L 1

]

[[File]lbasefiles] The destination object was found and no action is reguired.
]
]

: LCM: End Resource [[File]lbasefiles]
LCM: End Set
LCM: [ End Set ] in  0.1840 seconds.
Operation 'Invoke CimMethod® complete.
VERBOSE: Time taken for configuration job to complete is 0.269 seconds

Get-WindowsFeature -Name DNS -ComputerName SRVZ

Mame Name Install

SEerver DMS Available

ProvisionServices -OutputPath |
-NodeMName SRVZ
-FeatureName DN5

Directory: C:%D5C

Mode riteTime Length Mame

1914 SRVZ.mof

[



P5 C:%» Get-Content -Path C:\DSCh\SRVZ.mof

x*

ATargetNode="5RVv2"

AGener atedBy=administrator
AGenerationDate=04,/12/2017 13:07:03
EGenerationHost=5AV1

instance of MS5FT_RoleResource as IMSFT_RoleResourcelref
{

ResourceID = " [WindowsFeature]DN5";
IncludeAllSubFeature = True;
Ensure = "Present";

"

SourceInfo = "::9::3: :WindowsFeature";

Mame = "DN5";

ModuleName = "PSDesiredStateConfiguration™;
ModuleVersion = "1.0";

ConfigurationName = “"ProvisionServices™;

I

instance of OMI_ConfigurationDocument
{

Version="2.0.0";

MinimumCompatibleVersion = "1.0.0";

CompatiblevVersionAdditionalProperties= {"Omi_BaseResource:ConfigurationName™};
Author="administrator"™;

GenerationDate="04,/12/2017 13:07:03";

GenerationHost="5RV1";

Name="ProvisionServices";

I

PS5 C:\» Start-DscConfiguration -Path C:\DSC -Wait -Verbose

VERBOSE: Perform operation "Invoke CimMethod® with following parameters,

" "methodName’” = SendConfigurationApply, ' className' = MSFT_DSCLocalConfigurationManager,

'namespaceName’ = root/Microsoft/Windows /DesiredStateConfiguration”.

VERBOSE: An LCM method call arrived from computer SRV1 with user sid 5-1-5-21-715049209-2702507345-667613206-500.
VERBOSE: [SRV2]: LCM: [ Start Set

VERBOSE: [SRV2]: LCM: [ Start Resource ] [[WindowsFeature]DN5S]

VERBOSE: [SRV2]: LCM: [ Start Test 1 [[wWindowsFeature]DN5]

VERBOSE: [SRV2]: [[wWindowsFeature]DNS] The operation 'Get-WindowsFeature' started: DNS
VERBOSE: [SRV2]: [ [wWindowsFeature]DNS] The operation 'Get-WindowsFeature' succeeded: DNS
VERBOSE: [SRV2]: LCM: End Test [ [wWindowsFeature]DNS] 1in 12.4460 seconds.

VERBOSE: [S5RV2]: LCM: Start Set [ [windowsFeature] DN5]

VERBOSE: [SRV2]: [ [windowsFeature]DNS] Installation started...

VERBOSE: [SRV2]: [ [wWindowsFeature]DN5] Continue with installation?

VEREOSE: [SRV2]: [ [wWindowsFeature]DN5] Prerequisite processing started...

VERBOSE: [SRV2]: [ [WindowsFeature]DNS] Prerequisite processing succeeded.

VERBOSE: [SRV2]: [ [WindowsFeature]DNS] Installation succeeded.

VEREBOSE: [SRVZ2]: [ [WindowsFeature]DN5] Successfully installed the feature DNS.
VEREBOSE: [SRvV2]: LCM: [ End Set 1 [[WindowsFeature]DN5] 1in 80.3970 seconds.

VERBOSE: [S5RV2]: LCM: [ End Resource ] [[WindowsFeature]DN5S]

VERBOSE: [SRV2]: LCM: [ End Set

VERBOSE: [SRvV2]: LCM: [ End Set 1 in  94.2100 seconds.

VERBOSE: Operation 'Invoke CimMethod® complete.

VERBOSE: Time taken for configuration job to complete is 94.554 seconds

nsplayName

Runming DNS DNS Serwver




PS5 C:\foo» Get-PSRepository

Name InstallationPolicy  SourcelLocation

PSGallery Untrusted https://www. powershellgallery. com/api /v2/

P5 C: Find-DscResource -Repository "PSGallery’

Name

Archive
Environment
Group

GroupSet
Registry
script

Service
ServiceSet
User
WindowsFeature
WindowsFeatureSet

WindowsOptionalFeature
Windows0OptionalFeatureset

WindowsPackageCab
WindowsProcess
ProcessSet

Carbon_EnvironmentVariable

Carbon_Firewal TRule
Carbon_Group
Carbon_IniFile

PS C

Name
xI1sFeatureDelegation
xIisHandler
xI1sLogging
xI1sMimeTypeMapping
xI1sModule

IisLogging
xIISWebBinding
xITISCertSBinding
xITISAppl1icationPoolIdenttyType
xIISMachineKey
xIISMail
cIISSharedConfig
cAspMNetIisRegistration
xIISSession

Version
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ModuleName
P5DscResources
P5DscResources
P5DscResources
P5DscResources
P5DscResources
P5DscResources
P5DscResources
P5DscResources
PSDscResources
P5DscResources
P5DscResources
P5DscResources
P5DscResources
P5DscResources
P5DscResources
P5DscResources
Carbon

Carbon

Carbon

Carbon

Find-DscResource | Where-Object Name -match "IIS®

ModuleName

PsGallery
PsGallery
PsGallery
PsGallery
PsGallery
PsGallery
PsGallery
PSGallery
PsGallery
PsGallery
PsGallery
PsGallery
PsGallery
PsGallery
PsGallery
PSGallery
PsGallery
PsGallery
PsGallery
PsGallery

Repositor

*WebAdministration
»WebAdministration
xWebAdministration
xWebAdministration
xWebAdministration
WebAdministrationDsc
xIISWebBinding

XIISCertSBinding
xIIS5ApplicationPoolIdentttyType
xIISMachineKey

xIISMail

cCogito

cAspNetIisRegistration
xIISSession

PsGallery
PSGallery
PSGallery
PsGallery
PSGallery
PSGallery
PSGallery
PsGallery
PSGallery
PSGallery
PSGallery
PsGallery
PsGallery
PsGallery

[



=Find-DscResource | Where-Object ModuleMame -eq ‘xWebAdministration®

Name
xI1sFeatureDelegation
xI1sHandler
xI1sLogging
xI1sMimeTypeMapping
xI1sModule
X55L5ettings
xWebaApplication
xWebAppPool
xWebAppPoolDefaults
xWebConfigKeyValue
xWeb=zite
xWebSiteDefaults
xWebVirtualDirectory

ModuleName

wwWebAdministration
wwWebAdministration
xwebAdministration
xwebAdministration
xwWebAdministration
wwWebAdministration
wwWebAdministration
wwWebAdministration
wwWebAdministration
wwWebAdministration
xwebAdministration
xwebAdministration
¥WebAdministration
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Repository

PSGallery
P5Gallery
PsGallery
PsGallery
PsGallery
PsGallery
PsGallery
PsGallery
PSGallery
PsGallery
PsGallery
PsGallery
PsGallery

Get-Module -Name xWebAdministration -ListAvailable

Directory: C:\Program Files‘WindowsPowerShell

ModuleType Version

Manifest 1.17.0.0

Name

xWebAdministration

Version

PowerShell

xIisFeatureDelegation

Powershell
PowerShell
PowerShell
PowerShell
PowerShell
PowerShell
PowerShell
PowerShell
PowerShell
PowerShell
PowerShell
Powershell

xIisHandler
xIisLogging

X55
xWebApplication
xWebAppPool
xWebAppPoolDefaults
xWebConfigKeyValue
xWebsite
xWeb5SiteDefaults
xWebvirtualDirectory

xWebAdministration
xWebAdministration

O

[

|
000000000000

{OoverrideMode, SectionMame, DependsOn, PsDscRun...

{Ensure, Name, DependsOn, PsDscRunAsCredential}
{LogPath, DependsOn, LogFlags, LogFormat...}
{Ensure, Extension, MimeType, DependsOn...}
{Name, Path, RequestPath, verb...}

{Bindings, MName, DependsOn, Ensure...}

{Name, PhysicalPath, WebAppPool, Website...}

{Name, autoShutdownExe, autoShutdownParams, aut..
Depends0On, IdentityType, ManagedRunti...

{Appl yTo, De :
{ConfigSection, Key, WebsitePath, DependsOn...}

{Name, ApplicationPool, ApplicationType, Authen...
{ApplyTo, AllowSubDirConfig, DefaultApplication...

{Name, PhysicalPath, wWebApplication, Website...}




PS5 C:‘\Windowshsystem32> Start-DscConfiguration -Path C:\DSC -Verbose -Wait
VERBOSE: Perform operation "Invoke CimMethod' with following parameters, ' 'methodName®' = SendConfigurationApply,
‘className" = MSFT_DSCLocalConfigurationManager, "namespaceName’ = root/Microsoft/Windows/DesiredStateConfiguration’.
VERBOSE: An LCM method call arrived from computer SRV1 with user sid 5-1-5-21-715049209-2702507345-667613206-500.
VERBOSE: [SRV2]: LCM: [ Start Set 1
VERBOSE: [SRV2]: LC [ End Set
The PowerShell DSC resource MSFT_xWebAppPool from module <xWebAdministration,1.17.0.0= does not exist at the PowerShell
module path nor is it registered as a WMI DSC resource.

+ CategoryInfo InvalidOperation: (root/Microsoft/...gurationManager:5tring) [], CimException

+ FullyQualifiedErrorId : DscResourceNotFound

+ PSComputerName : SRV2

VERBOSE: Operation 'Invoke CimMethod® complete.
VERBOSE: Time taken for configuration job to complete is 1.841 seconds

PS5 C:\> Start-DscConfiguration -Path C:\DSC -Verbose —Wait

VERBOSE: Perform operation 'Invoke CimMethod' with following parameters, ''methodName’ = SendConfigurationApply,

"classhame’ = MSFT_DSCLocalConfiguratiorManager, 'namespaceName’ = root

/M1crusc|ft/\h ndows /DesiredStateConfiguration’.

VERBOSE: An LCM method call arrived from computer SRVL with user sid 5-1-5-21-715049209-2702507345-667613206-500.

VERBOSE: [SRVZ]: LCM: [ Start Set 1

VERBOSE: [ start Resource ] WindowsFeature ] II155rv2]

VERBOSE: [ Start Test 1 WindowsFeature]TI55rv2]

VERBOSE: WindowsFeature]TI55rv2] The operation 'Get-WindowsFeature® started: Web-Sarver

VERBOSE: [WindowsFeature]II155rv2] The operation 'Get-WindowsFeature® succeeded: Web-Server
VERBOSE: End Tast WindowsFeature]IISSrv2] dn 2.1E70 seconds.

VERBOSE: Start Set WindowsFeature] II55rv2]

VERBOSE WindowsFeature]II55rv2] Installation started

VERBOSE : WindowsFeature]II55rv2] Contirue with 1nsta11a‘t1on7

VERBOSE: WindowsFeature]II55rv2] Prerequisite processing started...

VERBOSE: WindowsFeature | IISSrv2] Prerequisite processing succeeded.

VERBOSE: 1 WindowsFeature]II55rv2] Installation succeeded

VERBOSE: WindowsFeature ] II55rv2] Successfu”y 1r|5ta11ed the feature Web-Server.

VERBOSE: WindowsFeature]II55rv2Z] in 37.0810 seconds.

VERBOSE: WindowsFeature1II55rvz]

VERBOSE: WindowsFeature]II55rvTools]

VERBOSE: WindowsFeature]II155rvTools]

VERBOSE: WindowsFeature]TI55rvTools] The operation "Get-WindowsFeature' started: Web-Mgmt-Tools
VERBOSE: WindowsFeature]TI55rvTools] The operation "Get-WindowsFeature' succeeded: Web-Mgmt-Tools
VERBOSE: WindowsFeature]II55rvTools] in 3.7500 seconds.

VERBOSE: WindowsFeature ] II55rvTools]

VERBOSE: WindowsFeature]IISSrvTools] Installation started...

VERBOSE WindowsFeature]II55rvTools] Contirue with installation?

VERBOSE: WindowsFeature]II55rvTools] Prerequisite processing started.

VERBOSE: WindowsFeature | TI55rvTools] Prerequisite processing succeeded.

VERBOSE: WindowsFeature ] II55rvTools] Installation succeeded.

VERBOSE: WindowsFeature ] II55rvTools] Successﬁl'l'ly installed the feature Web-Mgmit-Tools.

VERBOSE: WindowsFeature]II55rvTools] in 33.2590 seconds.

VERBOSE: 1 WindowsFeature ] I155rvTools]

VERBOSE: FileJRKAppFiles
VERBOSE: File]RKAppFiles!
VERBOSE: File]JRKAppFiles] The system canmot find the file specified.
VEREOSE: File]RKAppFiles] The related file/directory is: C:'\ReskitApp.
VEREOSE Fila]JRKAppFiles] The network name cannot be found.

VERBOSE: Fila]RKAppFiles] The related fila/directory is: “\DC1\ReskitApp.
VERROSE: File]RKAppFiles] Building file 1ist without using cache.

VEREOSE : End Fila]JRKAppFiles] in 0.2650 seconds.

VERBOSE: File]RKAppFiles,
VERROSE: File]RKAppFiles] The system cannot Find the file specified.

VERBOSE: ] File]RKAppFiles] The related file/directory is: C:‘\ReskitApp.

VERBOSE: File]RKAppFiles] The retwork name cannot be found.

VERBOSE: ] File]RKAppFiles] The related file/directory is: W\DC1\Reski tApp.

VERBOSE: File]RKAppFiles] Building file list without using cac

VERBOSE: FileJRKAppFiles] Copying File \\BCL\ReslatApp\Index.htm to C:‘\ReskitApp\Index. htm.
VERBOSE: File]RKAppFiles] Copying file “\DC1‘ReskitApp\Page2.htm to C:‘\ReskitApp\Page2.htm.
VEREOSE: 3 File]RKAppFiles] 1in 0.0650 seconds.

VERBOSE: FileJRKAppFiles.
VEREOSE: ] xebAppP ool]Re ski tAppPool]

VEREOSE: xWebAppP ool]Re ski tAppPool]

VERBOSE: xWebAppPoolIReskitappPool] Application pool "RKAppPool” was not found.

VEREOSE: ] xWebAppPoolIReskitAppPool] The “Ensure” state of application pool "RKAppPool” does not match the desired state.
VEREOSE : xWebAppPool]ReskitAppPool] The target resource is mot in the desired state.

VERBOSE: ] End xWebAppPoolReskitAppPool] in 2.4550 seconds.

VERBOSE: Set »WebAppP ool lRe skitAppPool]

VERBOSE: »xWebAppPoollReskitAppPool] Performing the operation "Set-TargetResource” on target "RKAppPool”.

VERBOSE: xWebAppPoalJReskitAppPoal] Application peol “RKAppPoal” was not found.

VERBOSE: ] »WebAppPool]ReskitAppPool] Creating application pool "RKAppPool”.

VERBOSE: xhebAppPoolRe skitAppPool] Application pool "RKAppPool” was found.

VERBOSE: Sat shebAppPool]ReskitAppPool]  in 1.2330 seconds.

VERBOSE: Resource b AppP ool Re skitAppPool]

VEREOSE: Resource xWebApplication]Reski tApmeﬂ]

VEREOSE: Test xWebApplicationlReski tAppPoal]

VERBOSE: xWebApp]ication]ReskitAppPool]l Web application "ReskitApp" is absent and should not absent.

VERBOSE: Test xWebApplicationlReskitAppPool] in 0.2030 seconds.

VERBOSE: Sat xWebApplicationlReskitAppPooll

VEREOSE: xhebApp] ication]ReskitAppPool] Creating new Web application "ReskitApp”.

VEREOSE Sat xWebApplicationlReskitAppPool]l in 0.5830 seconds.

VEREOSE: Resource xWebApplication]lReskitAppPool]

VEREOSE: Resource LogIComplated]

VERBOSE: ] Test LoglCompletad]

VERBOSE: Test LoglCompletad] <n 0.0000 seconds.

VERBOSE: Set LoglCompletad]

VERBOSE: LoglCompleted] Fimished running the RKAPP DSC against SRV2

VERBOSE: Set LoglCompleted] dn 0.0000 seconds.

VERBOSE: Resou rce LoglCompleted]

VERBOSE:
VERBOSE: CM nd SE in 147.5190 seconds.
VERBOSE: Operation 'Invoke CimMethod' complete.

VERBOSE: Time taken for configuration job to complete is 148.871 seconds




& http://srv2/ReskitApp/ 2~ & || 2 Main Page of The ReskitAp...

Home Page for ReskitApp Application

The home page of the ReskitApp application pushed by DSC to SRV2

A reference to a second page - click to view page 2

& http://srv2/Reskithpp/Page: O ~ & (= Page 2 of ReskitApp applica...

The Second Page

The second page of the ReskitApp application pushed out by DSC to SEV2.

Click here to go back home!

P5 C:%» LCMConfig -OutputPath C:\DSC

DMirectory: C:hD5C

Mode LastWriteTime Length Name

—a-——- 32 2712 5RV2.meta.mof

[



PS5 C:'\Windowshsystem32= Get-DscLocalConfigurationManager

ActionAfterReboot : ContinueConfiguration

AgentId : SCEQ4EB3-1AE3-11E7-836B-B1E87B8E24E90
AllowModuleOverWrite : True

CertificatelD E

ConfigurationDownloadManagers : {[ConfigurationRepositoryShare]Pullserver}
ConfigurationID : 5d79eebe-0420-4Cc98-9Ccc3-97696901a816
Conf1gurationMode : ApplyvAndAutoCorrect
ConfigurationModeFrequencyMins : 30

Credential :

DebugMode : {NDNE}

Down 1 oadManagerCustomData

DownloadManager Name -

LCMCompatibleVersions : {1.0, 2.0}%

L(MState : Idle

LCMStateDetan 1 =

LCMVersion : 2.0

StatusRetentionTimeInDays : 10

SignatureValidationPolicy : NONE

SignatureValidations R

MaximumDown1oadsizeMB : 500

PartialConfigurations

RebootNodeIfNeeded : True

RefreshFreguencyMins =

RefreshMode

ReporitManagers =

ResourceModuleManagers : {[ResourceRepositoryShare] ResourceServer }

P5 C:h» Get-DscLocalConfigurationManager |
Select-0Object -ExpandProperty ConfigurationDown]oadManagers

Resourceld : [ConfigurationRepositoryShare]Pullserver
Sourcelnfo : 1:22::6::ConfigurationRepositoryShare
Credential :

SourcePath : WASRVINDSCConfiguration

P5 C:h» Get-DscLocalConfigurationManager |
Select-Object -ExpandProperty ResourceModulemanagers

Resourceld : [ResourceRepositoryShare] ResourceServer
Sourcelnfo : 2:27::6::ResourceRepositoryShare
Credential :

SourcePath : ZWASRV1INDSCResource

[



Pullsrvl -OutputPath C:%DsC

Length Mame

4256 localhost.mof

Start-DscConfiguration -Path \DSC -Wait -Verbose
VERBOSE: Perform operation "Invoke CimMethod' with following parameters, ''methodMame’' = SendConfigurationApply,
"className®" = MSFT_DSCLocalConfigurationManager, "namesp
aceName' = root/Microsoft/Windows/DesiredstateConfiguration’.
VERBOSE: An LCM method call arrived from computer SRV1 with user sid 5-1-5-21-715049209-2702507345-667613206-500.
VERBOSE: [SRV1]: LCM: [ Start Set
VERBOSE: [S5RV1]: LCM: [ Start Resource ] [[FilelConfigFolder]
VERBOSE: [SRV1]: LCM: Start Test 1 [[FilelConfigFolder]
VERBOSE: [5Rv1] [[File]lConfigFolder] The system cannot find the fi specified.
VERBOSE: [5RV1] [[File]lConfigFolder] The related file/directory is: C:\D5CConfiguration.
VERBOSE: [SRV1]: LCM: End Test [[File]ConfigFolder] 1in 0.0000 seconds.
VERBOSE: [SRV1]: LCM: Start Set [[File]ConfigFolder]
VERBOSE: [SRv1] [[File]ConfigFolder] The system cannot find the fi specified.
VERBOSE: [SRv1] [[File]ConfigFolder] The related file/directory is: C:\D5CConfiguration.
VERBOSE: [SRV1]: LCM: End Set [[File]ConfigFolder] 1in 0.0310 seconds.
VERBOSE: [SRV1]: LCM: End Resource [[File]ConfigFolder]
VERBOSE: [SRV1]: LCM: Start Resource [[Fi1e]ResourceFolder]
VERBDSE: [SRV1]: LCM: Start Test [[Fi1e]ResourceFolder]
VERBOSE: [SRV1]: [[File]ResourceFolder] system cannot find the file specified.
VERBOSE: [SRV1]: [[File]ResourceFolder] The related file/directory is: \\DscResource.
VERBOSE: [SRv1]: End e [[File]ResourceFolder] 1in 0.0000 second
VERBOSE: [SRV1]: Start 2 [[File]ResourceFolder]
VERBOSE: [5RV1] [[File]lResourceFolder] The system cannot find the file specified.
VERBOSE: [5RV1] [[File]lResourceFolder] The related fi directory is: DscResource.
VERBOSE: [SRV1]: LCM:
VERBOSE: [SRV1]: LCM:
VERBOSE: [SRV1]: LCM:
VERBOSE: [SRV1]: LCM:
VERBOSE: [SRV1]
VERBOSE: [SRV1]: LCM:
VERBOSE: [SRV1]: LCM:

[ End [[File]lResourceFolder] 1in 0.0160 seconds.

[ End Resource [[File]ResourceFolder]

[ Start Resource [[xSmbShare]DscConfiguration]

[ Start Test SmbShare]DscConfiguration]
SmbShare]DscConfiguration] Share with name DSCConfiguration does not exist

[ End Test [xSmbShare]DscConfiguration] 1in 0.5620 seconds.

[ Start Set bShare]DscConfiguration]

VERBOSE: [SRv1] bShare]DscConfiguration] Creating share DSCConfiguration to ensure it is Present

VERBOSE: [SRV1]: LCM: [ End Set bShare]DscConfiguration] 1in 0.1260 seconds.

VERBOSE: [SRV1]: LCM: [ Resource bShare]DscConfiguration]

VERBOSE: [SRV1]: LCM: [ Resource bshare]DscResource]

VERBOSE: [SRV1]: LCM: [ Test mbShare]DscResource]

VERBOSE: [SRv1]: mbShare]DscResource] Share with name DSCResource does not exist

VERBOSE: [SRV1]: LCM: [ Test mbShare]DscResource] 1in 0.0150 seconds.

VERBOSE: [SRV1]: LCM: [ Set mbShare]DscResource]

VERBOSE: [5RV1] mbShare]DscResource] Creating shai D5CResource to ensure it is Present

VERBOSE: [SRV1]: LCM: [ Set mbShare]DscResource] in 0.0620 seconds.

VERBOSE: [SRV1]: LCM: [ Resource SmbShare]DscResource]

VERBOSE: [SRV1]: LCM: [ Set

VERBOSE: [SRV1]: LCM: [ Set 1 in  2.1920 seconds.

VERBOSE: Operation 'Invoke CimMethod® complete.

VERBOSE: Time taken for configuration job to complete is 2.652 seconds

PS5 C Get-SMBShare -Name DSC=

Name copeMame Path Description

D5CConti1guration
DS5CResource

[



PS C:%= TelnetSRV2 —-OutputPath C:\DSCConfiguration
Directory: C:3\DSCConfiguration

Mode LastWriteTime Length Mame

o 19/04 /2017 1858 SRV2.mof

PS C:%> Get—-ChildItem C:%DSCConfiguration
Directory: C:\DSCConfiguration

LastWriteTime Length MName

-a---- 19/04/2017 20:56 1858 5d79eebe-0420-4c98-9cc3-9F696901a816.MOF
-a---- 19/04/2017 21:23 64 5d79eebe-0420-4c98-9ccI-9F696901a816.MOF. checksum

PS C:\> Invoke-Command -ScriptBlock {Get-ChildItem -Path Cert:\LocalMachine\root |
where Subject -Match "SRV1"} -ComputerName SRV2

PSParentPath: Microsoft.Powershell.Security\Certificate::LocalMachine\root
Thumbprint Subject PSComputerName

57BEA3F06B515B15C8CB97F4DD2861F80840CA39 CN=SRV1 SRV2

PS C:\> New-Item -Path C:\DSC -ItemType Directory
-ErrorAction SilentlyContinue | Out-Null
PS C:\> Get-ChildItem -Path C:\DSC | Remove-Item -Force | Out-Null
PS C:\> Remove-Item -Path 'C:\Windows\System32\configuration\*.mof"
-ErrorAction SilentlyContinue
PS C:\> WebPullsrvl -OutputPath C:\DSC

Directory: C:\DSC

Mode LastWriteTime Length Name

20/04/2017 4:20 4104 SRV1.mof

[




PS5 Cert:‘LocalMachinemy

VERBOSE:

'className'
spaceMame"

VERBOSE:
VERBOSE:

* [sRvi]:
RT: \Loca'IMm:m neymy’,

VERBOSE:
VERBOSE:
VERBOSE:
VERBOSE:
d by the
VERBOSE:
VERBOSE:
VERBOSE:
VERBOSE:
VERBOSE:
VERBOSE:
VERBOSE:
VEREOSE
BLUE C
VEREOS!
VEREOSE

art-DscConfiguration -Path C:
Perform operation 'Invoke CimMethod® with following parameters,
MSFT_DSCLocalConfigurationManager, ' name
root/Microsoft/Windows /DesiredStateConfiguration’.

An LCM method call arrived from computer SRV1 with user sid S-1-
[SRvi]: LoM: [ Start Set 1

Start Resource ]
Start Test 1

[[windowsFeature]DscService]
[[windowsFeature]DSCServi
[[windowsFeature]DsC
[[windowsFeature]DsC
[[windowsFeature]Dsc 1
[[windowsFeature]DsC ]
[[windowsFeature]DscService]
[[xDscwebservice]webPull1sRvL]
[[xDSCWebService]webPullsRV1]
[[xpscwWebservi ce]webPullsrvi]
[[xDscwebservice]webPullsRvi]
[xDscwebServi ce]wWebPullsRvL]
[[xDSCWebService]webPullSRV1]
[[xDSCwebService]webPullsRVL]
[[xDSCWebServi ce]webPullsRyvi]
[[xDSCWebService]webPullSRV1]

End
Skip
End
Start
Start

Test 1
Set

Resource ]
Resource ]
Test 1

End
start

Test
Set

[SRvi]:
[Rvi]:
[Rvi]:
[Rvi]:
endpoint

[[xDSCWebServi ce]webPullsRyvi]
[[xDSCWebService]webPullsrv1]
[[xpSCwWebService]webPullsRV1]
[[xpSCWebService]webPullsRV1]

[[xDSCWebService]webPullsRV1]
[[xpSCWebService]webPullsRV1]
[[xDSCWebService]webPullsRV1]
wWebService]webPullsRvi]
WebService]webPullsRv1]
webservice]webPullsRvi]
WebService]webPullsRvi]
WebService]webPullsRvi]

WebService]webPullsRvi]
WebService]webPullsRvi]

n of repos
guration, modu'\es

VERBOSE:
VERBOSE:

[SRVi]:
[sRV1]:
[sRvi]:

Set

Resource ]
Resource ]
Test 1

[[xDSCWebService]webPullsRYV1]
[[xDSCwebService]webPullsRVL]
[[File]RegistrationkeyFile]
[[File]RegistrationkeyFile]
[[File]registrationkeyFile]
[[File]RegistrationkeyFile]

[sRvi]:
[sRV1]:

[[File]RegistrationKeyFile]
[[File]RegistrationkeyFile]
[[File]RegistrationkeyFile]

[L vi]: [[File]RegistrationKeyFile]

vice\Registrationkeys.

Txt.
VERBOSE:
VERBOSE:

VERBOSE:

[sRvi]: set

Resource i|

[[File]RegistrationkeyFile]
[[File]registrationkeyFile]

1 in 16.1180 seconds.
Operation "Invoke CimMethod' complete.

Time taken for configuration job to complete is 16.256 seconds

[

5-21-

€]
e] The operation 'Get-WindowsFeature'
] The operation 'Get-WindowsFeature' succeeded: D!

The
The

)SC -WAIT -Verbose
" "methodName "

SendConfigurationApply,

715049209-2702507345-667613206-500.

started: DS

in 3.3520 seconds.

Check Ensure
The website PSDSCPullserver is not presemt
in 0.8750 seconds.

Create the IIS endpoint
Setting up endpoint at - https SDSCPullServer. svc
Verify that the certificate with the provided thumbprint exists in CE

Checking IIS requirements

Delete the App Pool if it exists

Remowve the site if it already exists

Create the bin folder for deploying custom dependent binaries require

Adding App Pool

Set App Pool Properties

Add and Set Site Propertie

pii

Enabling firewall exception for port S020

Disable Inbound Firewall Notification

Add Firewall Rule for port 8080

Set values into the web.config that define the repository later than
Only ESENT i5 supported on Windows Server 2016

Pull Server: Set values into the web.config that indicate the locatio

in 9.7930 seconds.

system cannot find the path specified.
related file/directory is ProgramFilesiwindowsPowersShel1\DscSer

0.0160 seconds.

system cannot find the path ;panﬁ ed.

related file/directory is ProgramfFiles\windowsPowershel1\DscSer

0.0470 seconds.




— O
e & hitps://s18080P O~ B C || @enl | @enl | Bs..

<?xml version="1.0" encoding="utf-8" ?>
- «<service xml:base="https:/ /srv1:8080/PSDSCPullServer.svc/"
xmins="http:/ fwww.w3.org /2007 /app"
xmins:atom="http:f fwww.w3.org/ 2005/ Atom">
- <workspace=
<atom:title=Default</atom:title=
- =collection href="Configurations">
<atom:title>=Configurations</atom:title=
=fcollection=
- <collection href="Modules">
<atom:title=Modules </atom:title>
=fcollection=
- zcollection href="Action"=
<atom:title=Action</atom:title=
=fcollection=
- =zcollection href="Module"=
<atom:title=Module</atom:title =
=fcollection=
- zcollection href="StatusReport">=
<atom:title=StatusReport</atom:title=
=fcollection=
- zcollection href="Node"=
<atom:title=Node </atom:title =
=fcollection=
- <collection href="Reports">
<atom:title=Reports</atom:title=
=fcollection=
- zcollection href="Nodes"=
<atom:title=Nodes </atom:title=
=fcollection=
</workspacex>
=/service=

[




PS C:%> Remove-Item -Path C:\DsSC\* -Recurse -Force
PS C:\> $Guid = "5d79eebe-0420-4c98-9cc3-9f696901a816"
PS C:\> SRV2WebPull -Guid $Guid -OutputPath C:\DSC

Directory: C:\DSC

Mode LastWriteTime Length Name

-a-——-—- 22/04,/2017 20:28 1988 SRVZ.meta.mof

Ps C:\Users\administrator.RESKIT\Documents> Set-DscLocalConfiguratiorManager -ComputerName SRVZ
-Path C:\DsC °
-Verbose

VERBOSE: Performing the operation "Start-DscConfiguration: SendvetaContigurationApply™ on target

"MSFT_DSCLocalConfigurationManager”.

VERBOSE: Perform operation "Invoke CimMethod® with ol ing parameters,

" "methodName” = SendMetaConfigurationApply, "className” MSF

T_DpSCLocalConfigurationManager , 'namespaceName® = root/Microsoft,/windows/DesiredStateConfiguration”.

VERBOSE: An LM method call arrived from computer SRV1 with

user sid 5-1-5-21-715049209-2702507345-667613206-500.

VEREBOSE: [SRv2]: LoMm: [ Start Set 1

VERBOSE: [SRVZ2]: : [ Start Resource ] [MSFT_DSCMetaConfiguration]

VERBOSE: [SRVZ2]: : Start Set 1 [MsSFT_pscMetaConfiguration]

VERBOSE: [SRvZ]: 3 End Set 1 [MSFT_DSCMetaConfiguration] 1in 0.0310 seconds.

VERBOSE: [ E 3 End Resource ] [MSFT_DSCMetaConfiguration]

VERBOSE: [S 1|z 3 End Set 1

VERBOSE: [SRv2]: : [ End Set 1 in 0.0940 seconds.

VEREOSE: Operation "Invoke CimMethod' complete.

VEREBOSE: Set-DsclocalConfigurationManager finmished in 1.291 seconds.

PS5 C:%\> Remove-Item -Path C:\DSC\* -Rec -Force
PS C:\> TelnetSRVZ2 -OutputPath C:\DSCConfiguration

Directory: C:\DSCConfiguration

Mode LastWriteTime Length Name

g 22/04,/2017 20:51 1850 SRvZ2.mof

[



PS C:\> Rename-Item -Path C:\DSC\SRVZ.m
-NewName C:\DSC\$Guid.MOF

PS C:\> New-DscChecksum -Path c:\DSC

PS C:\> Get-ChildItem -Path C:\DSC

Directory: C:\DSC

Mode LastWriteTime Length Name

-a---- 22/04/2017 20: 1850 5d79eebe-0420-4c98-9cc3-9F696901a816.MOF
-a-——- 22/04/2017 H 64 5d79ee6e-0420-4c98-9cc3-9f696901a816.MOF. checksum

:\> update-DscConfiguration -ComputerName SRVZ -wait -Verbose
VERBOSE: Perform operation "Invoke CimMethod' with following parameters,
* 'methodName’ = PerformRequiredConfigurationChecks, 'className’ = MSFT_DsCLocalConfiguratiorManager,
*namespaceName’ = root/Microsoft/Windows /DesiredStateConfiguration’.
VERBOSE: An LCM method call arrived from computer SRV1 with user sid 5-1-5-21-715049209-2
2]: [1 Executing Get-Action with configuration sd
2DBEBD10FED 2C027AFSD5AE67136485AFBAIFS 6OCCADTAFFE38699D5D5845.
[1 Executing Get-Action with configuration 's ch um returned result status: GetConfiguration.
[1 Checksum is different. LCM will execute GetConfiguration to pull configuration .
[1 Executing GetConfiguration su led. Configuration was pulled from server.
[1 Applying the new configuration(s) pulled.
Resource ] [[wWindowsFeature]TelnetClient]
Test 1 [[wWindowsFeature]TelnetClient]
[[windowsFeature]TelnetClient] The operation 'Get-WindowsFeature' started: Telnet-Client
[[windowsFeature]TelnetClient] The operation 'Get-WindowsFeature' succeeded: Telnet-Client
[[windowsFeature]TelnetClient] 1in 1.0 seconds.
[[windowsFeature]TelnetClient]
[[wWindowsFeature]TelnetClient] Installation started...
[[windowsFeature]TelnetClient] Continue with installation?
[[wWindowsFeature] TelnetClient] essing started...
[[wWindowsFeature] TelnetClient] essing succeeded.
[[windowsFeature]TelnetClient] Installation succee
[[windowsFeature]TelnetClient] Tully installed the feature Telnet-Client.
Lem: [ End Set 1 [[windowsFeature]TelnetClient] i 2420 seconds.
J: Lam: [ End Resource ] [[WindowsFeature]TelnetClient]
eration "Invoke CimMethod® complete.
VERBOSE: Time taken for configuration job to complete is 25.194 seconds

ession = New-Cimsession —ComputerName SRV2Z
Get-DscConfiguration -CimSession $5ession

ComfigurationName TelnetsRvz

DependsCn

ModuleName PEDesiredstateConfiguration
Moduleversion 1.1

PsDscRunAasCredential

Resourceld [windowsFeature]TelnetClient
Sourcelnfo

Credential

DisplayMame Telnet Client

Ensure Present
IncludeAllsubFeature False

LogPath

Name Telnet-Client

Source

PSComputerName SRV2

CimClassName MSFT_RoleResource

[



PS C:\> $DscCert

PSParentPath: Microsoft.Powershell.Security\Certificate: :LocalMachine\MY

Thumbprint subject

FCE666DED34214D913141246506E5AA3B34FOFA9 CN=SRV1

PS C:\> Invoke-Command -ScriptBlock {Get-ChildItem -Path Cert:\LocalMachine\root |
where-Object Subject -Match 'SRvV1'} -ComputerName SRV2

PSParentPath: Microsoft.Powershell. Security\Certificate: :LocalMachine\root

Thumbprint Subject PSComputerName

FCE6G66DED34214D913141246506E5AA3B34F0FA9  CN=SRV1 SRV2

PS C:\> Get-Module xPSDesiredStateConfiguration -ListAvailable
Directory: C:\Program Files\WindowsPowerShell\Modules

ModuleType Ver N Name ExportedCommands

Script 6.2.0.0 xPSDesiredStateConfiguration {Publish-MOFToPullServer, Publish-DSCModuleAndMof,
Publish-ModuleToPullServer}

PS C:\> Invoke-Command -ComputerName SRV2 ~
-ScriptBlock {Get-Module xPSDesiredStateConfiguration -ListAvailable}
Directory: C:\Program Files\windowsPowershell\Modules

ExportedCommands PSComputerName

PS C:\> Get-ChildItem -Path C:\DSC -ErrorAction SilentlyContinue |
Remove-Item -Force | Out-Null
PS C:\> Remove-Item -Path "C:\Windows\System32\configuration\*.mof"
—-ErrorAction SilentlyContinue
PS C:\> WebPullsrvl -oOutputPath C:\DSC -CertThumbPrint $DscCert.Thumbprint

Directory: C:\DSC

Mode LastwriteTime Length Name

-a---—- 03/05/2017 19:35 5536 SRV1.mof

[



Start-DscConfiguration Path C:\DSC -Wait -Verbose

VEREOSE: Ferform Dper:h-:n *Irwoke cwneth:d' with following parametars,
SFT_D'SC Lu:a'lcunhgira‘harﬂanag’r
eswed;tatac.)rrﬁmratwn -
5-1-5-71-715049209-2702507 345 66761
1
Conf.
Confi
Comnfi ystem cannot find the file specified.
Comnfi, related File/ /directory is: C:1\DSCConfiguration.
Confi. in 0.0160 seconds.
Confi.
em cannot find the file specified,
ile]l he related File/directory is: SCConfiguration.
Set e 0.0000 seconds.
Resource i i
Resource
Test

1
related f11
0.0160 secos

tem

SCRe sour te related £11
[[FileIDSResource-Folder] 0.0310 second:
[[FilelDSResource-Folder]
[[WindowsFeature JDSCService]
[[WindowsFeature JDSCService]
[[WindowsFeatureJDSCService] The operation 'Get-WindomsFeature
[[WindowsFeature]DSCService] The operation 'Get-WindomsFeature
[WindowsFeature]DSCService] in 0.9530 seco
[[WindowsFeature]DSCService]
[[WindowsFeature]DSCService] Installation started..
[[WindowsFeature]DSC ice] Contirue mth instal]atio
[[WindowsFeature]DSCService] Prerequ processing started
[[WindowsFeatureJDSCService] Fnerau.nﬂte processing succeeded.
[WindowsFeature]DSCService] Installation succeeded.
[[WirdowsFeature]JDSCService] Successfully installed the feature DSC-Service.
[[WindowsFeature]DSCService] in seconds.

[[WindowsFeature JDSCService ]
b

rvicelWebPul1SRVI] Che k ths'\:a'l Path property
te PDS(PullServer does not match the desired state.
riicelWebPul1SRVA]  in 1.8000 second
rvice]webPul1SRV1] B
rvicelWebPul1RVI] Create the IIS endpoint
rvicelWebPul1SRVI] Setting up endpoint at - https://SV1:8080/PSDSCPullServer. svc
wice]WebPullSRV1] Verify that the certificate with the provided thusbprint e ind ocalMac hine'\W
rvice]WebPullSRV1] Checking ITS requirements
rvice]WebPull1SRV1] Delete the App Pool if it exists
rvice JWebPullSRV1] Remove the site if it aln
rvice WebPullSRVL] pil
rvice]WebPullsRV1] Create the bin folder for deploying custom dependent bimaries required by the endpoint
rvice]WebPul1SRV1] Adding App Pool
n:.ctuah:.‘rnc-‘]mhpunmn] Set npp Pool Properties
rvice]WebPul1SRVI] Add and Set Site Prope
rvicelWebPul1RV] pll
vice]WebPu115V1] Enabling firewall exception for port 5080
rvicalWebPu11RVA] Disable Irbourd Firewall Notification
rvice]WwebPul1SRV1] Add Firewall Rule for port 8080
rvice]WebPullRV1] Set values into the canfig that deﬁre t"P repository later than BLUE 05
rvice]WebPull1SRV1] Only ESENT is supported on Windows
rvicelWebPul1SVA] Pull Server: Set values irto the web. c-:rrﬁq that indicate the location of repository, configuration, mo

Imbvr‘ﬂ cn]ﬂebFu'l 1 TVJ.] in 12.7870 seconds.
Wb 5.

1
1
1

i 11a] The destination object was found and no action is required.
1 i i i in 0.0320 seconds.
] 1 le]
1
1
1

in 124.8960 second:
Operation 'Irwoke CimMethod' complet= )
VEREOSE: Time taken for configuration job to complete is 127.37 seconds

[



@ hitps://srv1:3080/PSDSCPullServersve/ O ~ @ C || @ s

<?xml version="1.0" encoding="utf-8" ?=
- «<service xml:base="https:/ fsrv1:8080/PSDSCPullServer.svc/f"
xmins="http:/ /www.w3.org/2007 /app"
xmins:atom="http:/ /www.w3.o0rg/2005/Atom">
- =workspace>
<atom:title=Default</atom:title=
<collection href="Configurations">
<collection href="Modules"=
<collection href="Action">
<collection href="Module"=
=zcollection href="StatusReport">
<collection href="Node"=
=zcollection href="Reports">
<collection href="Nodes"=
</workspace>
z/service>

F R S S e A A

> $CSSrv2 = New-CimSession -ComputerName SRV2
:\> Set-DsclocalConfigurationManager -CimSession $CSSrv2
-Path C:\D5C
-Verbose

VERBOSE : Performing the operation "Start-DscConfiguration:
sendMetaConfigurationApply” on target "MSFT_DSCLocalConfigurationManager”.
VERBOSE: Perform operation 'Invoke CimMethod' with following parameters,
' "methodName’ = SendMetaConfigurationApply, 'className' = MSFT_DSClLocalConfigurationManager,
'namespaceName’ = root/Microsoft/Windows/DesiredstateConfiguration”.
VERBOSE: An LCM method call arrived from computer SRV2 with user

sid S-1-5-21-715049209-2702507345-667613206-500.
VERBOSE: [SRVZ2]: LCM: [ Start Set 1
VERBOSE: [SRV2]: LCM: [ Start Resource ] [MSFT_DSCMetaConfiguration]
VERBOSE: [SRV2]: LCM: [ Start Set 1 [MSFT_DSCMetaConfiguration]
VERBOSE: [SRV2]: LCM: [ End Set 1 [MSFT_DSCMetaConfiguration] 1in 0.0150 seconds.
VERBOSE: [SRv2]: LCM: [ End Resource ] [MSFT_DSCMetaConfiguration]
VERBOSE: [SRV2]: [1 Registration of the Dsc Agent with the

server https://SRV1:8080/PsDSCPullserver.svc was successful.
VERBOSE: [SRv2]: LCM: [ End Set 1
VERBOSE: [SRV2]: LCM: [ End Set ] in 25.0200 seconds.
VERBOSE: Operation 'Invoke CimMethod' complete.
VERBOSE: Set-DsclLocalConfigurationManager finished in 25.203 seconds.

[



PS C:\> Get-ChildItem -Path C:

PS5 C:\>

VERBOSE:
" "methodName "

Directory: C:\DSCConfiguration
LastWriteTime

03/05/2017
03/05/2017
03/05/2017
03/05/2017

20:29
20:29
20:29
20:29

-Wait -Verbose
following parameters,
pPerformRequiredconfigurationChecks, "className’ =

uUpdate-DscConfiguration -ComputerName SRVZ
perform operation 'Invoke CimMethod' with

spaceName® = root/Microsoft/windows/DesiredstateConfiguration’.

VERBOSE:

VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE

VERBOSE:

PS C:\>
True

An LCM method call arrived from computer SRVl with user sid 5-1-5-21-715049209-270250.

Length Name

1936 TelnetConfig.Mof

64 TelnetConfig.Mof.checksum
1920 TFTPConfig.Mof

64 TFTPConfig.Mof.checksum

MSFT_DSCLocalconfigurationManager, ' name

345-667613206-500.

[]1 Executing Get-Action with configuration 's checksum returned result status: GetConfiguration.
[] checksum is different. LcM will execute GetConfiguration to pull configuration .

[] execuring Gerconfiguration succeeded. configuration Telnetconfig was pulled from server.

[1 Executing GetConfiguration succeeded. Configuration TFTPConfig was pulled from server.

[1 Applying the new configuration(s) pulled.

[[windowsFeature]Telnetclient]
[[windowsFeature]Telnetclient]
[[windowsFeature]Telnetclient]
[ [windowsFeature]TelnetClient]
[ [windowsFeature]TelnetClient]
[ [windowsFeature]Telnetclient]
[[windowsFeature]TelnetClient]
[[windowsFeature]TelnetClient]
[[windowsFeature]TelnetClient]
[ [windowsFeature]Telnetclient]
[ [windowsFeature]TelnetClient]
[ [windowsFeature]TelnetClient]
[[windowsFeature]TelnetClient]
[[windowsFeature]Telnetclient]
[ [windowsFeature] TFTPClient]
[ [windowsFeature] TFTPClient]
[ [windowsFeature] TFTPClient]
[ [windowsFeature] TFTPClient]
[ [windowsFeature] TFTPClient]
[[windowsFeature] TFTPCTient]
[[windowsFeature] TFTPClient]
[ [windowsFeature] TFTPClient]
[ [windowsFeature] TFTPClient]
[ [windowsFeature] TFTPClient]
[[windowsFeature] TFTPCTient]
[[windowsFeature] TFTPClient]
Lem: [ End Set ] [[windowsFeature]TFTPClient]
cm: [ end Resource ] [[windowsFeature]TrTPclient]
Operation ‘Invoke CimMethod® complete.
Time taken for configuration job to complete is 71.607 seconds

Resource ]
Test ]

Set
Resource
Resource
Test

Test-DscConfiguration -Computername srv2

PS C:\> Test-DscConfiguration
False

[

The operation °Get-windowsFeature’ started: Telnet-Client
The operation "Get-windowsFeature' succeeded: Telnet-Client
in 0.9530 seconds.

Installation started...

Continue with instal

Prerequisite processing started...

prerequisite processing succeeded.

Installation succeeded.

Successfully installed the feature Telnet-Client.
in 32.4180 seconds.

The operation "Get-windowsFeature' started: TFTP-Client
The operation °“Get-windowsFeature® succeeded: TFTP-Client
in 2.1090 seconds.

Installation started...

Continue with installation?
Prerequisite processing started...
Prerequisite processing succeeded.
Installation succeeded.

successTully installed the feature TFTP-Client.
in 21.9150 seconds.

ComputerName SRV2Z




PS C:\> Start-DscConfiguration -UseExisting -Verbose -wait -ComputerName srv

VEI

BOSE: Perform operation '"Invoke cimmethod' with following parameters,
" ‘methodname’ = applyconfiguration, ‘classwame® = MSFT_DsCLocalconfigurationmanager, 'namespacename’ =

t/Microsoft/wWindows/Desiredstateconfiguration’.

VERBOSE
VERBOSE
VERBOSE :
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE :
VERBOSE
VERBOSE
VERBOSE :
VERBOSE
VERBOSE
VERBOSE
VERBOSE
VERBOSE :
VERBOSE
VERBOSE
VERBOSE:

[sRv2]:
[sRv2]:
[:ERVE]

End

EVAE
[srv2]
[srv2]
[SRv2]:

start
Start

Start

Resource ]
Test 1

set 1
Resource ]
Resource ]
Test

sStarting consistency engine.

roo

[1 checking consistency for current configuration.

[ [windowsFeature]Telnetclient]
[ [windowsFeature]TelnetClient]
[[windowsFeature]TelnetClient]
[ [windowsFeature]Telnetclient]
[ [windowsFeature]TelnetClient]
[[windowsFeature]TelnetcTlient]
[[windowsFeature]TelnetClient]
[ [windowsFeature]TelnetClient]
[[windowsFeature]TelnetcTlient]
[[windowsFeature]TelnetClient]
[ [windowsFeature]TelnetClient]
[[windowsFeature]TelnetClient]
[[windowsFeature]TelnetClient]
[ [windowsFeature]TelnetClient]
[[windowsFeature] TFTPClient]

[[windowsFeature] TFTPClient]

The operation ’Get-windowsFeature
The operation "Get-windowsFeature
in 0.4840 seconds.

Installation started...

Continue with installation?
Prerequisite processing started.
Prerequisite processing succeeded
Installation succeeded.
Successfully installed the featur
in 24.0370 seconds.

VERBOSE
VERBOSE
VERBOSE:
VERBOSE
VERBOSE:
VERBOSE
VERBOSE
VERBOSE :
VERBOSE
VERBOSE
VERBOSE :

[srv2]
[srv2]
[sRv2]:
[srv2]:

[ End

5et

[[windowsFeature] TFTPClient]
[[windowsFeature] TFTPClient]
[[windowsFeature] TFTPClient]
[[windowsFeature] TFTPClient]
[[windowsFeature] TFTPClient]
[[windowsFeature] TFTPClient]
[[windowsFeature] TFTPClient]
[[windowsFeature] TFTPClient]
[[windowsFeature] TFTPClient]
[ [windowsFeature] TFTPClient]
[ [windowsFeature] TFTPClient]

The operation "Get-windowsFeature'
The operation 'Get-windowsFeature
in 1.7030 seconds.

Installation started...

continue with installation?
pPrerequisite processing started...
Prerequisite processing succeeded.
Installation succeeded.
successfully installed the feature
in 16.4280 seconds.

An LcM method call arrived from computer SRvl with user sid s-1-5-21-715049209-2702507345-667613206-500.

" started: Telnet-Client
' succeeded: Telnet-client

e Telnet-Client.

TFTP-Client
TFTP-Client

started:
succeede

TFTP-Client.

VERBOSE end
VERBOSE
VERBOSE :

VERBOSE :

[[windowsFeature] TFTPClient]

[1 consistency check completed.
operation 'Invoke CimMethod® complete.

Time taken for configuration job to complete is 42.861 seconds

Resource ]

PS C:%\> Get-wWindowsFeature -Name Telnet-Client, TFTP-Client -ComputerName SRV2

Install state

Installed
Installed

Name
Telnet-Client
TFTP-Client

Display Name

[x] Telnet Client
[x] TFTP Client

[
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